Certification of Interactive Forms by
Adobe using Server Certificates

Applicable Releases:
NetWeaver CE 7.1
NetWeaver CE 7.1 EhP1

Topic Area:
User Productivity

Capability:
User Interface Technology

Version 1.0

April 2009

THE BEST-RUN BUSINESSES RUN SAP" w



© Copyright 2009 SAP AG. All rights reserved.

No part of this publication may be reproduced or
transmitted in any form or for any purpose without the
express permission of SAP AG. The information contained
herein may be changed without prior notice.

Some software products marketed by SAP AG and its
distributors contain proprietary software components of
other software vendors.

Microsoft, Windows, Outlook, and PowerPoint are
registered trademarks of Microsoft Corporation.

IBM, DB2, DB2 Universal Database, OS/2, Parallel
Sysplex, MVS/ESA, AlX, S/390, AS/400, 0S/390,
0S/400, iSeries, pSeries, xSeries, zSeries, z/0S, AFP,
Intelligent Miner, WebSphere, Netfinity, Tivoli, Informix,
i5/0S, POWER, POWERS5, OpenPower and PowerPC are
trademarks or registered trademarks of IBM Corporation.

Adobe, the Adobe logo, Acrobat, PostScript, and Reader
are either trademarks or registered trademarks of Adobe
Systems Incorporated in the United States and/or other
countries.

Oracle is a registered trademark of Oracle Corporation.

UNIX, X/Open, OSF/1, and Motif are registered
trademarks of the Open Group.

Citrix, ICA, Program Neighborhood, MetaFrame,
WinFrame, VideoFrame, and MultiWin are trademarks or
registered trademarks of Citrix Systems, Inc.

HTML, XML, XHTML and W3C are trademarks or
registered trademarks of W3C®, World Wide Web
Consortium, Massachusetts Institute of Technology.

Java is a registered trademark of Sun Microsystems, Inc.

JavaScript is a registered trademark of Sun Microsystems,
Inc., used under license for technology invented and
implemented by Netscape.

MaxDB is a trademark of MySQL AB, Sweden.

SAP, R/3, mySAP, mySAP.com, XApps, XApp, SAP
NetWeaver, and other SAP products and services
mentioned herein as well as their respective logos are
trademarks or registered trademarks of SAP AG in
Germany and in several other countries all over the world.
All other product and service names mentioned are the
trademarks of their respective companies. Data contained
in this document serves informational purposes only.
National product specifications may vary.

These materials are subject to change without notice.
These materials are provided by SAP AG and its affiliated
companies ("SAP Group") for informational purposes only,
without representation or warranty of any kind, and SAP
Group shall not be liable for errors or omissions with
respect to the materials. The only warranties for SAP
Group products and services are those that are set forth in
the express warranty statements accompanying such
products and services, if any. Nothing herein should be
construed as constituting an additional warranty.

These materials are provided “as is” without a warranty of
any kind, either express or implied, including but not
limited to, the implied warranties of merchantability,
fitness for a particular purpose, or non-infringement.

SAP shall not be liable for damages of any kind including
without limitation direct, special, indirect, or consequential
damages that may result from the use of these materials.

SAP does not warrant the accuracy or completeness of the
information, text, graphics, links or other items contained
within these materials. SAP has no control over the
information that you may access through the use of hot
links contained in these materials and does not endorse
your use of third party web pages nor provide any warranty
whatsoever relating to third party web pages.

SAP NetWeaver “How-to” Guides are intended to simplify
the product implementation. While specific product
features and procedures typically are explained in a
practical business context, it is not implied that those
features and procedures are the only approach in solving a
specific business problem using SAP NetWeaver. Should
you wish to receive additional information, clarification or
support, please refer to SAP Consulting.

Any software coding and/or code lines / strings (“Code”)
included in this documentation are only examples and are
not intended to be used in a productive system
environment. The Code is only intended better explain and
visualize the syntax and phrasing rules of certain coding.
SAP does not warrant the correctness and completeness of
the Code given herein, and SAP shall not be liable for
errors or damages caused by the usage of the Code, except
if such damages were caused by SAP intentionally or
grossly negligent.

Disclaimer

Some components of this product are based on Java™. Any
code change in these components may cause unpredictable
and severe malfunctions and is therefore expressively
prohibited, as is any decompilation of these components.

Any Java™ Source Code delivered with this product is only
to be used by SAP’s Support Services and may not be

modified or altered in any way.
w



Document History

Document Version  Description

1.00 First official release of this guide

THE BEST-RUN BUSINESSES RUN SAP" w



Typographic Conventions

Type Style

Description

lcons

Icon

Description

Example Text

Words or characters quoted
from the screen. These
include field names, screen
titles, pushbuttons labels,
menu names, menu paths,
and menu options.

Cross-references to other
documentation

Caution

Note or Important

Example

BRaOE

Recommendation or Tip

Example text

Emphasized words or
phrases in body text, graphic
titles, and table titles

Example text

File and directory names and
their paths, messages,
names of variables and
parameters, source text, and
names of installation,
upgrade and database tools.

Example text

User entry texts. These are
words or characters that you
enter in the system exactly as
they appear in the
documentation.

<Example
text>

Variable user entry. Angle
brackets indicate that you
replace these words and
characters with appropriate
entries to make entries in the
system.

EXAMPLE TEXT

Keys on the keyboard, for
example, F2 or ENTER.
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Certification of Interactive Forms by Adobe using Server Certificates

1. Business Scenario

In your business scenario you have a requirement to digitally sign an interactive form with a server
credential. This guide will demonstrate how to configure the server credentials for form signing, how to
apply these certificates on the interactive forms as well as how to validate these certificates with the
use of the Adobe Document Services API.

2. Prerequisites

Prerequisite to this is guide is to have the NetWeaver CE Application Server configured for the use of
SSL. This is usually done by default during the application server installation or performed as a later
step. Also itis required that the JVM is configured with the Java™ Cryptography Extension (JCE)
Unlimited Strength Jurisdiction Policy Files, please refer to an SSL configuration guide for more
information.

Adobe Document Services should be configured for secured access, please refer to the configuration
guide: How to make use of ADS security prior to continuing with this document.
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3. Creating and configuring server certificates.

3.1 Creating a server certificate in the Key Storage
Service

1. Start and log in to the SAP NetWeaver Administrator. http://server:port/nwa

2. Navigate to Configuration Management -> Security -> Certificates and Keys -> Key Storage
service

Or use the short link http://server:port/nwa/key-storage

Create Wiew  Delete Viewy Import Yiewe From File  Export Vieww To File  Export Wisw

Status Mame

DEFALLT
IChW_SSL_G3425
ICW_S5L_63425_443
ICW_S5L_B3425_50001
ICW_S5L_63425_ 50014
TREXKeyStore
Ticketkeystore
TrustedCAs
UMEKey=store

LY
4

HEN
EECED DD DB

WiehServiceSecurity

Key Storage View Details

< Miew Entries “iewy Properties

Creagte  Delete Rename Impart From YWiewy  Import From File Export To File

Status Mame

Peter

Peter-cert
SAPLogonTicketKeypair
SAPLogonTicketKeypair-cert

I I £
DoEo

il zzl-credentials

3. Click on Ticketkeystore (You can use any other store or also you can import a certificate created
by a certification authority).

4. To create the Public-Private-Key Pair press the button Create
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5. Fill out the subject properties.

@ TREXKeyStore

O Ticketkeystore

a TrustedChs

(W] UEKeystore

@ WehServiceSecurity

Key Storage View Details

Add Hew Key Storage Entry

I Step 1 Step 2 Step 3
Entry Settings Subject Properties Sign weith Key Pair Prey
Entry Settings
Enitry Mame; * [server |
Algarithm; * =D -|
Key Length: * [1024 -|
walid From: * [4114i2009 ]
walid To: * (41 442029 [T
Ctore Certificate:

4 Back Firish

6. Common Name suppose to be the name or ID of the server or user you are creating a key-pair
(In this case we will call it “Server”)

7. The Entry Name is the name for identifying the key pair in the key store.
8. Specify Validity period;
9. Select “RSA” as secure algorithm

10. Select Key Length - “1024” in this example

11. Choose “Store Certificate” in order to store the public key as well.

12. Press the button Next

13. Fill out additional subject properties information for the certificate. You can extract all these
additional information out from the certificate when validating it.

14. The commonName presents the name of the certificate

Add Hew Key Storage Entry

I Step 1 Step 2 Step 3 Step 4 -4
Eritry Settings Subject Properties Sign with Key Pair Previews and Creste

Subject Properties

Add  Remaove tove Up  Mave Down
Mame Ohiject Idertifier “alue
countryhame * 25486 us
stateOrProvinceilame 2548 CA
arganizationMatne 25410 Sap
localityName 2547 Palo Ato
organizationalUntMame 25411 Rl
commantame * 2543 SErver

Mote: The propetties with the asterisk symbol (%) in their name must have a value

[cancel | [4 Back | [mext B [Finish |
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15. Press the button Next... {Note: According the new RCA regulations, self signed key pairs are
not always accepted as credited identity. You have to always use Certification Authorities for
signing self generated key-pairs. So, there are two possibilities... generating the key pairs and
sending them to a CA for signing. Or since you have a Credential signed by a CA, use it to sign
the newly created key pairs. }

Key Storage View Details

Add Hew Key Storage Entryr
I» Step 1 Step 2 Step 3 Step 4. <4
Entry Settings Subject Properties Sign swith Key Pair Preview and Create —>
Preview and Create Entry
Entry Mame: ADSUser_TechEd2005
Algorithim: RSA
Key Length: 1024
Walid From: 81472008
Walid Ta: 8A452015
Subject Properties Issuer Info
Mame Walug Hey Walue
countryMame * us organizetionalUnithlame | TechEd
stateCrProvinceMame Mevada countryMatme us
localtytame Las Yegas commonkame localhost
organizationtame SAR
organizationslUnitlame | TechEd 2005
commonhlame * ADSU=zer2005

[encar] (& Back | [t

Key Storage View Details

wiew Entries | Wiew Properties

Create  Delete Rename Import From “iew  Import From File E:xzport To File Generate CSR Request  Import CSR Re

Status Mame = Entry Type Algorithm

i - -
(] SAPLogonTicketkeypair-cert CERTIFICATE Dsa,
] SEFVEr FRI%ATE KEY RSA
@ zerver-cert CERTIFICATE REA
LA zsl-credentialz PRIWATE KEY RESA
il zsl-credentialz-cert CERTIFICATE RESA

Entry Details

PRIVATE EEY entry

Creation date : Tue Apr 14 17:36:32 EDT 2009 (14 Apr 2009 21:3&:32 GMT)

Version: i FPRCS#8 RSA

Key Size 1024 bits

e =t = U = e

Wersiaon @ ver.3 X®.509

Algorithm I RSA

Key Size : 1024 hits

Subject name : CHN=serwver,0U=RIG,L=Falo alto,0=SAP,ST=CA,C=lS

IsSsUEr name : CH=serwver,0U=RIG,L=Falo alto,0=SAP,ST=CA,C=US

serial number : 23165888275

signature Algorithm : mdswi thRSAENCHyPTion (1.2.840.113549.1.1.4]

validity:
not before @ Tue Apr 14 17:25:00 EDT 2002 (14 Apr 200% 21:25:00 GMT)
not aftter : Sat Apr 14 17:28:00 EDT 2023 (14 Apr 2023 21:25:00 GMT)
Fublic key Tingerprint I 3CiA3IT4:i15:4EB154: I84:EZ:GE: 1737121 9B ED
Certificate fingerprint(MDS): S5:17:F5:CF:4E:S4:CD:37:36:11:A0:A4:4B:531A1:EB5
Certificate extensions A
[critical]
[nmon critical]
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3.2 EXxport private key to a file and sign with
Certification Authority. (optional)

16. Select the created private key and click on “Generate CSR Request”

p—

I:‘ @ TREXKeyStore USER Containg keys and cerificates used by the
|_| Pk TicketKeystore SYSTEM  Contains the key-pair to use for issuing log
I:‘ @ TrustedChz USER Template view that contains trusted server

Key Storage View Details

< Wiew Entries

“Wiewr Properties

Cregte  Delete Rename Import From Yiews  Import From File Export To File Import CSR Response
Status Rame T T Y
ks - - -

l:‘ a S&PLogonTicketeypair-cert CERTIFICATE DS T
|_| a Ferver PRIWATE KEY RS T
l:‘ a server-cert CERTIFICATE RS T
l:‘ i) ssl-credertials PRIWATE KEY RS b
l:‘ [ sslcredertials-cert CERTIFICATE RS b

Entry Details

FRIVATE KEY entry
Creation date

D Tue Apr 14 17:3&:32 EDT 2002 (14 Apr 20038 21:36:32 GMT)

wersion: i PECS#% RSA
A Pod bits -
17. Store the file to the file system and send it to your Certification Authority for signing.
18. After getting the response back: Select the Cert you want to update and use the Import CRS
Response button for importing
19. The CA Public Key (the CA Root Certificate) associated with this Private Key should be

imported as well.

3.3 EXport the key pair to files

20. Navigate to Configuration Management -> Security -> Certificates and Keys -> Key Storage tab
section
21. Select the created credential (private key), press the Export to File button... and choose PK12
format, specify a password.
=] | PUSTEG A3 [ | EIMPISTE WIS THaT Cort:
Key Storage View Details
Wiewy Eritries Wiewy Properties
Create  Celete Rename Import From “iews  Import From File Ezxport To File Generate C5R Reguest  Import CSR Re
Status Mame = Entry Type Algarithim
¥ &
SAPL ogon Ticketkevoair-cert
Select export format: [PHCS#12 Key Pair -|
(] sEver
] zerver-cert Enter pazsvword to encode key file; * |--------
o z=l-credentials Re-enter password for verification: * |--““-.
P sal-credentials-cert
Entry Details File: Type File: Mame: File Size Doy
PRIVATE KET ent '
Creation clat:r.I o D Tue Apr 14 17:36: @Nofllesfordownload
wersion: I PKCS#5 RSa
Key 5ize : 1024 bits
Certificate[d] -----------------—-mm -
wersian 1 ower. 2 x.509
Algorithm I RSA
Kew 517R : 1nr4 hirs
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22.

23.
24,

25.

3.4

26.
27.

28.
29.

Click on Generate, Save the file locally to the file system by selecting the Download link, close
the wizard.

Repeat the steps for the Public Key — certificate.

Choose Binary X.509 format. Note: If you choose Base64 the ADS will NOT be able to validate
the certificate!

Key Storage View Details

“iewy Entries Wiewy Properties
Create  Delete Rename Import From Yiew  lmport From File Expott To File
Status Mame = Ertry Type Algorithm
? - w
o SAPLogonTicketKeypair Fxnnrt Fntrw Tn File [wl
SAPLogonTicketkeypair-ce
- £ Bt Select export format, |Binary ¥.509 -]
@ SErver
o T File Type File Mame File Size Dowvnload Link
A | — Binary X503 Cerificate File | server-cert.crt | 597 Bytes Eﬂ Diovvnload
Entry Details
CERTIFICATE entry:
Creation date I Tue Apr
Wersion Iower.3 A
Algorithm : RSA

Kane T4-a = 1ATA kit

Download the certificate.

Import the public key to the ADS credential
storage

Navigate to Configuration Management —> Infrastructure -> Adobe Document Services.

Select tab Document security. Choose Credentials from the drop down.

Adobe Document Services: Document Securily

I Document Securty |’ Licenfing © Caches ©  Johb Profiles

IShnw |Creder|tial3
H— |

Add Mewe Object... § Remove Selected Object I Manage P12 Files... I Configure Expiry Check...

Alias

d

Select the ManageP12 Files button and click on Add new file

Navigate to the exported credential (pk12, PFX file).
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30. Press the Upload button. Close the wizard

Manage P12 Files

Add Mewy File...  Remove Selected File

File =
- | p1_ooomos prx
| peterpt2
|_| Server pl2
=

31. Click on add new Object

Document Security Licensing Caches Job Profiles
Show |Credertials -
Credentials
Add Mewy Object...  Remove Selected Object:  Manage P12 Files.. Configure Expiry Check...  Run Expiry Check
B Create Hew Credential EI
ReaderRights
Peter
Aliag: () ReaderRights
() DocumentCertification
() ServerSignature
(&) Custom
Server |
Type: P12 g
P12 File: Server pl2 A

ReaderRights Shat: —
Alias: ReaderRights Pt
Type: P12 Confirm Pazsword:
P12 File:  pl_0000105 pfx

Shal

Expiry: Jan 8, 2023

Pazswvord: s [ El

32. Select Custom Alias and provide a name. This alias name will be used for identifying the
credential that need be applied on the Interactive Form. You can create many different aliases
that are required by the business scenarios. Provide the alias names to the people that need to
apply these certificates. A certificate can also be automatically applied with the Document API.
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33. Choose the credential file. Provide the password and save the Credential alias.

Al Mewy Ohject...  Remowve Selected Ohiect  Mansge P12 Files...

Alias

Server

Aligs Server

Type: P12

P 2 File: Server ol 2
Shat:

Expiry: Apr 14, 2029

Pasawenrs; sk

3.5 Import the certificate to the ADS trusted anchors
storage

34. From the dropdown choose Trusted Anchors

Document Security|’ Licensing © Caches [ § Job Profiles

Show |Credertials [+
Crede Credentials

Trusted Anchors

Cetificate Revocation Lists

Pazswords
Al

ject  Manage P JFiles... Configur

April 2009 8



Certification of Interactive Forms by Adobe using Server Certificates

35. Search for SecureConfigPort_Document... in the Details About SecureConfigPort_Document
destination section select Edit button

Caches Job Profiles

ow | Trusted Anchars Manage CER Files E

Add Mew Ohject...  Remove Selected Ohbject
ZER File Add Mewe File...  [Remove Selected File
B Fie =
AngelD_cert crt |_| AngelD_cett.crt
PeterCert crt || petercerten
L]

Annelll rert crt

36. Select Manage CER Files
37. Choose Add New File.
38. Navigate the certificate file. Click Upload.

Manage CER Files

File has heen uploaded successiully

Add Mewy File... Remowve Selected File

File =
|:| Angell_cert.crt
| Petercerten
|_| SetverCert.cr
=

39. Close the wizard.
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40. Select Add new object
Trusted Anchors

A Mew Chiject.. move Selected Ohiect  Manage CER Files. ..

B Create Hew Trusted Anchor E

AngelD_cert.crt

PeterCert crt
CER File: |ServerCer1.crt -
Trusted for Signatures and as Trusted Roat
Certified Documents

[ Emkedded High Privilege JavaScript

AngelD cert.crt

41. Choose the CER File

42. Select the checkbox what to trust this certificate for.
Signatures and as Trusted Root
Certificated Documents.

43. Click Save

Add Mewy Chiect...  Remowe Selected Object  Manage CER Files. ..

CER File
T
l:‘ Angell_cert.cr

|| PeterCertort
|_| ServerCert .crt

ServerCert.crt

CER File: ServerCert.crt
Trusted far: ldentity, Signatures, Certified Documents

April 2009
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A trusted anchor can be trusted for the following attributes

Documents signed with this signature as an author signature, or whose
certificate chain includes this certificate, are considered trusted for certified
documents

This option is available only if Certified Documents is already selected

When this option is enabled, JavaScript embedded in the document is
allowed to be executed(*)

Documents signed with this signature, or whose certificate chain includes
this certificate, are considered trusted for signed documents(**)

This option is needed when the document must be signed and signature
validated, in case only of a certifying document, only the element Certified
Documents is required

Useful combinations of attributes assigned to a certificate.

Trust only children certificates for certifying

Trust certificate itself and children certificates
if the certificate is not issued by a CA

Trust children certificates for signing if public
certificate is issued by a CA

Trust certificate itself and children certificates
for signing and certifying

3.6 Restart The PDF Manipulation Service

44,

45,

Navigate to Operations Management -> Systems -> Start & Stop ... select the tab JAVA EE
Services

In order these changes to take effect restart these 2 services:
PDF Manipulation Module

Document Services Trust Manager Service.

April 2009 11
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Start & Stop: Java EE Services

Java EE Instances Java EE Services |’ Java EE Applications
Services
St [ Stopf [ eestan |
[Mame = P Setvice Componert Mame
v
Document Services Binaries 2 com.adobeicom adobe~Document ServicesBinaries2
Document Services Configuration com.adobeicom adobe~Document ServicesConfigur stion
Document Services Data Manager com.adobeicom adobe~DataManager Service
Document Services DestProto Service com.adobeicom adobe~DocumentServicesDestProtoService
Document Services Font Manager com.adobeizom adobe~FortManager Service
Document Services License Service com.adoheicom adobe~LicenseService
Droziwmand i Lican: st e, com.adobeicom adobe~Document ServicesLicenseSupportService
Document Services Trust Manager Service com.adobeicom . adobe~Trusthanager Service
PDF Manipulstion Module - Lowe Encryption com.adobeicom adobe~PDFManipulation
T com.adobeicom adobe~XMLFarmService

3.7 Applying a server certificate on Interactive Form

The certificate is applying on the interactive form with the help of the documentAPI.
All credentials are stored in the ADS key store (the steps we did before).
The identification of each credential is done with help of the alias under which the credential is stored.

The validation of the digital signature is done in the same way as the validation of client certificates.

46. Follow this example code for applying and verifying of a server credential.

In this example the alias is provided as an input field, also other properties that are set are
reason and contact information.

The example has two actions: One for applying the certificate and one for validation.

Credertial Alias: |@Credentialilias |
Cortact Info.  |i@contactinfo
Reason: @Reasnn |

Certify Document

| Werify Server Credential |

47. Apply certificate method

April 2009 12
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//@0@begin javadoc:applyServerSignature()
/**
* Method declared by application.
*/
//@@end
public void applyServerSignature( ) {
//@0@begin applyServerSignature()
/**
* Demonstrates, how to apply certification on an existing PDF
document.
*/
try {

// Get the alias name, provided at input field in this example.

String credentialAlias =
wdContext.currentContextElement() .getCredentialAlias();

// Additional information that could be stored along with the credential
in the signature field.

//Reason for signing

String reason = wdContext.currentContextElement().getReason();

//Locale

String location = WDClientUser.getCurrentUser() .getLocale().-toString();

//Contact information

String contactInfo = wdContext.currentContextElement().getContactinfo();

//set the signature field permission.
WDPDFDocumentCertificatePermission permission =
WDPDFDocumentCertificatePermission.CERT_DEFAULT_PERMISSION;

/*

* Get Interactive Form context. Because, we want to apply the
certification

* on the PDF document represented by the interactive form Ul element
on the

* page.

*/

IWDPDFDocumentAccessibleContext iFormContext =

WDPDFDocumentFactory.getDocumentHandler () -.getDocumentAccessibleContext();

//Get the PDF from the InteractiveForm Ul element
byte[] pdf = wdContext.currentContextElement() .getPdf();

/**

* Byte array based access.

* Set the PDF to the Document Accessible Context
*/

iFormContext . setPDF(pdf);

/*
* Get document context and then set certification on that. You need a
credential
* to certify a PDF document. Please, consult your ADS administrator
for the
* same. Default credential (DocumentCertification) will be used if you
do not specify one.
*/
iFormContext.setCertification(credentialAlias, "SignatureFieldl",
reason, location, contactinfo, null, permission);

IWDPDFDocument pdfDocument = iFormContext.execute();
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//Set the signed PDF back to the InteractiveForm Ul element
wdContext.currentContextElement() .setPdf(pdfDocument.getPDF());

} catch (Exception _e) {
wdThis.wdGetAPI () -getComponent() .getMessageManager () -reportException(_e);

}
//@@end

3.8 Validating server certificates on Interactive
Form

48. Application code for validating certificates.

//@0@begin javadoc:verifyServerSignature()
/**
* Method declared by application.
*/
//@@end
public void verifyServerSignature( ) {
//@0begin verifyServerSignature()
/*
* This action demonstrates how to use PDF document APl in stand alone
mode.
* Assumed that, you have a PDF document in hand and you need to verify
whether
* the document has been certified or not. Note, the difference between
the
* API usage. You deal with an instance of type IWDPDFDocumentHandler
when
* you want to handle the operation on your own. But, you deal with an
* instance of IWDPDFDocumentlnteractiveFormHandler, when you want to
deal
* with the InteractiveForm Ul element.
*/

// Get PDF document handler.
IWDPDFDocumentHandler pdfDocumentHandler =
WDPDFDocumentFactory.getDocumentHandler();

/*
* Get accessible context. The other available context under this mode
is
* creation context. Since, we are going to deal with an existing PDF
document
* here, we need to have an accessible context.
*
* @see onActionCreatePDFStandalone for the usage of creation context.
*/
IWDPDFDocumentAccessibleContext accessibleContext =
pdfDocumentHandler.getDocumentAccessibleContext();

// Set PDF stream.
byte[] pdfStream = wdContext.currentContextElement().getPdf();
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ByteArrayOutputStream outPDF = new ByteArrayOutputStream();
try {

OutPDF.write(pdfStream);
} catch (10Exception e) {

e.printStackTrace();

}

accessibleContext.setPDF(outPDF);

/*

* We need to have the certificate in response. Hence we need to
instruct the

* server to send us back the certificate and the related certification

* information attached with the document. Add the GetCertification task
to

* the server process. The same holds true for signatures also.

*/

accessibleContext.getTaskSetter() .addGetCertificationTask();

/*
* We need to verify whether the existing PDF document has been signed
or not.
* To do so, we need to instruct the server process to send us back all

the
* signatures attached with the document and its related info along with

the
* document.
*/
accessibleContext.getTaskSetter() .addGetSignatureTask();
/*
* Execute. Note that IWDPDFDocument contains pdf binary (byte array)
and

* data implicitly. Special task like GetCertification, GetSignature
needs to be

* added explicitly.

*/

IWDPDFDocument pdfDocument = accessibleContext.execute();

// GetCertification
IWDPDFDocumentCertificate certificate = pdfDocument.getCertification();

//Get all signature fields
IWDPDFDocumentSignature[] signatures = pdfDocument.getSignature();

//Check all signature fields

if(null == certificate){
wdThis.wdGetAPI () .getComponent() .getMessageManager () -reportWarning(
"This document has not been certified.");

Yelse{

wdThis.wdGetAP1 () .getComponent() .getMessageManager () . reportSuccess(''Cert
ificate Status: " + certificate.getStatus().toString());

wdThis.wdGetAPI () .getComponent() . getMessageManager () -reportSuccess(''Cert
ificate Validity: " + certificate.isValid());

}
if(null == signatures){

wdThis.wdGetAP1 () .getComponent() .getMessageManager () -reportWarning(
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"The application is not called though SSL or the document has not
been signed.™);
Yelse{

wdThis.wdGetAP1 () -.getComponent() -getMessageManager () - reportSuccess (" 'Numb
er Of Signature Fields attached: " + signatures.length);

wdThis.wdGetAP1 () .getComponent() .getMessageManager () . reportSuccess("'Acce
ssing signature details one by one: ");
for(int 1=0; i<signatures.length; 1++){

wdThis.wdGetAP1 () .getComponent() .getMessageManager () -reportSuccess("'Fiel
d: " + signatures[i].getField());

wdThis.wdGetAP1 () .getComponent() -.getMessageManager () . reportSuccess(*'Stat
us: " + signatures[i].getStatus()-toString());

wdThis.wdGetAP1 () .getComponent() .getMessageManager () - reportSuccess(''Sign

er: " + signatures[i].getSigner());

wdThis.wdGetAP1 () .getComponent() .getMessageManager () - reportSuccess(''Loca
tion: " + signatures[i].getLocation());

wdThis.wdGetAP1 () .getComponent() .getMessageManager () . reportSuccess(''Date
+ signatures[i].-getDate());

wdThis.wdGetAP1 () .getComponent() .getMessageManager () . reportSuccess(''Cont
act Info: " + signatures[i].getContactIinfo());

wdThis.wdGetAP1 () .getComponent() .getMessageManager () - reportSuccess(''Reas

on: " + signatures[i].getReason());

wdThis.wdGetAP1 () .getComponent() -getMessageManager () -reportSuccess(*'isVa
lid: " + signatures[i]-isvValid(Q));

}
}
//0@@end
}

49. Context elements: Certificate Alias name, pdf (binary), Reason, Contactinformation

ﬁ i [J] Servercred:

Context

= O Conkext
[rataSaource

opoo o[}

contactInfo
Credentialflias
pdf

Reason
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50. Signature field name on form ‘SignatureField1” — The same as the one in step 47 :

setCertification()
=1~ 77 neager
----- [T8 staticTexts
----- LA pohum

A orderedByaddress

A orderedByPhone

A orderedByContactiame
A deliverTodddress

A deliverToPhone

LA deliver ToConkackName
{untitled Subform Set)
L:_|'—"' detaiHeader

.[TH StaticTexts

.[TH StaticTexts

.[TH StaticText?

.[TH StaticTexts

..[TH StaticTexts

itemium

A description

A numty

A numbnitPrice
A numamount

nurnTotal

S SignatureFieldl
I':'I{] {ariables)
ﬁ ConkainerFoundation_15

<|

Report =™, »
Bindings j|Warnings ,
ont Service: Default Font bypeface iz Myriad Pro. :I

ont Service: Default Font bypeface is Myriad Pro.

warningsferrors reported,

iFormContext.setCertification(credentialAlias, "SignatureFieldl”

Ordered By

Phone Number: I

Contact Name: I

Part No. Description
Terms and Conditions
Authorized By (Signature)

reason, location, contactinfo, null, permission);
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3.9 Demo application

51. Executing the application via non-secured call.

Calling the setCertificate() method in a non secured mode will throw an exception pointing to the
need of SSL connection:

%} serverCredentials - Microsoft Internet Explorer -0l x|

File Edit Miew Faworkes Tools  Help ‘ l',r

eBack - \_;l - \ﬂ \ELI _h /.__j Search Hj:( Favorites {:‘3 ‘ <] = L‘_f E _J ﬁ ﬁ

Address I@ htt|:u:Il',l'vrnphlriglil?ﬂr:SDIZIDIZI||'webdynprm’dispatcher;’demn.sap.u:nrn,l'iFba_server_signaturesiServerCredentials?S.ﬁj Go | Links **

Purchase Order =
PO Number 1234567890
PO, Date Apr 22, 2009 -
Ordered By Deliver To
San Jose, CA Palo Alto, CA
Phone Number: Phone Number:
Contact Name:  Adobe Contact Name:  SAF
Part No. Description Quantity Unit Price Amount
011-1234 Adobe Deslgner 3 5200000 600,00
Terms and Conditions Total S600.00

Authorized By (Signature)

Credential Aliss: |Test |
Contact Infa: |test@sap.c:nm |
Reaszon: [&pproved |

Certify Document

[ “erity Server Credertial |

0 Processing exception during a "Certify” operation. Reqguest start time: Wied Apr 22 153214 EDT 2009 com adobe ProcessingException:
com acdobe ProcessingException: =Certify= requires a secure connection. Please install the high encryption POF Manipulstion service and
enahble SEL. Exception Stack Trace: com.adobe ProcessingException: com.adobe ProcessingException: <Cetify= requires a secure
connection. Please install the high encryption PDF Manipulation service and enable S50 at
com adobe ads request ADSRequest processOperations(Unknowen Source) st com.adobe ads request ADSReqguest process(Unknowen
Source) at com.adobe AdobeDocumentServicesEJB processRequestiUnknown Source) st
com acdobe AdobeDocumentServicesEJB rpDatalUnknowwn Source) st sun reflect MativenethodAcocessorimplinwokeO(Mative Method) st
=sun reflect MativeMethodAccessorlmpl invoke(MativeMethod A ccessorinpl java: 39) at sun reflect DelegatingMethodAccessorimpl invoke

Fuml, i e A~ I L i ST I lmmd WAL 1 1 WAL 1 SEo Py E
4 | []
@ Done I_ l_ l_ l_ I_ |‘ﬂ Local intranet &
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52. Call the application with SSL.

The Alias that will be used is called Server:

Adobe Document Services: D...

Document Security =~ Licensing
Show |Credentialz b
Credentials

Add Mewy Ohject...  Remove Selected Object

Aligs

T
ReaderRights
Peter

Server

Server

Alias: Server

Type: P12

P12 File: Server pl2
Sha:

Expity: Apr 14, 2029
Pazsweord; *assases

Home Histary ,

Caches ¢ Job Profiles

Manage P12 Files...

Configure Expiry Check...

Type

P12
P12
P12

April 2009
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Before applying the certificate:

ot erverLredentials - MiCroso ncernet cxplorer

File Edit Wiew Favorites Tools  Help

eBack . ,Q . |ﬂ @ ,_;] /:j Search ‘-S:L( Favarites ﬁ;‘ [__\' 3; E _J ﬁ ﬁ

Address I@ https: f fvmphlrigd?4: 50001 fwebdynprofdispatcher/demo. sap. comfifba_server_signaturesiServerZredential ?Sj Go

Please fill out the Following Farm. You can save data bvped into this Form,

Purchase Order

PO. Number 1234567890
PO, Date Apr 22, 3009

Ordered By Dreliver To
San Jose, CA Palo Alto, CA
Phone Number: Phone Mumber:

Contact Name:  Adobe Contact Mame: SAP

Part No. Description Quantity Unit Price Amount
011-1234 Adobe Designer 3

5200000 $600,00

Terms and Conditions Total SE00.00

Authorized By (Signature)

Credential Alias: | |
Cortact Info: | |
Reason: | |

Cerity Document

| Werify Server Credential |
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After applying the certificate:
Alias — Server

Contact info — test@sap.com
Reason: PO Approved

Click on Certify Document

File Edit WView Favorites Tools  Help

eBack - J - \ﬂ @ ,_;j /.__‘] Search ‘-E':'\'( Favarites Q‘j ‘ <] =

Address I@_hl https: f fvmphlriogn74:50001 fwebdynpro/dispatcher fdemo.sap. comfitba_server_

Purchase Order

PO

POL

Ordered By Dheliv
San Jose, CA Palo s
Phone Number: Phom
Contact Name:  Adobe Cont:
Part No. Diescription O

011-1234 Adobe Designer

Terms and Conditions

server e~

[l 308 00 T3 imons

Authorized By (Signature)

Credential Alias: |Server |
Contact Info: |tes*t@sap.cnm |
Reasan: |F‘O Approved |

Cerify Document

| Wetity Server Credential |
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Signature field properties:
Reason — PO Approved ,

Location — Taken from the User Locale — see location in setCertification() method

@,'J Document was cerkified, walidity is LMNKNOYWMN,

el

Surnmary IDl:u:umenI: I Sigrer I Drake|Time I Legal I

Signed by Iserver Show Certificate. ..

Reason: IF'D Approved

Date: [2008/04/22 13:05:03 -07'00 ey | ERLE

—Walidity Surnmary
The changes that have been made ta this document since it was certified are permitted by
the Certifving party and do not invalidate the signature,

lf!'i_ The signet's certificate is a self-signed certificate that is nok trusked,

1" Signature dateftime are from the clock on the signet's computer,

The Signer’s Contact - test@sap.com under the Signer tab

Surmmary I Document  Signer IDate,l'Time I Legal I

'és"_ The signer's certificate is a self-signed certificate that is not trusted,

Sigred by Iserver Showe Certificate. ..

i-} Click Shaowe Certificate For mare information about the signet's certificate and its walidity details, ar
ko change the trusk settings For the cerkificate or an issuer cerkificate,

Yalidity Details

lﬁ;;{ The signer's certificate is a self-signed certificate that is not trusted,
\%  Path validation checks were successful.

If;{ Revocation checking was nok performed,

Signet's Contack Information: Itest@sap.cum

1 When vou directly trust a signer's certificate that is not issued by a root certificate autharity Ehak
woll Erust, wou should contact the signer ko verify the certificate, Once you are confident that the
signer is whio hefshe reports ko be, then verify that the certificate is from the signer, For example,

i = mmeFieee Fem mmckiFi- b m s BARE dimm -k ikl Fhm miamme £ - Fem T mckiFi- =k L b i
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Click on Verify Server Credential

2} ServerCredentials - Microsoft Internet Explorer

File Edit ‘iew Faworites Tools  Help

@Back - d - \ﬂ @ _:] )._\]Search “Si‘( Fawvorites €‘3| <] = :_.-»"' _J ﬁ

&ddress I@ https:  fvmphirigd74: 50001 pwebdynpro/dispatcher idemo, sap.comjifba_server_signaturesfServerCredent

OTOoTed 07 TIEver 10

San Jose, CA Palo Alto, CA

Phone Number: Fhone Number:

Contact Name:  Adobe Contact Name:  SAP

Part M. Description uantity Unit Price

011-1334 Adobe Deslgner 3 $200.00

Terms and Conditions Total
hipaily ] b
Iz I Lo SAR | P A, on. BT

server -

[ T 5 T oy

Authorized By (Signature)

Credential Aligs: |Server |
Contact Info: |test@sap.cum |
Reazon: |F‘O Approved |

Certify Document

[ werity Server Credertial |
Certificate Status: Walid
Cetificate Validiy: true
Mumber Of Signature Fields attached: 1
Accessing signature detailz one by one:
Field: SigratureField
Status: Valid
Signer: server
Location: en_LUS
Digte: Wied Apr 22 2009 16:05:03 GMWT-0400 (Eastern Daylight Time)
Cartact Info: test@sap .com
Reazon: PO Approved
is"alid: true

4]

53. The entire application project is attached to this document. Please look at the PDF attachments:

demo.sap.com.ziparchive. Please change extension to .zip or de-archive with ZIP tool.
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www.sdn.sap.com/irj/sdn/howtoquides

THE BEST-RUN BUSINESSES RUN SAP" w



	1. Business Scenario
	2. Prerequisites
	3. Creating and configuring server certificates.
	3.1 Creating a server certificate in the Key Storage Service
	3.2 Export private key to a file and sign with Certification Authority. (optional)
	3.3 Export the key pair to files
	3.4 Import the public key to the ADS credential storage
	3.5 Import the certificate to the ADS trusted anchors storage
	3.6 Restart The PDF Manipulation Service 
	3.7 Applying a server certificate on Interactive Form
	3.8 Validating server certificates on Interactive Form
	3.9 Demo application





demo.sap.com/ifba_server_signatures/_comp/.classpath

 
	 
	 
	 
	 
	 
	 
	 







demo.sap.com/ifba_server_signatures/_comp/.dcdef

 
	 ifba_server_signatures
	 demo.sap.com
	 
		 sap.com
		 Web Dynpro
	
	 
		 
			 BC
			 en
		
		 auto
		 1
	
	 
		 
			 tc/bi/bp/webDynpro
			 sap.com
		
		 webDynpro
	
	 
		 
			 
				 tc/aii/base/offline/facade
				 sap.com
			
			 
			 
		
		 
			 
				 tc/aii/base/offline/facade
				 sap.com
			
			 api
			 
		
		 
			 
				 tc/bl/exception/lib
				 sap.com
			
			 
			 
		
		 
			 
				 tc/bl/exception/lib
				 sap.com
			
			 api
			 
		
		 
			 
				 tc/bl/jrfc/api
				 sap.com
			
			 
			 
		
		 
			 
				 tc/bl/jrfc/api
				 sap.com
			
			 api
			 
		
		 
			 
				 tc/bl/logging/api
				 sap.com
			
			 
			 
		
		 
			 
				 tc/bl/logging/api
				 sap.com
			
			 api
			 
		
		 
			 
				 tc/cmi
				 sap.com
			
			 
			 
		
		 
			 
				 tc/cmi
				 sap.com
			
			 default
			 
		
		 
			 
				 tc/ddic/runtime/facade
				 sap.com
			
			 
			 
		
		 
			 
				 tc/ddic/runtime/facade
				 sap.com
			
			 runtime
			 
		
		 
			 
				 tc/wd/api
				 sap.com
			
			 
			 
		
		 
			 
				 tc/wd/api
				 sap.com
			
			 default
			 
		
		 
			 
				 tc/wd/api
				 sap.com
			
			 gci
			 
		
	
	 
		 META-INF
		 WEB-INF
		 src/configuration
		 src/mimes
		 src/packages
	
	 
		 
			 
				 MyComponents
				 demo.sap.com
			
		
	







demo.sap.com/ifba_server_signatures/_comp/.project

 
	 LocalDevelopment~LocalDevelopment~ifba_server_signatures~demo.sap.com
	 SAP Development Component Project
	 
	
	 
		 
			 com.sap.dictionary.tools.generation.GenerationBuilder
			 
			
		
		 
			 com.sap.ide.cmi.generation.GenerationBuilder
			 
			
		
		 
			 com.sap.ide.webdynpro.generation.GenerationBuilder
			 
			
		
		 
			 org.eclipse.jdt.core.javabuilder
			 
			
		
	
	 
		 com.sap.ide.webdynpro.archivebuilder.WebDynproNature
		 com.sap.ide.cmi.archivebuilder.CMINature
		 com.sap.dictionary.tools.archivebuilder.DictionaryNature
		 com.sap.ide.dii05.lib.dcnature
		 org.eclipse.jdt.core.javanature
	







demo.sap.com/ifba_server_signatures/_comp/.settings/org.eclipse.jdt.core.prefs

#Thu Apr 09 09:15:22 PDT 2009

eclipse.preferences.version=1

org.eclipse.jdt.core.compiler.problem.staticAccessReceiver=ignore

org.eclipse.jdt.core.compiler.problem.unusedImport=ignore

org.eclipse.jdt.core.compiler.problem.unusedLocal=ignore

org.eclipse.jdt.core.compiler.problem.unusedPrivateMember=ignore








demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsComp.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp;
public synchronized class ServerCredentialsComp implements java.io.Serializable {
    private static final long serialVersionUID = -1150811514396024817;
    private static final com.sap.tc.logging.Location logger;
    private final wdp.IPrivateServerCredentialsComp wdThis;
    private final wdp.IPublicServerCredentialsComp$IContextNode wdContext;
    private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdControllerAPI;
    private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdComponentAPI;
    static void <clinit>();
    public void ServerCredentialsComp(wdp.IPrivateServerCredentialsComp);
    public void wdDoInit();
    public void wdDoExit();
    public void wdDoPostProcessing(boolean);
    public void wdDoBeforeNavigation(boolean);
    public void wdDoApplicationStateChange(com.sap.tc.webdynpro.progmodel.api.IWDApplicationStateChangeInfo, com.sap.tc.webdynpro.progmodel.api.IWDApplicationStateChangeReturn);
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsComp.wdcomponent

 
	 
		 
		 
		 
	
	 
		 
			 
				 
				
			
		
	
	 
		 
	
	 
		 
	
	 
		 
	
	 
		 
	
	 
		 
	
	 
		 
		 
		 
	







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsComp.wdcontroller

 
	 
		 
	
	 
		 
		
	







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsCompInterface.wdcontroller

 
	 
		 
	
	 
		 
		
	







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsCompInterface.wdlocalcompintfdef

 
	 
		 
		 
	
	 
		 
	
	 
		 
	
	 
		 
	







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsCompMessagePool.wdmessagepool

 
	 
		 
	







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsCompView.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp;
public synchronized class ServerCredentialsCompView implements java.io.Serializable {
    private static final long serialVersionUID = -7877575526102289079;
    private static final com.sap.tc.logging.Location logger;
    private final wdp.IPrivateServerCredentialsCompView wdThis;
    private final wdp.IPrivateServerCredentialsCompView$IContextNode wdContext;
    private final com.sap.tc.webdynpro.progmodel.api.IWDViewController wdControllerAPI;
    private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdComponentAPI;
    static void <clinit>();
    public void ServerCredentialsCompView(wdp.IPrivateServerCredentialsCompView);
    public void wdDoInit();
    public void wdDoExit();
    public void wdDoModifyView(com.sap.tc.webdynpro.progmodel.api.IWDView, boolean);
    public final void wdOnContextMenu(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDContextMenuManager, com.sap.tc.webdynpro.progmodel.api.IWDContextMenuEvent);
    public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction);
    public void applyServerSignature();
    public void verifyServerSignature();
    public void onActionCertifyDocument(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
    public void onActionVerifyServerCredential(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsCompView.wdcontroller

 
	 
		 // ---------------------------------------------------------------------------
// This file has been generated partially by the Web Dynpro Code Generator.
// MODIFY CODE ONLY IN SECTIONS ENCLOSED BY @@begin AND @@end,
// ALL OTHER CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
// SECTIONS ENCLOSED BY $$begin AND $$end ARE MANAGED BY
// DEVELOPER STUDIO WIZARDS AND MUST NOT BE CHANGED EITHER.
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp;

// 
// IMPORTANT NOTE: 
// _ALL_ IMPORT STATEMENTS MUST BE PLACED IN THE FOLLOWING SECTION ENCLOSED
// BY @@begin imports AND @@end. FURTHERMORE, THIS SECTION MUST ALWAYS CONTAIN
// AT LEAST ONE IMPORT STATEMENT (E.G. THAT FOR IPrivateServerCredentialsCompView).
// OTHERWISE, USING THE ECLIPSE FUNCTION "Organize Imports" FOLLOWED BY
// A WEB DYNPRO CODE GENERATION (E.G. PROJECT BUILD) WILL RESULT IN THE LOSS
// OF IMPORT STATEMENTS.
//
//@@begin imports
import java.io.ByteArrayOutputStream;
import java.io.IOException;

import com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsCompView;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocument;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentAccessibleContext;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentCertificate;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentHandler;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentSignature;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.WDPDFDocumentCertificatePermission;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.WDPDFDocumentFactory;
import com.sap.tc.webdynpro.services.sal.um.api.WDClientUser;
import com.sap.tc.webdynpro.services.sal.um.api.WDUMException;

//@@end

//@@begin documentation
//@@end

public class ServerCredentialsCompView implements java.io.Serializable 
{
  private static final long serialVersionUID = 0x92ad3acbd35cb549L;
  
  /**
   * Logging location.
   */
  @SuppressWarnings("unused")
  private static final com.sap.tc.logging.Location logger = 
    com.sap.tc.logging.Location.getLocation(ServerCredentialsComp.class);
  
  static 
  {
    //@@begin id
    String id = "$Id$";
    //@@end
    com.sap.tc.logging.Location.getLocation("ID.com.sap.tc.webdynpro").infoT(id);
  }

  /**
   * Private access to the generated Web Dynpro counterpart 
   * for this controller class. <p>
   *
   * Use <code>wdThis</code> to gain typed access to the context,
   * to trigger navigation via outbound plugs, to get and enable/disable
   * actions, fire declared events, and access used controllers and/or 
   * component usages.
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsCompView for more details
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsCompView wdThis;

  /**
   * Root node of this controller's context. <p>
   *
   * Provides typed access not only to the elements of the root node 
   * but also to all nodes in the context (methods node<i>XYZ</i>()) 
   * and their currently selected element (methods current<i>XYZ</i>Element()). 
   * It also facilitates the creation of new elements for all nodes 
   * (methods create<i>XYZ</i>Element()). <p>
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsCompView.IContextNode for more details.
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsCompView.IContextNode wdContext;

  /**
   * A shortcut for <code>wdThis.wdGetAPI()</code>. <p>
   * 
   * Represents the generic API of the generic Web Dynpro counterpart 
   * for this controller. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDViewController wdControllerAPI;
  
  /**
   * A shortcut for <code>wdThis.wdGetAPI().getComponent()</code>. <p>
   * 
   * Represents the generic API of the Web Dynpro component this controller 
   * belongs to. Can be used to access the message manager, the window manager,
   * to add/remove event handlers and so on. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdComponentAPI;
  
  public ServerCredentialsCompView(IPrivateServerCredentialsCompView wdThis)
  {
    this.wdThis = wdThis;
    this.wdContext = wdThis.wdGetContext();
    this.wdControllerAPI = wdThis.wdGetAPI();
    this.wdComponentAPI = wdThis.wdGetAPI().getComponent();
  }

  //@@begin javadoc:wdDoInit()
  /** Hook method called to initialize controller. */
  //@@end
  public void wdDoInit()
  {
    //@@begin wdDoInit()
//	  this.wdContext.currentDataSourceElement().setCredentialAlias("DocumentCertification");
	  this.wdContext.currentDataSourceElement().setPONum("1234567890");
	  this.wdContext.currentDataSourceElement().setDate(new java.sql.Date(System.currentTimeMillis()));
	  this.wdContext.currentOrderedByElement().setOrderedBy("San Jose, CA");
	  this.wdContext.currentOrderedByElement().setContactName("Adobe");
	  this.wdContext.currentDeliverToElement().setDeliverTo("Palo Alto, CA");
	  this.wdContext.currentDeliverToElement().setContactName("SAP");
	  
	  //product
	  this.wdContext.currentProductElement().setItemNubmer("011-1234");
	  this.wdContext.currentProductElement().setItemDescription("Adobe Designer");
	  this.wdContext.currentProductElement().setUnitPrice(200);
	  this.wdContext.currentProductElement().setQuantity(3);
	  
	  
    //@@end
  }

  //@@begin javadoc:wdDoExit()
  /** Hook method called to clean up controller. */
  //@@end
  public void wdDoExit()
  {
    //@@begin wdDoExit()
    //@@end
  }

  //@@begin javadoc:wdDoModifyView
  /**
   * Hook method called to modify a view just before rendering. <p>
   *
   * This method conceptually belongs to the view itself, not to the
   * controller (cf. MVC pattern).
   * The Web Dynpro programming model recommends that UI elements can
   * only be accessed by code executed within the call to this hook method. <p>
   *
   * @param view The view's generic API, as provided by Web Dynpro.
   *        Provides access to UI elements.
   * @param firstTime Indicates whether the hook is called for the first time
   *        during the lifetime of the view.
   */
  //@@end
  public void wdDoModifyView(com.sap.tc.webdynpro.progmodel.api.IWDView view, boolean firstTime)
  {
    //@@begin wdDoModifyView
    //@@end
  }
  
  //@@begin javadoc:wdOnContextMenu
  /**
   * Handles context menu event.
   * 
   * @param contextMenuManager the context menu manager
   * @param event the context menu event
   */
  //@@end
  public final void wdOnContextMenu
  (
    final com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDContextMenuManager contextMenuManager,
    final com.sap.tc.webdynpro.progmodel.api.IWDContextMenuEvent event 
  )
  {
    //@@begin wdOnContextMenu
    //@@end
  }

  //@@begin javadoc:wdDoBeforeAction
  /**
   * Hook method called for additional validation of user input. <p>
   *
   * @param validation Interface for reporting validation errors
   */
  //@@end
  public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction validation)
  {
    //@@begin wdDoBeforeAction
    //@@end
  }

  //@@begin javadoc:applyServerSignature() IGNORE
  /**
   * Method declared by application.
   */
  //@@end
  public void applyServerSignature( )  {
    //@@begin applyServerSignature()
    /**
     * Demonstrates, how to apply certification on an existing PDF document.
     */
    
	try {  
	      
	// Get the alias name, provided at input field in this example.
	String credentialAlias = wdContext.currentContextElement().getCredentialAlias();
	// Additional information that could be stored along with the credential in the signature field.
	//Reason for signing
	String reason = wdContext.currentContextElement().getReason();    
	//Locale
	String location = WDClientUser.getCurrentUser().getLocale().toString(); 
	//Contact information 
	String contactInfo = wdContext.currentContextElement().getContactInfo(); 
	
	//set the signature field permission. 
	WDPDFDocumentCertificatePermission permission = WDPDFDocumentCertificatePermission.CERT_DEFAULT_PERMISSION;
	
     /*
      * Get Interactive Form context. Because, we want to apply the certification 
      * on the PDF document represented by the interactive form UI element on the 
      * page.
      */
	IWDPDFDocumentAccessibleContext iFormContext = WDPDFDocumentFactory.getDocumentHandler().getDocumentAccessibleContext();

	//Get the PDF from the InteractiveForm UI element
	byte[] pdf = wdContext.currentContextElement().getPdf();
	
	/**
	 * Byte array based access.
	 * Set the PDF to the Document Accessible Context   
	 */
	iFormContext.setPDF(pdf);
	
	 /*
	  * Get document context and then set certification on that. You need a credential
	  * to certify a PDF document. Please, consult your ADS administrator for the
	  * same. Default credential (DocumentCertification) will be used if you do not specify one.
	  */
	 iFormContext.setCertification(credentialAlias, "SignatureField1", reason, location, contactInfo, null, permission);

     IWDPDFDocument pdfDocument = iFormContext.execute();
      
  	 //Set the signed PDF back to the InteractiveForm UI element      
     wdContext.currentContextElement().setPdf(pdfDocument.getPDF());
      
	} catch (Exception _e) {
		wdThis.wdGetAPI().getComponent().getMessageManager().reportException(_e.getCause().getMessage());
	}
	
    //@@end
  }

  //@@begin javadoc:verifyServerSignature() IGNORE
  /**
   * Method declared by application.
   */
  //@@end
  public void verifyServerSignature( )  {
    //@@begin verifyServerSignature()
    /*
     * This action demonstrates how to use PDF document API in stand alone mode.
     * Assumed that, you have a PDF document in hand and you need to verify whether
     * the document has been certified or not. Note, the difference between the 
     * API usage. You deal with an instance of type IWDPDFDocumentHandler when
     * you want to handle the operation on your own. But, you deal with an
     * instance of IWDPDFDocumentInteractiveFormHandler, when you want to deal
     * with the InteractiveForm UI element.
     */
	    
	// Get PDF document handler.
    IWDPDFDocumentHandler pdfDocumentHandler = WDPDFDocumentFactory.getDocumentHandler();
	    
	/*
	 * Get accessible context. The other available context under this mode is 
	 * creation context. Since, we are going to deal with an existing PDF document
	 * here, we need to have an accessible context.
	 *  
	 * @see onActionCreatePDFStandalone for the usage of creation context.
	 */    
	IWDPDFDocumentAccessibleContext accessibleContext = pdfDocumentHandler.getDocumentAccessibleContext();
	    
	// Set PDF stream. 
	byte[] pdfStream = wdContext.currentContextElement().getPdf();
	ByteArrayOutputStream outPDF = new ByteArrayOutputStream();
	try {
	   outPDF.write(pdfStream);
	} catch (IOException e) {
	  e.printStackTrace();
	}
	    
	accessibleContext.setPDF(outPDF);
	    
	/*
	 * We need to have the certificate in response. Hence we need to instruct the
	 * server to send us back the certificate and the related certification 
	 * information attached with the document. Add the GetCertification task to 
	 * the server process. The same holds true for signatures also. 
	 */
	 accessibleContext.getTaskSetter().addGetCertificationTask();

	/*
	 * We need to verify whether the existing PDF document has been signed or not.
	 * To do so, we need to instruct the server process to send us back all the
	 * signatures attached with the document and its related info along with the
	 * document.
	 */
	 accessibleContext.getTaskSetter().addGetSignatureTask();
	 /*
	  * Execute. Note that IWDPDFDocument contains pdf binary (byte array) and 
	  * data implicitly. Special task like GetCertification, GetSignature needs to be
	  * added explicitly.
	  */ 
	 IWDPDFDocument pdfDocument = accessibleContext.execute();
	   
	 // GetCertification
	 IWDPDFDocumentCertificate certificate = pdfDocument.getCertification();

	 //Get all signature fields
	 IWDPDFDocumentSignature[] signatures = pdfDocument.getSignature();
	 
	 if(null == certificate){
		wdThis.wdGetAPI().getComponent().getMessageManager().reportWarning(
		"This document has not been certified.");          
 	 }else{
 		wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Certificate Status: " + certificate.getStatus().toString());
		wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Certificate Validity: " + certificate.isValid());
 	 }
	 
	 if(null == signatures){ 
			wdThis.wdGetAPI().getComponent().getMessageManager().reportWarning(
			"The application is not called though SSL or the document has not been signed.");          
		}else{
		wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Number Of Signature Fields attached: " + signatures.length);
		wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Accessing signature details one by one: ");
		for(int i=0; i<signatures.length; i++){
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Field: " + signatures[i].getField());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Status: " + signatures[i].getStatus().toString());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Signer: " + signatures[i].getSigner());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Location: " + signatures[i].getLocation());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Date: " + signatures[i].getDate());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Contact Info: " + signatures[i].getContactInfo());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Reason: " + signatures[i].getReason());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("isValid: " + signatures[i].isValid());
		}
	 }  
		
    //@@end
  }

  //@@begin javadoc:onActionCertifyDocument(ServerEvent) IGNORE
  /**
   * Declared validating event handler. 
   * 
   * @param wdEvent generic event object provided by framework
   */
  //@@end
  public void onActionCertifyDocument(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent wdEvent )
  {
    //@@begin onActionCertifyDocument(ServerEvent)
    //$$begin Action Button(-1185906832)
    applyServerSignature();

    //$$end

    //@@end
  }

  //@@begin javadoc:onActionVerifyServerCredential(ServerEvent) IGNORE
  /**
   * Declared validating event handler. 
   * 
   * @param wdEvent generic event object provided by framework
   */
  //@@end
  public void onActionVerifyServerCredential(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent wdEvent )
  {
    //@@begin onActionVerifyServerCredential(ServerEvent)
    //$$begin Action Button0(1211015419)
    verifyServerSignature();

    //$$end

    //@@end
  }

  /*
   * The following code section can be used for any Java code that is 
   * not to be visible to other controllers/views or that contains constructs
   * currently not supported directly by Web Dynpro (such as inner classes or
   * member variables etc.). <p>
   *
   * Note: The content of this section is in no way managed/controlled
   * by the Web Dynpro Designtime or the Web Dynpro Runtime. 
   */
  //@@begin others
  //@@end
}

// ---- content of obsolete user coding area(s) ----
//@@begin obsolete:applyCredential()
//	//this.wdContext.currentDataSourceElement().setCredentialAlias("Document");
//@@end
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package com.sap.demo.ifba_server_signatures.servercredentials.comp;
public synchronized class ServerCredentialsWindow implements java.io.Serializable {
    private static final long serialVersionUID = 3310297630056189876;
    private static final com.sap.tc.logging.Location logger;
    private final wdp.IPrivateServerCredentialsWindow wdThis;
    private final wdp.IPublicServerCredentialsWindow$IContextNode wdContext;
    private final com.sap.tc.webdynpro.progmodel.api.IWDWindowController wdControllerAPI;
    private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdComponentAPI;
    static void <clinit>();
    public void ServerCredentialsWindow(wdp.IPrivateServerCredentialsWindow);
    public void wdDoInit();
    public void wdDoExit();
    public void wdDoModifyView(com.sap.tc.webdynpro.progmodel.api.IWDView, boolean);
    public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction);
    public void onPlugDefault(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
}
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package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public abstract interface IConstantServerCredentialsComp {
}
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package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public final synchronized class IExternalServerCredentialsCompInterface$WD {
    private void IExternalServerCredentialsCompInterface$WD();
    public static IExternalServerCredentialsCompInterface cast(com.sap.tc.webdynpro.progmodel.api.IWDExternalControllerInterface);
    public static boolean isTypeOf(com.sap.tc.webdynpro.progmodel.api.IWDExternalControllerInterface);
}
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package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public abstract interface IExternalServerCredentialsCompInterface extends com.sap.tc.webdynpro.progmodel.api.IWDExternalControllerInterface {
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDExternalController wdGetAPI();
}
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package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public abstract interface IMessageServerCredentialsComp {
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/InternalServerCredentialsComp.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class InternalServerCredentialsComp extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIComponentController implements IPrivateServerCredentialsComp, com.sap.tc.webdynpro.progmodel.gci.IGCIComponentDelegate {
    private static final long serialVersionUID = -7959463773470568055;
    private final com.sap.tc.webdynpro.progmodel.gci.IGCIComponent wdAlterEgo;
    private final com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp delegate;
    com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo infoContext;
    private IPublicServerCredentialsComp$IContextNode contextNode;
    private static final java.util.Map wdMethodMap;
    static void <clinit>();
    private void wdInitContextNode();
    public com.sap.tc.webdynpro.progmodel.api.IWDNode wdGetRootNode();
    public IPublicServerCredentialsComp$IContextNode wdGetContext();
    public com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateAction(IPrivateServerCredentialsComp$WDActionEventHandler, String);
    public com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateNamedAction(IPrivateServerCredentialsComp$WDActionEventHandler, String, String);
    public void InternalServerCredentialsComp(com.sap.tc.webdynpro.progmodel.gci.IGCIComponent);
    public com.sap.tc.webdynpro.progmodel.api.IWDComponent wdGetAPI();
    public void wdDoInit();
    public void wdDoExit();
    public void wdDoPostProcessing(boolean);
    public void wdDoBeforeNavigation(boolean);
    public void wdDoApplicationStateChange(com.sap.tc.webdynpro.progmodel.api.IWDApplicationStateChangeInfo, com.sap.tc.webdynpro.progmodel.api.IWDApplicationStateChangeReturn);
    public Object wdInvokeEventHandler(String, com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent) throws NoSuchMethodException;
    public final java.util.Map wdGetMethodMap();
    public Object wdInvokeMethod(int, Object[]) throws Throwable;
}
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package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class InternalServerCredentialsCompView extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIViewController implements IPrivateServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCIViewDelegate {
    private static final long serialVersionUID = 431463359787515808;
    private final com.sap.tc.webdynpro.progmodel.gci.IGCIView wdAlterEgo;
    private final com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsCompView delegate;
    com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo infoOrderedBy;
    com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo infoDeliverTo;
    com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo infoProduct;
    com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo infoDataSource;
    com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo infoContext;
    private IPrivateServerCredentialsCompView$IContextNode contextNode;
    private void wdInitContextNode();
    public com.sap.tc.webdynpro.progmodel.api.IWDNode wdGetRootNode();
    public IPrivateServerCredentialsCompView$IContextNode wdGetContext();
    public com.sap.tc.webdynpro.progmodel.api.IWDAction wdGetCertifyDocumentAction();
    public com.sap.tc.webdynpro.progmodel.api.IWDAction wdGetVerifyServerCredentialAction();
    public com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateAction(IPrivateServerCredentialsCompView$WDActionEventHandler, String);
    public com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateNamedAction(IPrivateServerCredentialsCompView$WDActionEventHandler, String, String);
    public void InternalServerCredentialsCompView(com.sap.tc.webdynpro.progmodel.gci.IGCIView);
    public com.sap.tc.webdynpro.progmodel.api.IWDViewController wdGetAPI();
    public void wdDoInit();
    public void wdDoExit();
    public void applyServerSignature();
    public void verifyServerSignature();
    public Object wdInvokeEventHandler(String, com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent) throws NoSuchMethodException;
    public void onActionCertifyDocument(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
    public void onActionVerifyServerCredential(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
    public com.sap.tc.webdynpro.progmodel.api.IWDViewElement wdCreateUITree();
    private com.sap.tc.webdynpro.progmodel.api.IWDUIElement wdCreateUITreeForTransContainer_0();
    public void wdDoModifyView(com.sap.tc.webdynpro.progmodel.api.IWDView, boolean);
    public final void wdOnContextMenu(Object, com.sap.tc.webdynpro.progmodel.api.IWDContextMenuEvent);
    public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction);
}
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package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class InternalServerCredentialsWindow extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIWindowController implements IPrivateServerCredentialsWindow, com.sap.tc.webdynpro.progmodel.gci.IGCIViewDelegate {
    private static final long serialVersionUID = 8789622396266012574;
    private final com.sap.tc.webdynpro.progmodel.gci.IGCIView wdAlterEgo;
    private final com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsWindow delegate;
    com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo infoContext;
    private IPublicServerCredentialsWindow$IContextNode contextNode;
    private void wdInitContextNode();
    public com.sap.tc.webdynpro.progmodel.api.IWDNode wdGetRootNode();
    public IPublicServerCredentialsWindow$IContextNode wdGetContext();
    public com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateAction(IPrivateServerCredentialsWindow$WDActionEventHandler, String);
    public com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateNamedAction(IPrivateServerCredentialsWindow$WDActionEventHandler, String, String);
    public void InternalServerCredentialsWindow(com.sap.tc.webdynpro.progmodel.gci.IGCIView);
    public com.sap.tc.webdynpro.progmodel.api.IWDWindowController wdGetAPI();
    public void wdDoInit();
    public void wdDoExit();
    public Object wdInvokeEventHandler(String, com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent) throws NoSuchMethodException;
    public void onPlugDefault(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
    public com.sap.tc.webdynpro.progmodel.api.IWDViewElement wdCreateUITree();
    public void wdDoModifyView(com.sap.tc.webdynpro.progmodel.api.IWDView, boolean);
    public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction);
}
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package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public final synchronized class IPrivateServerCredentialsComp$WDActionEventHandler extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIActionEventHandlerEnum {
    private static final long serialVersionUID = 6323215738790806506;
    private void IPrivateServerCredentialsComp$WDActionEventHandler(String, boolean, Object[]);
}
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package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public abstract interface IPrivateServerCredentialsComp extends IPublicServerCredentialsComp {
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateAction(IPrivateServerCredentialsComp$WDActionEventHandler, String);
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateNamedAction(IPrivateServerCredentialsComp$WDActionEventHandler, String, String);
}
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package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IContextElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement {
    private static final long serialVersionUID = -8639909200005752815;
    private InternalServerCredentialsCompView gen_delegate;
    public static final String PDF = pdf;
    public static final String CREDENTIAL_ALIAS = CredentialAlias;
    public static final String REASON = Reason;
    public static final String CONTACT_INFO = contactInfo;
    void IPrivateServerCredentialsCompView$IContextElement(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo);
    public byte[] getPdf();
    public void setPdf(byte[]);
    public String getCredentialAlias();
    public void setCredentialAlias(String);
    public String getReason();
    public void setReason(String);
    public String getContactInfo();
    public void setContactInfo(String);
}
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package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IContextNode extends com.sap.tc.webdynpro.progmodel.context.DataNode {
    private static final long serialVersionUID = 3515482837253985036;
    private InternalServerCredentialsCompView gen_delegate;
    void IPrivateServerCredentialsCompView$IContextNode(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node);
    protected com.sap.tc.webdynpro.progmodel.context.Node createNode(com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node, com.sap.tc.webdynpro.progmodel.context.NodeElement);
    protected com.sap.tc.webdynpro.progmodel.context.NodeElement doCreateElement(com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, Object);
    public com.sap.tc.webdynpro.progmodel.api.IWDContext wdGetAPI();
    public IPrivateServerCredentialsCompView$IContextElement createContextElement();
    public IPrivateServerCredentialsCompView$IContextElement createAndAddContextElement();
    public void bind(IPrivateServerCredentialsCompView$IContextElement);
    public IPrivateServerCredentialsCompView$IContextElement currentContextElement();
    public IPrivateServerCredentialsCompView$IDataSourceNode nodeDataSource();
    public IPrivateServerCredentialsCompView$IDataSourceElement currentDataSourceElement();
    public IPrivateServerCredentialsCompView$IDataSourceElement createDataSourceElement();
    public IPrivateServerCredentialsCompView$IDataSourceElement createAndAddDataSourceElement();
    public IPrivateServerCredentialsCompView$IOrderedByNode nodeOrderedBy();
    public IPrivateServerCredentialsCompView$IOrderedByElement currentOrderedByElement();
    public IPrivateServerCredentialsCompView$IOrderedByElement createOrderedByElement();
    public IPrivateServerCredentialsCompView$IOrderedByElement createAndAddOrderedByElement();
    public IPrivateServerCredentialsCompView$IDeliverToNode nodeDeliverTo();
    public IPrivateServerCredentialsCompView$IDeliverToElement currentDeliverToElement();
    public IPrivateServerCredentialsCompView$IDeliverToElement createDeliverToElement();
    public IPrivateServerCredentialsCompView$IDeliverToElement createAndAddDeliverToElement();
    public IPrivateServerCredentialsCompView$IProductNode nodeProduct();
    public IPrivateServerCredentialsCompView$IProductElement currentProductElement();
    public IPrivateServerCredentialsCompView$IProductElement createProductElement();
    public IPrivateServerCredentialsCompView$IProductElement createAndAddProductElement();
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IDataSourceElement.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IDataSourceElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement {
    private static final long serialVersionUID = 2714362197543933348;
    private InternalServerCredentialsCompView gen_delegate;
    public static final String DATE = Date;
    public static final String PO_NUM = PONum;
    void IPrivateServerCredentialsCompView$IDataSourceElement(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo);
    public java.sql.Date getDate();
    public void setDate(java.sql.Date);
    public String getPONum();
    public void setPONum(String);
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IDataSourceNode.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IDataSourceNode extends com.sap.tc.webdynpro.progmodel.context.DataNode {
    private static final long serialVersionUID = -4513989919233222013;
    private InternalServerCredentialsCompView gen_delegate;
    void IPrivateServerCredentialsCompView$IDataSourceNode(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node);
    public IPrivateServerCredentialsCompView$IDataSourceElement createDataSourceElement();
    public IPrivateServerCredentialsCompView$IDataSourceElement createAndAddDataSourceElement();
    public void bind(IPrivateServerCredentialsCompView$IDataSourceElement);
    public IPrivateServerCredentialsCompView$IDataSourceElement currentDataSourceElement();
    public IPrivateServerCredentialsCompView$IOrderedByNode nodeOrderedBy();
    public IPrivateServerCredentialsCompView$IDeliverToNode nodeDeliverTo();
    public IPrivateServerCredentialsCompView$IProductNode nodeProduct();
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IDeliverToElement.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IDeliverToElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement {
    private static final long serialVersionUID = 1688303309962639080;
    private InternalServerCredentialsCompView gen_delegate;
    public static final String DELIVER_TO = deliverTo;
    public static final String CONTACT_NAME = ContactName;
    void IPrivateServerCredentialsCompView$IDeliverToElement(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo);
    public String getDeliverTo();
    public void setDeliverTo(String);
    public String getContactName();
    public void setContactName(String);
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IDeliverToNode.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IDeliverToNode extends com.sap.tc.webdynpro.progmodel.context.DataNode {
    private static final long serialVersionUID = -2284885406330760697;
    private InternalServerCredentialsCompView gen_delegate;
    void IPrivateServerCredentialsCompView$IDeliverToNode(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node);
    public IPrivateServerCredentialsCompView$IDeliverToElement createDeliverToElement();
    public IPrivateServerCredentialsCompView$IDeliverToElement createAndAddDeliverToElement();
    public void bind(IPrivateServerCredentialsCompView$IDeliverToElement);
    public IPrivateServerCredentialsCompView$IDeliverToElement currentDeliverToElement();
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IOrderedByElement.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IOrderedByElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement {
    private static final long serialVersionUID = -5256330482999381779;
    private InternalServerCredentialsCompView gen_delegate;
    public static final String ORDERED_BY = orderedBy;
    public static final String CONTACT_NAME = ContactName;
    void IPrivateServerCredentialsCompView$IOrderedByElement(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo);
    public String getOrderedBy();
    public void setOrderedBy(String);
    public String getContactName();
    public void setContactName(String);
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IOrderedByNode.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IOrderedByNode extends com.sap.tc.webdynpro.progmodel.context.DataNode {
    private static final long serialVersionUID = -5200956115021575187;
    private InternalServerCredentialsCompView gen_delegate;
    void IPrivateServerCredentialsCompView$IOrderedByNode(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node);
    public IPrivateServerCredentialsCompView$IOrderedByElement createOrderedByElement();
    public IPrivateServerCredentialsCompView$IOrderedByElement createAndAddOrderedByElement();
    public void bind(IPrivateServerCredentialsCompView$IOrderedByElement);
    public IPrivateServerCredentialsCompView$IOrderedByElement currentOrderedByElement();
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IProductElement.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IProductElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement {
    private static final long serialVersionUID = -6897930113279221243;
    private InternalServerCredentialsCompView gen_delegate;
    public static final String ITEM_NUBMER = itemNubmer;
    public static final String ITEM_DESCRIPTION = itemDescription;
    public static final String QUANTITY = quantity;
    public static final String UNIT_PRICE = unitPrice;
    public static final String AMOUNT = amount;
    void IPrivateServerCredentialsCompView$IProductElement(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo);
    public String getItemNubmer();
    public void setItemNubmer(String);
    public String getItemDescription();
    public void setItemDescription(String);
    public int getQuantity();
    public void setQuantity(int);
    public int getUnitPrice();
    public void setUnitPrice(int);
    public int getAmount();
    public void setAmount(int);
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IProductNode.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IProductNode extends com.sap.tc.webdynpro.progmodel.context.DataNode {
    private static final long serialVersionUID = -2449263014921224069;
    private InternalServerCredentialsCompView gen_delegate;
    void IPrivateServerCredentialsCompView$IProductNode(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node);
    public IPrivateServerCredentialsCompView$IProductElement createProductElement();
    public IPrivateServerCredentialsCompView$IProductElement createAndAddProductElement();
    public void bind(IPrivateServerCredentialsCompView$IProductElement);
    public IPrivateServerCredentialsCompView$IProductElement currentProductElement();
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$WDActionEventHandler.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public final synchronized class IPrivateServerCredentialsCompView$WDActionEventHandler extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIActionEventHandlerEnum {
    private static final long serialVersionUID = 1009872918111567984;
    public static final IPrivateServerCredentialsCompView$WDActionEventHandler CERTIFY_DOCUMENT;
    public static final IPrivateServerCredentialsCompView$WDActionEventHandler VERIFY_SERVER_CREDENTIAL;
    static void <clinit>();
    private void IPrivateServerCredentialsCompView$WDActionEventHandler(String, boolean, Object[]);
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public abstract interface IPrivateServerCredentialsCompView {
    public static final com.sap.tc.webdynpro.progmodel.api.IWDEventHandlerId WD_EVENTHANDLER_ON_ACTION_CERTIFY_DOCUMENT;
    public static final com.sap.tc.webdynpro.progmodel.api.IWDEventHandlerId WD_EVENTHANDLER_ON_ACTION_VERIFY_SERVER_CREDENTIAL;
    static void <clinit>();
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDViewController wdGetAPI();
    public abstract IPrivateServerCredentialsCompView$IContextNode wdGetContext();
    public abstract void applyServerSignature();
    public abstract void verifyServerSignature();
    public abstract void onActionCertifyDocument(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
    public abstract void onActionVerifyServerCredential(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDAction wdGetCertifyDocumentAction();
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDAction wdGetVerifyServerCredentialAction();
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateAction(IPrivateServerCredentialsCompView$WDActionEventHandler, String);
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateNamedAction(IPrivateServerCredentialsCompView$WDActionEventHandler, String, String);
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsWindow$WDActionEventHandler.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public final synchronized class IPrivateServerCredentialsWindow$WDActionEventHandler extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIActionEventHandlerEnum {
    private static final long serialVersionUID = -806978357184908497;
    private void IPrivateServerCredentialsWindow$WDActionEventHandler(String, boolean, Object[]);
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsWindow.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public abstract interface IPrivateServerCredentialsWindow extends IPublicServerCredentialsWindow {
    public static final com.sap.tc.webdynpro.progmodel.api.IWDEventHandlerId WD_EVENTHANDLER_ON_PLUG_DEFAULT;
    static void <clinit>();
    public abstract void onPlugDefault(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateAction(IPrivateServerCredentialsWindow$WDActionEventHandler, String);
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateNamedAction(IPrivateServerCredentialsWindow$WDActionEventHandler, String, String);
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsComp$IContextElement.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPublicServerCredentialsComp$IContextElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement {
    private static final long serialVersionUID = 8570863109316251502;
    private InternalServerCredentialsComp gen_delegate;
    void IPublicServerCredentialsComp$IContextElement(InternalServerCredentialsComp, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo);
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsComp$IContextNode.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPublicServerCredentialsComp$IContextNode extends com.sap.tc.webdynpro.progmodel.context.DataNode {
    private static final long serialVersionUID = -2780637796458785125;
    private InternalServerCredentialsComp gen_delegate;
    void IPublicServerCredentialsComp$IContextNode(InternalServerCredentialsComp, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node);
    protected com.sap.tc.webdynpro.progmodel.context.Node createNode(com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node, com.sap.tc.webdynpro.progmodel.context.NodeElement);
    protected com.sap.tc.webdynpro.progmodel.context.NodeElement doCreateElement(com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, Object);
    public com.sap.tc.webdynpro.progmodel.api.IWDContext wdGetAPI();
    public IPublicServerCredentialsComp$IContextElement createContextElement();
    public IPublicServerCredentialsComp$IContextElement createAndAddContextElement();
    public void bind(IPublicServerCredentialsComp$IContextElement);
    public IPublicServerCredentialsComp$IContextElement currentContextElement();
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsComp.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public abstract interface IPublicServerCredentialsComp {
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDComponent wdGetAPI();
    public abstract IPublicServerCredentialsComp$IContextNode wdGetContext();
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsWindow$IContextElement.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPublicServerCredentialsWindow$IContextElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement {
    private static final long serialVersionUID = -4679809869407080195;
    private InternalServerCredentialsWindow gen_delegate;
    void IPublicServerCredentialsWindow$IContextElement(InternalServerCredentialsWindow, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo);
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsWindow$IContextNode.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPublicServerCredentialsWindow$IContextNode extends com.sap.tc.webdynpro.progmodel.context.DataNode {
    private static final long serialVersionUID = 467887448935005792;
    private InternalServerCredentialsWindow gen_delegate;
    void IPublicServerCredentialsWindow$IContextNode(InternalServerCredentialsWindow, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node);
    protected com.sap.tc.webdynpro.progmodel.context.Node createNode(com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node, com.sap.tc.webdynpro.progmodel.context.NodeElement);
    protected com.sap.tc.webdynpro.progmodel.context.NodeElement doCreateElement(com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, Object);
    public com.sap.tc.webdynpro.progmodel.api.IWDContext wdGetAPI();
    public IPublicServerCredentialsWindow$IContextElement createContextElement();
    public IPublicServerCredentialsWindow$IContextElement createAndAddContextElement();
    public void bind(IPublicServerCredentialsWindow$IContextElement);
    public IPublicServerCredentialsWindow$IContextElement currentContextElement();
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsWindow.class

package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public abstract interface IPublicServerCredentialsWindow {
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDWindowController wdGetAPI();
    public abstract IPublicServerCredentialsWindow$IContextNode wdGetContext();
}







demo.sap.com/ifba_server_signatures/_comp/bin/com/sap/demo/ifba_server_signatures/servercredentials/ServerCredentials.wdapplication

 
	 
		 
	
	 
		 
	
	 
		 
	







demo.sap.com/ifba_server_signatures/_comp/dependencies.properties

#Metamodel Dependencies

#Wed Apr 22 13:22:39 PDT 2009

@16@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//WebDynpro/Controller\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsInterfaceView

@6@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//WebDynpro/Controller\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp

@15@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//WebDynpro/Controller\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsWindow

@4@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//WebDynpro/Controller\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsCompInterface

@0@//WebDynpro/Application\:com.sap.demo.ifba_server_signatures.servercredentials.ServerCredentials=//WebDynpro/ApplicationPropertyDefinitionSet\:com.sap.ide.webdynpro.applicationpropertydefs.Standard

@13@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//WebDynpro/UIElementLibrary\:com.sap.ide.webdynpro.uielementdefinitions.BusinessGraphics

@3@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//DtDictionary/DtSimpleType\:com.sap.dictionary.date

@1@//WebDynpro/Application\:com.sap.demo.ifba_server_signatures.servercredentials.ServerCredentials=//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp

@12@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//DtDictionary/DtSimpleType\:com.sap.dictionary.binary

@1@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//DtDictionary/DtSimpleType\:com.sap.dictionary.string

@8@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//WebDynpro/UIElementLibrary\:com.sap.ide.webdynpro.uielementlibraries.adobe.Adobe

@10@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//WebDynpro/InterfaceView\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsInterfaceView

@0@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//WebDynpro/MessagePool\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsCompMessagePool

@5@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//WebDynpro/Window\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsWindow

@14@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//WebDynpro/LocalComponentInterface\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsCompInterface

@2@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//WebDynpro/UIElementLibrary\:com.sap.ide.webdynpro.uielementdefinitions.Standard

@9@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//DtDictionary/DtSimpleType\:com.sap.dictionary.integer

@11@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//WebDynpro/View\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsCompView

@7@//WebDynpro/Component\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp=//WebDynpro/Controller\:com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsCompView








demo.sap.com/ifba_server_signatures/_comp/gen/default/buildresult.properties

#Wed Apr 22 12:30:44 PDT 2009

resultCode=WARNING

resultMessage=The Build finished successfully with warnings








demo.sap.com/ifba_server_signatures/_comp/gen/default/deploy/demo.sap.com~ifba_server_signatures.ear




META-INF/MANIFEST.MF


Manifest-Version: 1.0

Implementation-Title: ifba_server_signatures

Specification-Vendor: SAP AG

Implementation-Vendor-Id: demo.sap.com

Implementation-Version: 20090422123044













META-INF/SAP_MANIFEST.MF


Manifest-Version: 1.0
Ext-SDM-SDA-Comp-Version: 1
softwaretype: J2EE
JarSAP-Standalone-Version: 20080124.1000
JarSAPProcessing-Version: 20080124.1000
dtr-workspace: I808753@PALN00432242B
deployfile: wd.xml
JarSAP-Version: 20080124.1000
keyname: ifba_server_signatures
keyvendor: demo.sap.com
keylocation: localDevelopment
keycounter: 20090422123044
componentelement: <componentelement  name="ifba_server_signatures" vendor="demo.sap.com"
  componenttype="DC" subsystem="NO_SUBSYS" location="localDevelopment" 
 counter="20090422123044" scvendor="demo.sap.com" scname="MyComponents"
  deltaversion="F" updateversion="LB-20090422123044" componentprovider=
 "localDevelopment" srcchecksumalgorithm="MD5" srcchecksumvalue="a8d9cc
 88ce67e98426fe969873875514" servertype="DTR" sourceserver="I808753@PAL
 N00432242B"/> 
dependencies: <dependency  Implementation-Title="tc/aii/base/offline/facade" Impleme
 ntation-Vendor-Id="sap.com" /> <dependency  Implementation-Title="tc/b
 l/exception/lib" Implementation-Vendor-Id="sap.com" /> <dependency  Im
 plementation-Title="tc/bl/jrfc/api" Implementation-Vendor-Id="sap.com"
  /> <dependency  Implementation-Title="tc/bl/logging/api" Implementati
 on-Vendor-Id="sap.com" /> <dependency  Implementation-Title="tc/cmi" I
 mplementation-Vendor-Id="sap.com" /> <dependency  Implementation-Title
 ="tc/ddic/runtime/facade" Implementation-Vendor-Id="sap.com" /> <depen
 dency  Implementation-Title="tc/wd/api" Implementation-Vendor-Id="sap.
 com" /> 
dependencylist: <dependency  keyname="tc/aii/base/offline/facade" keyvendor="sap.com" 
 /> <dependency  keyname="tc/bl/exception/lib" keyvendor="sap.com" /> <
 dependency  keyname="tc/bl/jrfc/api" keyvendor="sap.com" /> <dependenc
 y  keyname="tc/bl/logging/api" keyvendor="sap.com" /> <dependency  key
 name="tc/cmi" keyvendor="sap.com" /> <dependency  keyname="tc/ddic/run
 time/facade" keyvendor="sap.com" /> <dependency  keyname="tc/wd/api" k
 eyvendor="sap.com" /> 
JarSL-Version: 20080116.1000
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com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsComp.java// ---------------------------------------------------------------------------
// This file has been generated partially by the Web Dynpro Code Generator.
// MODIFY CODE ONLY IN SECTIONS ENCLOSED BY @@begin AND @@end,
// ALL OTHER CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
// SECTIONS ENCLOSED BY $$begin AND $$end ARE MANAGED BY
// DEVELOPER STUDIO WIZARDS AND MUST NOT BE CHANGED EITHER.
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp;

// 
// IMPORTANT NOTE: 
// _ALL_ IMPORT STATEMENTS MUST BE PLACED IN THE FOLLOWING SECTION ENCLOSED
// BY @@begin imports AND @@end. FURTHERMORE, THIS SECTION MUST ALWAYS CONTAIN
// AT LEAST ONE IMPORT STATEMENT (E.G. THAT FOR IPrivateServerCredentialsComp).
// OTHERWISE, USING THE ECLIPSE FUNCTION "Organize Imports" FOLLOWED BY
// A WEB DYNPRO CODE GENERATION (E.G. PROJECT BUILD) WILL RESULT IN THE LOSS
// OF IMPORT STATEMENTS.
//
//@@begin imports
import com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsComp;

//@@end

//@@begin documentation
//@@end

public class ServerCredentialsComp implements java.io.Serializable 
{
  private static final long serialVersionUID = 0xf0077f0660fee00fL;
  
  /**
   * Logging location.
   */
  @SuppressWarnings("unused")
  private static final com.sap.tc.logging.Location logger = 
    com.sap.tc.logging.Location.getLocation(ServerCredentialsComp.class);
  
  static 
  {
    //@@begin id
    String id = "$Id$";
    //@@end
    com.sap.tc.logging.Location.getLocation("ID.com.sap.tc.webdynpro").infoT(id);
  }

  /**
   * Private access to the generated Web Dynpro counterpart 
   * for this controller class. <p>
   *
   * Use <code>wdThis</code> to gain typed access to the context,
   * to trigger navigation via outbound plugs, to get and enable/disable
   * actions, fire declared events, and access used controllers and/or 
   * component usages.
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsComp for more details
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsComp wdThis;

  /**
   * Root node of this controller's context. <p>
   *
   * Provides typed access not only to the elements of the root node 
   * but also to all nodes in the context (methods node<i>XYZ</i>()) 
   * and their currently selected element (methods current<i>XYZ</i>Element()). 
   * It also facilitates the creation of new elements for all nodes 
   * (methods create<i>XYZ</i>Element()). <p>
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsComp.IContextNode for more details.
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsComp.IContextNode wdContext;

  /**
   * A shortcut for <code>wdThis.wdGetAPI()</code>. <p>
   * 
   * Represents the generic API of the generic Web Dynpro counterpart 
   * for this controller. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdControllerAPI;
  
  /**
   * A shortcut for <code>wdThis.wdGetAPI().getComponent()</code>. <p>
   * 
   * Represents the generic API of the Web Dynpro component this controller 
   * belongs to. Can be used to access the message manager, the window manager,
   * to add/remove event handlers and so on. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdComponentAPI;
  
  public ServerCredentialsComp(IPrivateServerCredentialsComp wdThis)
  {
    this.wdThis = wdThis;
    this.wdContext = wdThis.wdGetContext();
    this.wdControllerAPI = wdThis.wdGetAPI();
    this.wdComponentAPI = wdThis.wdGetAPI().getComponent();
  }

  //@@begin javadoc:wdDoInit()
  /** Hook method called to initialize controller. */
  //@@end
  public void wdDoInit()
  {
    //@@begin wdDoInit()
    //@@end
  }

  //@@begin javadoc:wdDoExit()
  /** Hook method called to clean up controller. */
  //@@end
  public void wdDoExit()
  {
    //@@begin wdDoExit()
    //@@end
  }

  //@@begin javadoc:wdDoPostProcessing()
  /**
   * Hook called to handle data retrieval errors before rendering. <p>
   *
   * After doModifyView(), the Web Dynpro Framework gets all context data needed
   * for rendering by validating the contexts (which in turn calls the supply
   * functions and supplying relation roles). In this hook, the application
   * should handle the errors which occurred during validation of the contexts. <p>
   * 
   * Using preorder depth-first traversal, this hook is called for all component
   * controllers starting with the current root component. <p>
   *
   * Permitted operations:<pre>
   * - Flushing model queue
   * - Creating messages
   * - Reading context and model data
   * </pre>
   
   * Forbidden operations: <pre>
   * - Invalidating model data
   * - Manipulating the context
   * - Firing outbound plugs
   * - Creating components
   * ...   
   * </pre>
   *
   * @param isCurrentRoot true if this is the root of the current request
   */
  //@@end
  public void wdDoPostProcessing(boolean isCurrentRoot)
  {
    //@@begin wdDoPostProcessing()
    //@@end
  }

  //@@begin javadoc:wdDoBeforeNavigation()
  /**
   * Hook before the navigation phase starts. <p>
   *
   * This hook allows you to flush the model queue and handle any
   * errors that occur. Firing outbound plugs is allowed in this hook. <p>
   *
   * Using preorder depth-first traversal, this hook is called for all component
   * controllers starting with the current root component. <p>
   *
   * @param isCurrentRoot true if this is the root of the current request
   */
  //@@end
  public void wdDoBeforeNavigation(boolean isCurrentRoot)
  {
    //@@begin wdDoBeforeNavigation()
    //@@end
  }

  //@@begin javadoc:wdDoApplicationStateChange()
  /**
   * Hook that informs the application about a state change. <p>
   * 
   * This hook is called e.g. to tell the application that it will be
   * <ul>
   *  <li>left via a suspend plug and therefore should go into a suspend/sleep
   *      mode with minimal need of resources. 
   *  <li>left due to a timeout and could write it's state to a data base if the 
   *      user comes back later on.
   * </ul>
   *
   * The concrete reason is available via IWDApplicationStateChangeInfo
   * <p>
   * <b>Important</b>: This hook is called for the top level component only!
   *
   * @param stateChangeInfo contains the information about the nature of the state change
   * @param stateChangeReturn allows the application to ask for a different state change. 
   *        The framework is allowed to ignore it considering i.e. the current resources situation.
   */
  //@@end
  public void wdDoApplicationStateChange(com.sap.tc.webdynpro.progmodel.api.IWDApplicationStateChangeInfo stateChangeInfo, com.sap.tc.webdynpro.progmodel.api.IWDApplicationStateChangeReturn stateChangeReturn)
  {
    //@@begin wdDoApplicationStateChange()
    //@@end
  }

  /*
   * The following code section can be used for any Java code that is 
   * not to be visible to other controllers/views or that contains constructs
   * currently not supported directly by Web Dynpro (such as inner classes or
   * member variables etc.). <p>
   *
   * Note: The content of this section is in no way managed/controlled
   * by the Web Dynpro Designtime or the Web Dynpro Runtime. 
   */
  //@@begin others
  //@@end
}
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com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsCompView.java// ---------------------------------------------------------------------------
// This file has been generated partially by the Web Dynpro Code Generator.
// MODIFY CODE ONLY IN SECTIONS ENCLOSED BY @@begin AND @@end,
// ALL OTHER CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
// SECTIONS ENCLOSED BY $$begin AND $$end ARE MANAGED BY
// DEVELOPER STUDIO WIZARDS AND MUST NOT BE CHANGED EITHER.
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp;

// 
// IMPORTANT NOTE: 
// _ALL_ IMPORT STATEMENTS MUST BE PLACED IN THE FOLLOWING SECTION ENCLOSED
// BY @@begin imports AND @@end. FURTHERMORE, THIS SECTION MUST ALWAYS CONTAIN
// AT LEAST ONE IMPORT STATEMENT (E.G. THAT FOR IPrivateServerCredentialsCompView).
// OTHERWISE, USING THE ECLIPSE FUNCTION "Organize Imports" FOLLOWED BY
// A WEB DYNPRO CODE GENERATION (E.G. PROJECT BUILD) WILL RESULT IN THE LOSS
// OF IMPORT STATEMENTS.
//
//@@begin imports
import java.io.ByteArrayOutputStream;
import java.io.IOException;

import com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsCompView;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocument;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentAccessibleContext;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentCertificate;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentHandler;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentSignature;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.WDPDFDocumentCertificatePermission;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.WDPDFDocumentFactory;
import com.sap.tc.webdynpro.services.sal.um.api.WDClientUser;
import com.sap.tc.webdynpro.services.sal.um.api.WDUMException;

//@@end

//@@begin documentation
//@@end

public class ServerCredentialsCompView implements java.io.Serializable 
{
  private static final long serialVersionUID = 0x92ad3acbd35cb549L;
  
  /**
   * Logging location.
   */
  @SuppressWarnings("unused")
  private static final com.sap.tc.logging.Location logger = 
    com.sap.tc.logging.Location.getLocation(ServerCredentialsComp.class);
  
  static 
  {
    //@@begin id
    String id = "$Id$";
    //@@end
    com.sap.tc.logging.Location.getLocation("ID.com.sap.tc.webdynpro").infoT(id);
  }

  /**
   * Private access to the generated Web Dynpro counterpart 
   * for this controller class. <p>
   *
   * Use <code>wdThis</code> to gain typed access to the context,
   * to trigger navigation via outbound plugs, to get and enable/disable
   * actions, fire declared events, and access used controllers and/or 
   * component usages.
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsCompView for more details
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsCompView wdThis;

  /**
   * Root node of this controller's context. <p>
   *
   * Provides typed access not only to the elements of the root node 
   * but also to all nodes in the context (methods node<i>XYZ</i>()) 
   * and their currently selected element (methods current<i>XYZ</i>Element()). 
   * It also facilitates the creation of new elements for all nodes 
   * (methods create<i>XYZ</i>Element()). <p>
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsCompView.IContextNode for more details.
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsCompView.IContextNode wdContext;

  /**
   * A shortcut for <code>wdThis.wdGetAPI()</code>. <p>
   * 
   * Represents the generic API of the generic Web Dynpro counterpart 
   * for this controller. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDViewController wdControllerAPI;
  
  /**
   * A shortcut for <code>wdThis.wdGetAPI().getComponent()</code>. <p>
   * 
   * Represents the generic API of the Web Dynpro component this controller 
   * belongs to. Can be used to access the message manager, the window manager,
   * to add/remove event handlers and so on. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdComponentAPI;
  
  public ServerCredentialsCompView(IPrivateServerCredentialsCompView wdThis)
  {
    this.wdThis = wdThis;
    this.wdContext = wdThis.wdGetContext();
    this.wdControllerAPI = wdThis.wdGetAPI();
    this.wdComponentAPI = wdThis.wdGetAPI().getComponent();
  }

  //@@begin javadoc:wdDoInit()
  /** Hook method called to initialize controller. */
  //@@end
  public void wdDoInit()
  {
    //@@begin wdDoInit()
//    this.wdContext.currentDataSourceElement().setCredentialAlias("DocumentCertification");
      this.wdContext.currentDataSourceElement().setPONum("1234567890");
      this.wdContext.currentDataSourceElement().setDate(new java.sql.Date(System.currentTimeMillis()));
      this.wdContext.currentOrderedByElement().setOrderedBy("San Jose, CA");
      this.wdContext.currentOrderedByElement().setContactName("Adobe");
      this.wdContext.currentDeliverToElement().setDeliverTo("Palo Alto, CA");
      this.wdContext.currentDeliverToElement().setContactName("SAP");
      
      //product
      this.wdContext.currentProductElement().setItemNubmer("011-1234");
      this.wdContext.currentProductElement().setItemDescription("Adobe Designer");
      this.wdContext.currentProductElement().setUnitPrice(200);
      this.wdContext.currentProductElement().setQuantity(3);
      
      
    //@@end
  }

  //@@begin javadoc:wdDoExit()
  /** Hook method called to clean up controller. */
  //@@end
  public void wdDoExit()
  {
    //@@begin wdDoExit()
    //@@end
  }

  //@@begin javadoc:wdDoModifyView
  /**
   * Hook method called to modify a view just before rendering. <p>
   *
   * This method conceptually belongs to the view itself, not to the
   * controller (cf. MVC pattern).
   * The Web Dynpro programming model recommends that UI elements can
   * only be accessed by code executed within the call to this hook method. <p>
   *
   * @param view The view's generic API, as provided by Web Dynpro.
   *        Provides access to UI elements.
   * @param firstTime Indicates whether the hook is called for the first time
   *        during the lifetime of the view.
   */
  //@@end
  public void wdDoModifyView(com.sap.tc.webdynpro.progmodel.api.IWDView view, boolean firstTime)
  {
    //@@begin wdDoModifyView
    //@@end
  }
  
  //@@begin javadoc:wdOnContextMenu
  /**
   * Handles context menu event.
   * 
   * @param contextMenuManager the context menu manager
   * @param event the context menu event
   */
  //@@end
  public final void wdOnContextMenu
  (
    final com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDContextMenuManager contextMenuManager,
    final com.sap.tc.webdynpro.progmodel.api.IWDContextMenuEvent event 
  )
  {
    //@@begin wdOnContextMenu
    //@@end
  }

  //@@begin javadoc:wdDoBeforeAction
  /**
   * Hook method called for additional validation of user input. <p>
   *
   * @param validation Interface for reporting validation errors
   */
  //@@end
  public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction validation)
  {
    //@@begin wdDoBeforeAction
    //@@end
  }

  //@@begin javadoc:applyServerSignature()
  /**
   * Method declared by application.
   */
  //@@end
  public void applyServerSignature( )  {
    //@@begin applyServerSignature()
    /**
     * Demonstrates, how to apply certification on an existing PDF document.
     */
    
    try {  
          
    // Get the alias name, provided at input field in this example.
    String credentialAlias = wdContext.currentContextElement().getCredentialAlias();
    // Additional information that could be stored along with the credential in the signature field.
    //Reason for signing
    String reason = wdContext.currentContextElement().getReason();    
    //Locale
    String location = WDClientUser.getCurrentUser().getLocale().toString(); 
    //Contact information 
    String contactInfo = wdContext.currentContextElement().getContactInfo(); 
    
    //set the signature field permission. 
    WDPDFDocumentCertificatePermission permission = WDPDFDocumentCertificatePermission.CERT_DEFAULT_PERMISSION;
    
     /*
      * Get Interactive Form context. Because, we want to apply the certification 
      * on the PDF document represented by the interactive form UI element on the 
      * page.
      */
    IWDPDFDocumentAccessibleContext iFormContext = WDPDFDocumentFactory.getDocumentHandler().getDocumentAccessibleContext();

    //Get the PDF from the InteractiveForm UI element
    byte[] pdf = wdContext.currentContextElement().getPdf();
    
    /**
     * Byte array based access.
     * Set the PDF to the Document Accessible Context   
     */
    iFormContext.setPDF(pdf);
    
     /*
      * Get document context and then set certification on that. You need a credential
      * to certify a PDF document. Please, consult your ADS administrator for the
      * same. Default credential (DocumentCertification) will be used if you do not specify one.
      */
     iFormContext.setCertification(credentialAlias, "SignatureField1", reason, location, contactInfo, null, permission);

     IWDPDFDocument pdfDocument = iFormContext.execute();
      
     //Set the signed PDF back to the InteractiveForm UI element      
     wdContext.currentContextElement().setPdf(pdfDocument.getPDF());
      
    } catch (Exception _e) {
        wdThis.wdGetAPI().getComponent().getMessageManager().reportException(_e.getCause().getMessage());
    }
    
    //@@end
  }

  //@@begin javadoc:verifyServerSignature()
  /**
   * Method declared by application.
   */
  //@@end
  public void verifyServerSignature( )  {
    //@@begin verifyServerSignature()
    /*
     * This action demonstrates how to use PDF document API in stand alone mode.
     * Assumed that, you have a PDF document in hand and you need to verify whether
     * the document has been certified or not. Note, the difference between the 
     * API usage. You deal with an instance of type IWDPDFDocumentHandler when
     * you want to handle the operation on your own. But, you deal with an
     * instance of IWDPDFDocumentInteractiveFormHandler, when you want to deal
     * with the InteractiveForm UI element.
     */
        
    // Get PDF document handler.
    IWDPDFDocumentHandler pdfDocumentHandler = WDPDFDocumentFactory.getDocumentHandler();
        
    /*
     * Get accessible context. The other available context under this mode is 
     * creation context. Since, we are going to deal with an existing PDF document
     * here, we need to have an accessible context.
     *  
     * @see onActionCreatePDFStandalone for the usage of creation context.
     */    
    IWDPDFDocumentAccessibleContext accessibleContext = pdfDocumentHandler.getDocumentAccessibleContext();
        
    // Set PDF stream. 
    byte[] pdfStream = wdContext.currentContextElement().getPdf();
    ByteArrayOutputStream outPDF = new ByteArrayOutputStream();
    try {
       outPDF.write(pdfStream);
    } catch (IOException e) {
      e.printStackTrace();
    }
        
    accessibleContext.setPDF(outPDF);
        
    /*
     * We need to have the certificate in response. Hence we need to instruct the
     * server to send us back the certificate and the related certification 
     * information attached with the document. Add the GetCertification task to 
     * the server process. The same holds true for signatures also. 
     */
     accessibleContext.getTaskSetter().addGetCertificationTask();

    /*
     * We need to verify whether the existing PDF document has been signed or not.
     * To do so, we need to instruct the server process to send us back all the
     * signatures attached with the document and its related info along with the
     * document.
     */
     accessibleContext.getTaskSetter().addGetSignatureTask();
     /*
      * Execute. Note that IWDPDFDocument contains pdf binary (byte array) and 
      * data implicitly. Special task like GetCertification, GetSignature needs to be
      * added explicitly.
      */ 
     IWDPDFDocument pdfDocument = accessibleContext.execute();
       
     // GetCertification
     IWDPDFDocumentCertificate certificate = pdfDocument.getCertification();

     //Get all signature fields
     IWDPDFDocumentSignature[] signatures = pdfDocument.getSignature();
     
     if(null == certificate){
        wdThis.wdGetAPI().getComponent().getMessageManager().reportWarning(
        "This document has not been certified.");          
     }else{
        wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Certificate Status: " + certificate.getStatus().toString());
        wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Certificate Validity: " + certificate.isValid());
     }
     
     if(null == signatures){ 
            wdThis.wdGetAPI().getComponent().getMessageManager().reportWarning(
            "The application is not called though SSL or the document has not been signed.");          
        }else{
        wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Number Of Signature Fields attached: " + signatures.length);
        wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Accessing signature details one by one: ");
        for(int i=0; i<signatures.length; i++){
            wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Field: " + signatures[i].getField());
            wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Status: " + signatures[i].getStatus().toString());
            wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Signer: " + signatures[i].getSigner());
            wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Location: " + signatures[i].getLocation());
            wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Date: " + signatures[i].getDate());
            wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Contact Info: " + signatures[i].getContactInfo());
            wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Reason: " + signatures[i].getReason());
            wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("isValid: " + signatures[i].isValid());
        }
     }  
        
    //@@end
  }

  //@@begin javadoc:onActionCertifyDocument(ServerEvent)
  /**
   * Declared validating event handler. 
   * 
   * @param wdEvent generic event object provided by framework
   */
  //@@end
  public void onActionCertifyDocument(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent wdEvent )
  {
    //@@begin onActionCertifyDocument(ServerEvent)
    //$$begin Action Button(-1185906832)
    applyServerSignature();

    //$$end

    //@@end
  }

  //@@begin javadoc:onActionVerifyServerCredential(ServerEvent)
  /**
   * Declared validating event handler. 
   * 
   * @param wdEvent generic event object provided by framework
   */
  //@@end
  public void onActionVerifyServerCredential(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent wdEvent )
  {
    //@@begin onActionVerifyServerCredential(ServerEvent)
    //$$begin Action Button0(1211015419)
    verifyServerSignature();

    //$$end

    //@@end
  }

  /*
   * The following code section can be used for any Java code that is 
   * not to be visible to other controllers/views or that contains constructs
   * currently not supported directly by Web Dynpro (such as inner classes or
   * member variables etc.). <p>
   *
   * Note: The content of this section is in no way managed/controlled
   * by the Web Dynpro Designtime or the Web Dynpro Runtime. 
   */
  //@@begin others
  //@@end
}

// ---- content of obsolete user coding area(s) ----
//@@begin obsolete:applyCredential()
//  //this.wdContext.currentDataSourceElement().setCredentialAlias("Document");
//@@end
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		 // ---------------------------------------------------------------------------
// This file has been generated partially by the Web Dynpro Code Generator.
// MODIFY CODE ONLY IN SECTIONS ENCLOSED BY @@begin AND @@end,
// ALL OTHER CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
// SECTIONS ENCLOSED BY $$begin AND $$end ARE MANAGED BY
// DEVELOPER STUDIO WIZARDS AND MUST NOT BE CHANGED EITHER.
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp;

// 
// IMPORTANT NOTE: 
// _ALL_ IMPORT STATEMENTS MUST BE PLACED IN THE FOLLOWING SECTION ENCLOSED
// BY @@begin imports AND @@end. FURTHERMORE, THIS SECTION MUST ALWAYS CONTAIN
// AT LEAST ONE IMPORT STATEMENT (E.G. THAT FOR IPrivateServerCredentialsCompView).
// OTHERWISE, USING THE ECLIPSE FUNCTION "Organize Imports" FOLLOWED BY
// A WEB DYNPRO CODE GENERATION (E.G. PROJECT BUILD) WILL RESULT IN THE LOSS
// OF IMPORT STATEMENTS.
//
//@@begin imports
import java.io.ByteArrayOutputStream;
import java.io.IOException;

import com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsCompView;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocument;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentAccessibleContext;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentCertificate;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentHandler;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentSignature;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.WDPDFDocumentCertificatePermission;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.WDPDFDocumentFactory;
import com.sap.tc.webdynpro.services.sal.um.api.WDClientUser;
import com.sap.tc.webdynpro.services.sal.um.api.WDUMException;

//@@end

//@@begin documentation
//@@end

public class ServerCredentialsCompView implements java.io.Serializable 
{
  private static final long serialVersionUID = 0x92ad3acbd35cb549L;
  
  /**
   * Logging location.
   */
  @SuppressWarnings("unused")
  private static final com.sap.tc.logging.Location logger = 
    com.sap.tc.logging.Location.getLocation(ServerCredentialsComp.class);
  
  static 
  {
    //@@begin id
    String id = "$Id$";
    //@@end
    com.sap.tc.logging.Location.getLocation("ID.com.sap.tc.webdynpro").infoT(id);
  }

  /**
   * Private access to the generated Web Dynpro counterpart 
   * for this controller class. <p>
   *
   * Use <code>wdThis</code> to gain typed access to the context,
   * to trigger navigation via outbound plugs, to get and enable/disable
   * actions, fire declared events, and access used controllers and/or 
   * component usages.
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsCompView for more details
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsCompView wdThis;

  /**
   * Root node of this controller's context. <p>
   *
   * Provides typed access not only to the elements of the root node 
   * but also to all nodes in the context (methods node<i>XYZ</i>()) 
   * and their currently selected element (methods current<i>XYZ</i>Element()). 
   * It also facilitates the creation of new elements for all nodes 
   * (methods create<i>XYZ</i>Element()). <p>
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsCompView.IContextNode for more details.
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsCompView.IContextNode wdContext;

  /**
   * A shortcut for <code>wdThis.wdGetAPI()</code>. <p>
   * 
   * Represents the generic API of the generic Web Dynpro counterpart 
   * for this controller. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDViewController wdControllerAPI;
  
  /**
   * A shortcut for <code>wdThis.wdGetAPI().getComponent()</code>. <p>
   * 
   * Represents the generic API of the Web Dynpro component this controller 
   * belongs to. Can be used to access the message manager, the window manager,
   * to add/remove event handlers and so on. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdComponentAPI;
  
  public ServerCredentialsCompView(IPrivateServerCredentialsCompView wdThis)
  {
    this.wdThis = wdThis;
    this.wdContext = wdThis.wdGetContext();
    this.wdControllerAPI = wdThis.wdGetAPI();
    this.wdComponentAPI = wdThis.wdGetAPI().getComponent();
  }

  //@@begin javadoc:wdDoInit()
  /** Hook method called to initialize controller. */
  //@@end
  public void wdDoInit()
  {
    //@@begin wdDoInit()
//	  this.wdContext.currentDataSourceElement().setCredentialAlias("DocumentCertification");
	  this.wdContext.currentDataSourceElement().setPONum("1234567890");
	  this.wdContext.currentDataSourceElement().setDate(new java.sql.Date(System.currentTimeMillis()));
	  this.wdContext.currentOrderedByElement().setOrderedBy("San Jose, CA");
	  this.wdContext.currentOrderedByElement().setContactName("Adobe");
	  this.wdContext.currentDeliverToElement().setDeliverTo("Palo Alto, CA");
	  this.wdContext.currentDeliverToElement().setContactName("SAP");
	  
	  //product
	  this.wdContext.currentProductElement().setItemNubmer("011-1234");
	  this.wdContext.currentProductElement().setItemDescription("Adobe Designer");
	  this.wdContext.currentProductElement().setUnitPrice(200);
	  this.wdContext.currentProductElement().setQuantity(3);
	  
	  
    //@@end
  }

  //@@begin javadoc:wdDoExit()
  /** Hook method called to clean up controller. */
  //@@end
  public void wdDoExit()
  {
    //@@begin wdDoExit()
    //@@end
  }

  //@@begin javadoc:wdDoModifyView
  /**
   * Hook method called to modify a view just before rendering. <p>
   *
   * This method conceptually belongs to the view itself, not to the
   * controller (cf. MVC pattern).
   * The Web Dynpro programming model recommends that UI elements can
   * only be accessed by code executed within the call to this hook method. <p>
   *
   * @param view The view's generic API, as provided by Web Dynpro.
   *        Provides access to UI elements.
   * @param firstTime Indicates whether the hook is called for the first time
   *        during the lifetime of the view.
   */
  //@@end
  public void wdDoModifyView(com.sap.tc.webdynpro.progmodel.api.IWDView view, boolean firstTime)
  {
    //@@begin wdDoModifyView
    //@@end
  }
  
  //@@begin javadoc:wdOnContextMenu
  /**
   * Handles context menu event.
   * 
   * @param contextMenuManager the context menu manager
   * @param event the context menu event
   */
  //@@end
  public final void wdOnContextMenu
  (
    final com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDContextMenuManager contextMenuManager,
    final com.sap.tc.webdynpro.progmodel.api.IWDContextMenuEvent event 
  )
  {
    //@@begin wdOnContextMenu
    //@@end
  }

  //@@begin javadoc:wdDoBeforeAction
  /**
   * Hook method called for additional validation of user input. <p>
   *
   * @param validation Interface for reporting validation errors
   */
  //@@end
  public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction validation)
  {
    //@@begin wdDoBeforeAction
    //@@end
  }

  //@@begin javadoc:applyServerSignature() IGNORE
  /**
   * Method declared by application.
   */
  //@@end
  public void applyServerSignature( )  {
    //@@begin applyServerSignature()
    /**
     * Demonstrates, how to apply certification on an existing PDF document.
     */
    
	try {  
	      
	// Get the alias name, provided at input field in this example.
	String credentialAlias = wdContext.currentContextElement().getCredentialAlias();
	// Additional information that could be stored along with the credential in the signature field.
	//Reason for signing
	String reason = wdContext.currentContextElement().getReason();    
	//Locale
	String location = WDClientUser.getCurrentUser().getLocale().toString(); 
	//Contact information 
	String contactInfo = wdContext.currentContextElement().getContactInfo(); 
	
	//set the signature field permission. 
	WDPDFDocumentCertificatePermission permission = WDPDFDocumentCertificatePermission.CERT_DEFAULT_PERMISSION;
	
     /*
      * Get Interactive Form context. Because, we want to apply the certification 
      * on the PDF document represented by the interactive form UI element on the 
      * page.
      */
	IWDPDFDocumentAccessibleContext iFormContext = WDPDFDocumentFactory.getDocumentHandler().getDocumentAccessibleContext();

	//Get the PDF from the InteractiveForm UI element
	byte[] pdf = wdContext.currentContextElement().getPdf();
	
	/**
	 * Byte array based access.
	 * Set the PDF to the Document Accessible Context   
	 */
	iFormContext.setPDF(pdf);
	
	 /*
	  * Get document context and then set certification on that. You need a credential
	  * to certify a PDF document. Please, consult your ADS administrator for the
	  * same. Default credential (DocumentCertification) will be used if you do not specify one.
	  */
	 iFormContext.setCertification(credentialAlias, "SignatureField1", reason, location, contactInfo, null, permission);

     IWDPDFDocument pdfDocument = iFormContext.execute();
      
  	 //Set the signed PDF back to the InteractiveForm UI element      
     wdContext.currentContextElement().setPdf(pdfDocument.getPDF());
      
	} catch (Exception _e) {
		wdThis.wdGetAPI().getComponent().getMessageManager().reportException(_e.getCause().getMessage());
	}
	
    //@@end
  }

  //@@begin javadoc:verifyServerSignature() IGNORE
  /**
   * Method declared by application.
   */
  //@@end
  public void verifyServerSignature( )  {
    //@@begin verifyServerSignature()
    /*
     * This action demonstrates how to use PDF document API in stand alone mode.
     * Assumed that, you have a PDF document in hand and you need to verify whether
     * the document has been certified or not. Note, the difference between the 
     * API usage. You deal with an instance of type IWDPDFDocumentHandler when
     * you want to handle the operation on your own. But, you deal with an
     * instance of IWDPDFDocumentInteractiveFormHandler, when you want to deal
     * with the InteractiveForm UI element.
     */
	    
	// Get PDF document handler.
    IWDPDFDocumentHandler pdfDocumentHandler = WDPDFDocumentFactory.getDocumentHandler();
	    
	/*
	 * Get accessible context. The other available context under this mode is 
	 * creation context. Since, we are going to deal with an existing PDF document
	 * here, we need to have an accessible context.
	 *  
	 * @see onActionCreatePDFStandalone for the usage of creation context.
	 */    
	IWDPDFDocumentAccessibleContext accessibleContext = pdfDocumentHandler.getDocumentAccessibleContext();
	    
	// Set PDF stream. 
	byte[] pdfStream = wdContext.currentContextElement().getPdf();
	ByteArrayOutputStream outPDF = new ByteArrayOutputStream();
	try {
	   outPDF.write(pdfStream);
	} catch (IOException e) {
	  e.printStackTrace();
	}
	    
	accessibleContext.setPDF(outPDF);
	    
	/*
	 * We need to have the certificate in response. Hence we need to instruct the
	 * server to send us back the certificate and the related certification 
	 * information attached with the document. Add the GetCertification task to 
	 * the server process. The same holds true for signatures also. 
	 */
	 accessibleContext.getTaskSetter().addGetCertificationTask();

	/*
	 * We need to verify whether the existing PDF document has been signed or not.
	 * To do so, we need to instruct the server process to send us back all the
	 * signatures attached with the document and its related info along with the
	 * document.
	 */
	 accessibleContext.getTaskSetter().addGetSignatureTask();
	 /*
	  * Execute. Note that IWDPDFDocument contains pdf binary (byte array) and 
	  * data implicitly. Special task like GetCertification, GetSignature needs to be
	  * added explicitly.
	  */ 
	 IWDPDFDocument pdfDocument = accessibleContext.execute();
	   
	 // GetCertification
	 IWDPDFDocumentCertificate certificate = pdfDocument.getCertification();

	 //Get all signature fields
	 IWDPDFDocumentSignature[] signatures = pdfDocument.getSignature();
	 
	 if(null == certificate){
		wdThis.wdGetAPI().getComponent().getMessageManager().reportWarning(
		"This document has not been certified.");          
 	 }else{
 		wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Certificate Status: " + certificate.getStatus().toString());
		wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Certificate Validity: " + certificate.isValid());
 	 }
	 
	 if(null == signatures){ 
			wdThis.wdGetAPI().getComponent().getMessageManager().reportWarning(
			"The application is not called though SSL or the document has not been signed.");          
		}else{
		wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Number Of Signature Fields attached: " + signatures.length);
		wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Accessing signature details one by one: ");
		for(int i=0; i<signatures.length; i++){
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Field: " + signatures[i].getField());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Status: " + signatures[i].getStatus().toString());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Signer: " + signatures[i].getSigner());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Location: " + signatures[i].getLocation());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Date: " + signatures[i].getDate());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Contact Info: " + signatures[i].getContactInfo());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Reason: " + signatures[i].getReason());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("isValid: " + signatures[i].isValid());
		}
	 }  
		
    //@@end
  }

  //@@begin javadoc:onActionCertifyDocument(ServerEvent) IGNORE
  /**
   * Declared validating event handler. 
   * 
   * @param wdEvent generic event object provided by framework
   */
  //@@end
  public void onActionCertifyDocument(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent wdEvent )
  {
    //@@begin onActionCertifyDocument(ServerEvent)
    //$$begin Action Button(-1185906832)
    applyServerSignature();

    //$$end

    //@@end
  }

  //@@begin javadoc:onActionVerifyServerCredential(ServerEvent) IGNORE
  /**
   * Declared validating event handler. 
   * 
   * @param wdEvent generic event object provided by framework
   */
  //@@end
  public void onActionVerifyServerCredential(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent wdEvent )
  {
    //@@begin onActionVerifyServerCredential(ServerEvent)
    //$$begin Action Button0(1211015419)
    verifyServerSignature();

    //$$end

    //@@end
  }

  /*
   * The following code section can be used for any Java code that is 
   * not to be visible to other controllers/views or that contains constructs
   * currently not supported directly by Web Dynpro (such as inner classes or
   * member variables etc.). <p>
   *
   * Note: The content of this section is in no way managed/controlled
   * by the Web Dynpro Designtime or the Web Dynpro Runtime. 
   */
  //@@begin others
  //@@end
}

// ---- content of obsolete user coding area(s) ----
//@@begin obsolete:applyCredential()
//	//this.wdContext.currentDataSourceElement().setCredentialAlias("Document");
//@@end
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com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsWindow.java// ---------------------------------------------------------------------------
// This file has been generated partially by the Web Dynpro Code Generator.
// MODIFY CODE ONLY IN SECTIONS ENCLOSED BY @@begin AND @@end,
// ALL OTHER CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
// SECTIONS ENCLOSED BY $$begin AND $$end ARE MANAGED BY
// DEVELOPER STUDIO WIZARDS AND MUST NOT BE CHANGED EITHER.
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp;

// 
// IMPORTANT NOTE: 
// _ALL_ IMPORT STATEMENTS MUST BE PLACED IN THE FOLLOWING SECTION ENCLOSED
// BY @@begin imports AND @@end. FURTHERMORE, THIS SECTION MUST ALWAYS CONTAIN
// AT LEAST ONE IMPORT STATEMENT (E.G. THAT FOR IPrivateServerCredentialsWindow).
// OTHERWISE, USING THE ECLIPSE FUNCTION "Organize Imports" FOLLOWED BY
// A WEB DYNPRO CODE GENERATION (E.G. PROJECT BUILD) WILL RESULT IN THE LOSS
// OF IMPORT STATEMENTS.
//
//@@begin imports
import com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsWindow;

//@@end

//@@begin documentation
//@@end

public class ServerCredentialsWindow implements java.io.Serializable 
{
  private static final long serialVersionUID = 0x2df08a27e4510fb4L;
  
  /**
   * Logging location.
   */
  @SuppressWarnings("unused")
  private static final com.sap.tc.logging.Location logger = 
    com.sap.tc.logging.Location.getLocation(ServerCredentialsComp.class);
  
  static 
  {
    //@@begin id
    String id = "$Id$";
    //@@end
    com.sap.tc.logging.Location.getLocation("ID.com.sap.tc.webdynpro").infoT(id);
  }

  /**
   * Private access to the generated Web Dynpro counterpart 
   * for this controller class. <p>
   *
   * Use <code>wdThis</code> to gain typed access to the context,
   * to trigger navigation via outbound plugs, to get and enable/disable
   * actions, fire declared events, and access used controllers and/or 
   * component usages.
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsWindow for more details
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsWindow wdThis;

  /**
   * Root node of this controller's context. <p>
   *
   * Provides typed access not only to the elements of the root node 
   * but also to all nodes in the context (methods node<i>XYZ</i>()) 
   * and their currently selected element (methods current<i>XYZ</i>Element()). 
   * It also facilitates the creation of new elements for all nodes 
   * (methods create<i>XYZ</i>Element()). <p>
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsWindow.IContextNode for more details.
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsWindow.IContextNode wdContext;

  /**
   * A shortcut for <code>wdThis.wdGetAPI()</code>. <p>
   * 
   * Represents the generic API of the generic Web Dynpro counterpart 
   * for this controller. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDWindowController wdControllerAPI;
  
  /**
   * A shortcut for <code>wdThis.wdGetAPI().getComponent()</code>. <p>
   * 
   * Represents the generic API of the Web Dynpro component this controller 
   * belongs to. Can be used to access the message manager, the window manager,
   * to add/remove event handlers and so on. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdComponentAPI;
  
  public ServerCredentialsWindow(IPrivateServerCredentialsWindow wdThis)
  {
    this.wdThis = wdThis;
    this.wdContext = wdThis.wdGetContext();
    this.wdControllerAPI = wdThis.wdGetAPI();
    this.wdComponentAPI = wdThis.wdGetAPI().getComponent();
  }

  //@@begin javadoc:wdDoInit()
  /** Hook method called to initialize controller. */
  //@@end
  public void wdDoInit()
  {
    //@@begin wdDoInit()
    //@@end
  }

  //@@begin javadoc:wdDoExit()
  /** Hook method called to clean up controller. */
  //@@end
  public void wdDoExit()
  {
    //@@begin wdDoExit()
    //@@end
  }

  //@@begin javadoc:wdDoModifyView
  /**
   * Hook method called to modify a view just before rendering. <p>
   *
   * This method conceptually belongs to the view itself, not to the
   * controller (cf. MVC pattern).
   * The Web Dynpro programming model recommends that UI elements can
   * only be accessed by code executed within the call to this hook method. <p>
   *
   * @param view The view's generic API, as provided by Web Dynpro.
   *        Provides access to UI elements.
   * @param firstTime Indicates whether the hook is called for the first time
   *        during the lifetime of the view.
   */
  //@@end
  public void wdDoModifyView(com.sap.tc.webdynpro.progmodel.api.IWDView view, boolean firstTime)
  {
    //@@begin wdDoModifyView
    //@@end
  }
  
  //@@begin javadoc:wdDoBeforeAction
  /**
   * Hook method called for additional validation of user input. <p>
   *
   * @param validation Interface for reporting validation errors
   */
  //@@end
  public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction validation)
  {
    //@@begin wdDoBeforeAction
    //@@end
  }

  //@@begin javadoc:onPlugDefault(ServerEvent)
  /** 
   * Declared validating event handler. 
   *
   * @param wdEvent generic event object provided by framework
   */
  //@@end
  public void onPlugDefault(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent wdEvent )
  {
    //@@begin onPlugDefault(ServerEvent)
    //@@end
  }

  /*
   * The following code section can be used for any Java code that is 
   * not to be visible to other controllers/views or that contains constructs
   * currently not supported directly by Web Dynpro (such as inner classes or
   * member variables etc.). <p>
   *
   * Note: The content of this section is in no way managed/controlled
   * by the Web Dynpro Designtime or the Web Dynpro Runtime. 
   */
  //@@begin others
  //@@end
}
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    com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IConstantServerCredentialsComp.java
    
    


com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IConstantServerCredentialsComp.java// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator
// DON'T MODIFY!!! CHANGES WILL BE LOST WHENEVER THE FILE GETS GENERATED AGAIN
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;


/** 
 * This interface provides constants relevant on Web Dynpro Component level
 */
@SuppressWarnings("all")
public interface IConstantServerCredentialsComp {
}
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    com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IExternalServerCredentialsCompInterface.java
    
    


com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IExternalServerCredentialsCompInterface.java// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator.
// DO NOT MODIFY! CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

@SuppressWarnings("all")
public interface IExternalServerCredentialsCompInterface extends com.sap.tc.webdynpro.progmodel.api.IWDExternalControllerInterface {

  public static final class WD {
  
    /**
     * No instances of this class.
     */
    private WD() {
    }
      
    /**
     * Casts the given controller to the corresponding controller in 
     * this component interface.
     * 
     * If a component implements more than one component interface, the
     * controllers in the different interfaces need not have the same identity.
     * Therefore, it is not possible to use a language cast on a controller
     * in a component interface to work with that controller in the scope of 
     * another component interface. Instead, this method has to be used to change
     * the identity of the controller while casting if neccessary. 
     * 
     * @param ctrlInterface The controller which should be cast into the 
     *                      controller of this interface. The component
     *                      implementation of the given controller must
     *                      implement this component interface.
     *
     * @return The cast result.
     * @since 7.10 generator
     */
    public static IExternalServerCredentialsCompInterface cast(IWDExternalControllerInterface ctrlInterface) {
      return (IExternalServerCredentialsCompInterface) com.sap.tc.webdynpro.progmodel.gci.helper.GCIComponentHelper.castTo(ctrlInterface, IExternalServerCredentialsCompInterface.class);
    }
      
    /**
     * Checks whether this controller interface is (one of) the type(s) of the
     * provided interface controller.
     *
     * @param ctrlInterface The controller for which to do the check.
     *
     * @return True, iff this controller interface is (one of) the type(s) of
     *         the provided interface controller. False, if ctrlInterface is null.
     * @since 7.10 generator
     */
    public static boolean isTypeOf(IWDExternalControllerInterface ctrlInterface) {
      if (ctrlInterface == null) {
        return false;
      }
      return com.sap.tc.webdynpro.progmodel.gci.helper.GCIComponentHelper.isInstanceOf(ctrlInterface, IExternalServerCredentialsCompInterface.class);
    }
  }

  /**
   * Provides access to the generic API of this controller.
   */
  IWDExternalController wdGetAPI();

}
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com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IMessageServerCredentialsComp.java// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator
// DON'T MODIFY!!! CHANGES WILL BE LOST WHENEVER THE FILE GETS GENERATED AGAIN
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;



/** 
 * This interface encapsulates all texts / messages for this component. 
 * The message constants of type IWDMessage can be used in
 * conjunction with the IWDMessageManager.reportMessage method.
 * All constants can be used in conjunction with IWDTextAccessor.
 */
@SuppressWarnings("all")
public interface IMessageServerCredentialsComp {

}
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com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsComp.java// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator.
// DO NOT MODIFY! CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

/** Interface that is provided to application class. */

@SuppressWarnings("all")
public interface IPrivateServerCredentialsComp extends com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPublicServerCredentialsComp {

  /** Enumeration of all available action event handlers. */
  public final class WDActionEventHandler extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIActionEventHandlerEnum
  {
    private static final long serialVersionUID = 0x57c093366cc903eaL;

    private WDActionEventHandler(String value, boolean isValidating, Object[] declaredParameters) {
      super(value, isValidating, declaredParameters);
    }
  }

  /**
   * Creates a new action for this controller.
   * @param eventHandler is the action's event handler with an appropriate signature
   * @param text is the text displayed in the UI element triggering this action
   */
  IWDAction wdCreateAction(WDActionEventHandler eventHandler, String text);

  /**
   * Creates a new action with the given name for this controller.
   * @param eventHandler is the action's event handler with an appropriate signature
   * @param name is the action's name
   * @param text is the text displayed in the UI element triggering this action
   */
  IWDAction wdCreateNamedAction(WDActionEventHandler eventHandler, String name, String text);

}
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com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView.java// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator.
// DO NOT MODIFY! CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

/** Interface that is provided to application class. */

@SuppressWarnings("all")
public interface IPrivateServerCredentialsCompView {

  /*
   * Event Handler identifiers.
   */ 
    
  /** Event handler constant. */
  public static IWDEventHandlerId WD_EVENTHANDLER_ON_ACTION_CERTIFY_DOCUMENT = new com.sap.tc.webdynpro.progmodel.gci.impl.GCIEventHandlerId("onActionCertifyDocument", "ServerCredentialsCompView", "com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp");
  
  /** Event handler constant. */
  public static IWDEventHandlerId WD_EVENTHANDLER_ON_ACTION_VERIFY_SERVER_CREDENTIAL = new com.sap.tc.webdynpro.progmodel.gci.impl.GCIEventHandlerId("onActionVerifyServerCredential", "ServerCredentialsCompView", "com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp");
  
  /**
   * Provides access to the generic API of this controller.
   */
  IWDViewController wdGetAPI();


  /**
   * Interface for the node 'Context'.
   *
   * singleton = true, cardinality = _1_1, selection = _1_1
   */
  public static class IContextNode extends DataNode
  {
    private static final long serialVersionUID = 0x30c98103c081930cL;
    
    private InternalServerCredentialsCompView gen_delegate;

    IContextNode(InternalServerCredentialsCompView delegate, IGCINodeInfo nodeInfo, Node parent) {
      super(nodeInfo, parent);
      gen_delegate = delegate;
    }

    protected com.sap.tc.webdynpro.progmodel.context.Node createNode(IGCINodeInfo nodeInfo, com.sap.tc.webdynpro.progmodel.context.Node parentNode, com.sap.tc.webdynpro.progmodel.context.NodeElement parentElement) {
      if (nodeInfo == gen_delegate.infoContext)
        return new IPrivateServerCredentialsCompView.IContextNode(gen_delegate, nodeInfo, parentNode);
      if (nodeInfo == gen_delegate.infoDataSource)
        return new IPrivateServerCredentialsCompView.IDataSourceNode(gen_delegate, nodeInfo, parentNode);
      if (nodeInfo == gen_delegate.infoOrderedBy)
        return new IPrivateServerCredentialsCompView.IOrderedByNode(gen_delegate, nodeInfo, parentNode);
      if (nodeInfo == gen_delegate.infoDeliverTo)
        return new IPrivateServerCredentialsCompView.IDeliverToNode(gen_delegate, nodeInfo, parentNode);
      if (nodeInfo == gen_delegate.infoProduct)
        return new IPrivateServerCredentialsCompView.IProductNode(gen_delegate, nodeInfo, parentNode);
      return super.createNode(nodeInfo, parentNode, parentElement);
    }

    protected com.sap.tc.webdynpro.progmodel.context.NodeElement doCreateElement(IGCINodeInfo nodeInfo, Object reference) {
      if (nodeInfo == gen_delegate.infoContext) {
        return new IPrivateServerCredentialsCompView.IContextElement(gen_delegate, nodeInfo);
      }
      if (nodeInfo == gen_delegate.infoDataSource) {
        return new IPrivateServerCredentialsCompView.IDataSourceElement(gen_delegate, nodeInfo);
      }
      if (nodeInfo == gen_delegate.infoOrderedBy) {
        return new IPrivateServerCredentialsCompView.IOrderedByElement(gen_delegate, nodeInfo);
      }
      if (nodeInfo == gen_delegate.infoDeliverTo) {
        return new IPrivateServerCredentialsCompView.IDeliverToElement(gen_delegate, nodeInfo);
      }
      if (nodeInfo == gen_delegate.infoProduct) {
        return new IPrivateServerCredentialsCompView.IProductElement(gen_delegate, nodeInfo);
      }
      return super.doCreateElement(nodeInfo, reference);
    }

    // ---- typed accessors --------------------------------------------------

    /**
     * Provides access to the generic context API as described by IWDContext.
     */
    public IWDContext wdGetAPI() {
      return getContext();
    }

    /**
     * Creates a new element for this node. The element is <b>not</b> bound 
     * to the node. Use {@link #bind(IContextElement)} or 
     * {@link IWDNode#bind(Collection)} to bind it or {@link IWDNode#addElement(IWDNodeElement)}
     * to add it to the node. Alternatively use {@link #createAndAndContextElement()}.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IContextElement createContextElement() {
      return (IPrivateServerCredentialsCompView.IContextElement)createElement();
    }

    /**
     * Creates a new <b>bound</b> element for this node.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IContextElement createAndAddContextElement() {
      return (IPrivateServerCredentialsCompView.IContextElement)createAndAddElement();
    }

    /**
     * Binds a single IContextElement to the node.
     * @param element a node element for this node
     */
    public void bind(IPrivateServerCredentialsCompView.IContextElement element) {
      bind(element == null ? java.util.Collections.EMPTY_LIST : java.util.Collections.singletonList(element));
    }

    /** 
     * Returns the element at the lead selection.
     * @return the element at the lead selection or <code>null</code> if the
     *         lead selection is not set
     */
    public IPrivateServerCredentialsCompView.IContextElement currentContextElement() {
      return (IPrivateServerCredentialsCompView.IContextElement) getCurrentElement();
    }

    // ---- hooks ------------------------------------------------------------

    // ---- child nodes ------------------------------------------------------------

    /**
     * Returns the singleton child node DataSource.
     * @return the child node
     */
    public IPrivateServerCredentialsCompView.IDataSourceNode nodeDataSource() {
      return (IPrivateServerCredentialsCompView.IDataSourceNode) getChildNode(gen_delegate.infoDataSource);
    }

    /**
     * Returns the current (lead selection) element of the singleton child node
     * DataSource.
     * @return the child node element or <code>null</code> if no such element 
     *         exists
     */
    public IPrivateServerCredentialsCompView.IDataSourceElement currentDataSourceElement() {
      return (IPrivateServerCredentialsCompView.IDataSourceElement) nodeDataSource().getCurrentElement();
    }

    public IPrivateServerCredentialsCompView.IDataSourceElement createDataSourceElement() {
      return (IPrivateServerCredentialsCompView.IDataSourceElement) doCreateElement(gen_delegate.infoDataSource, null);
    }

    public IPrivateServerCredentialsCompView.IDataSourceElement createAndAddDataSourceElement() {
      return (IPrivateServerCredentialsCompView.IDataSourceElement)nodeDataSource().createAndAddElement();
    }

    /**
     * Returns the descendant node OrderedBy that is on the lead selection path.
     * @return the descendant node
     */
    public IPrivateServerCredentialsCompView.IOrderedByNode nodeOrderedBy() {
      IPrivateServerCredentialsCompView.IDataSourceNode node = nodeDataSource();
      return node != null ? node.nodeOrderedBy() : null;
    }

    /**
     * Returns the current (lead selection) element of the descendant node OrderedBy 
     * following the lead selection path to that node.
     * @return the lead selection element of the descendant node 
     */
    public IPrivateServerCredentialsCompView.IOrderedByElement currentOrderedByElement() {
      IPrivateServerCredentialsCompView.IOrderedByNode node = nodeOrderedBy();
      return node != null ? node.currentOrderedByElement() : null;
    }

    /**
     * Creates a new, unbound element for the descendant node OrderedBy. 
     * @return the newly created element 
     */
    public IPrivateServerCredentialsCompView.IOrderedByElement createOrderedByElement() {
      IPrivateServerCredentialsCompView.IOrderedByNode node = nodeOrderedBy();
      if (node == null)
        throw new ContextException(ContextException.NO_FACTORY_NODE, this, "OrderedBy");
      return (IPrivateServerCredentialsCompView.IOrderedByElement) node.createElement();
    }

    /**
     * Creates a new, bound element for the descendant node OrderedBy. 
     * @return the newly created element 
     */
    public IPrivateServerCredentialsCompView.IOrderedByElement createAndAddOrderedByElement() {
      IPrivateServerCredentialsCompView.IOrderedByNode node = nodeOrderedBy();
      if (node == null)
        throw new ContextException(ContextException.NO_FACTORY_NODE, this, "OrderedBy");
      return (IPrivateServerCredentialsCompView.IOrderedByElement) node.createAndAddElement();
    }

    /**
     * Returns the descendant node DeliverTo that is on the lead selection path.
     * @return the descendant node
     */
    public IPrivateServerCredentialsCompView.IDeliverToNode nodeDeliverTo() {
      IPrivateServerCredentialsCompView.IDataSourceNode node = nodeDataSource();
      return node != null ? node.nodeDeliverTo() : null;
    }

    /**
     * Returns the current (lead selection) element of the descendant node DeliverTo 
     * following the lead selection path to that node.
     * @return the lead selection element of the descendant node 
     */
    public IPrivateServerCredentialsCompView.IDeliverToElement currentDeliverToElement() {
      IPrivateServerCredentialsCompView.IDeliverToNode node = nodeDeliverTo();
      return node != null ? node.currentDeliverToElement() : null;
    }

    /**
     * Creates a new, unbound element for the descendant node DeliverTo. 
     * @return the newly created element 
     */
    public IPrivateServerCredentialsCompView.IDeliverToElement createDeliverToElement() {
      IPrivateServerCredentialsCompView.IDeliverToNode node = nodeDeliverTo();
      if (node == null)
        throw new ContextException(ContextException.NO_FACTORY_NODE, this, "DeliverTo");
      return (IPrivateServerCredentialsCompView.IDeliverToElement) node.createElement();
    }

    /**
     * Creates a new, bound element for the descendant node DeliverTo. 
     * @return the newly created element 
     */
    public IPrivateServerCredentialsCompView.IDeliverToElement createAndAddDeliverToElement() {
      IPrivateServerCredentialsCompView.IDeliverToNode node = nodeDeliverTo();
      if (node == null)
        throw new ContextException(ContextException.NO_FACTORY_NODE, this, "DeliverTo");
      return (IPrivateServerCredentialsCompView.IDeliverToElement) node.createAndAddElement();
    }

    /**
     * Returns the descendant node Product that is on the lead selection path.
     * @return the descendant node
     */
    public IPrivateServerCredentialsCompView.IProductNode nodeProduct() {
      IPrivateServerCredentialsCompView.IDataSourceNode node = nodeDataSource();
      return node != null ? node.nodeProduct() : null;
    }

    /**
     * Returns the current (lead selection) element of the descendant node Product 
     * following the lead selection path to that node.
     * @return the lead selection element of the descendant node 
     */
    public IPrivateServerCredentialsCompView.IProductElement currentProductElement() {
      IPrivateServerCredentialsCompView.IProductNode node = nodeProduct();
      return node != null ? node.currentProductElement() : null;
    }

    /**
     * Creates a new, unbound element for the descendant node Product. 
     * @return the newly created element 
     */
    public IPrivateServerCredentialsCompView.IProductElement createProductElement() {
      IPrivateServerCredentialsCompView.IProductNode node = nodeProduct();
      if (node == null)
        throw new ContextException(ContextException.NO_FACTORY_NODE, this, "Product");
      return (IPrivateServerCredentialsCompView.IProductElement) node.createElement();
    }

    /**
     * Creates a new, bound element for the descendant node Product. 
     * @return the newly created element 
     */
    public IPrivateServerCredentialsCompView.IProductElement createAndAddProductElement() {
      IPrivateServerCredentialsCompView.IProductNode node = nodeProduct();
      if (node == null)
        throw new ContextException(ContextException.NO_FACTORY_NODE, this, "Product");
      return (IPrivateServerCredentialsCompView.IProductElement) node.createAndAddElement();
    }

  }

  /**
   * Interface for the elements of the node Context.
   */
  public static class IContextElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement
  {
    private static final long serialVersionUID = 0x8818e05bda071811L;
    
    private InternalServerCredentialsCompView gen_delegate;

    IContextElement(InternalServerCredentialsCompView delegate, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo info) {
      super(info);
      gen_delegate = delegate;
    }

    // attribute "pdf"
    public final static String PDF = "pdf";

    /**
     * Returns the attribute pdf.
     */
    public byte[] getPdf() {
      return (byte[])gciGetObject(0);
    }

    /**
     * Sets the attribute pdf.
     * @param value the new value
     */
    public void setPdf(byte[] value) {
      gciSetObject(0, value);
    }

    // attribute "CredentialAlias"
    public final static String CREDENTIAL_ALIAS = "CredentialAlias";

    /**
     * Returns the attribute CredentialAlias.
     */
    public java.lang.String getCredentialAlias() {
      return gciGetString(1);
    }

    /**
     * Sets the attribute CredentialAlias.
     * @param value the new value
     */
    public void setCredentialAlias(java.lang.String value) {
      gciSetString(1, value);
    }

    // attribute "Reason"
    public final static String REASON = "Reason";

    /**
     * Returns the attribute Reason.
     */
    public java.lang.String getReason() {
      return gciGetString(2);
    }

    /**
     * Sets the attribute Reason.
     * @param value the new value
     */
    public void setReason(java.lang.String value) {
      gciSetString(2, value);
    }

    // attribute "contactInfo"
    public final static String CONTACT_INFO = "contactInfo";

    /**
     * Returns the attribute contactInfo.
     */
    public java.lang.String getContactInfo() {
      return gciGetString(3);
    }

    /**
     * Sets the attribute contactInfo.
     * @param value the new value
     */
    public void setContactInfo(java.lang.String value) {
      gciSetString(3, value);
    }

  }


  /**
   * Interface for the node 'DataSource'.
   *
   * singleton = true, cardinality = _1_1, selection = _0_1
   */
  public static class IDataSourceNode extends DataNode
  {
    private static final long serialVersionUID = 0xc15b1615a868da83L;
    
    private InternalServerCredentialsCompView gen_delegate;

    IDataSourceNode(InternalServerCredentialsCompView delegate, IGCINodeInfo nodeInfo, Node parent) {
      super(nodeInfo, parent);
      gen_delegate = delegate;
    }

    // ---- typed accessors --------------------------------------------------

    /**
     * Creates a new element for this node. The element is <b>not</b> bound 
     * to the node. Use {@link #bind(IDataSourceElement)} or 
     * {@link IWDNode#bind(Collection)} to bind it or {@link IWDNode#addElement(IWDNodeElement)}
     * to add it to the node. Alternatively use {@link #createAndAndDataSourceElement()}.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IDataSourceElement createDataSourceElement() {
      return (IPrivateServerCredentialsCompView.IDataSourceElement)createElement();
    }

    /**
     * Creates a new <b>bound</b> element for this node.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IDataSourceElement createAndAddDataSourceElement() {
      return (IPrivateServerCredentialsCompView.IDataSourceElement)createAndAddElement();
    }

    /**
     * Binds a single IDataSourceElement to the node.
     * @param element a node element for this node
     */
    public void bind(IPrivateServerCredentialsCompView.IDataSourceElement element) {
      bind(element == null ? java.util.Collections.EMPTY_LIST : java.util.Collections.singletonList(element));
    }

    /** 
     * Returns the element at the lead selection.
     * @return the element at the lead selection or <code>null</code> if the
     *         lead selection is not set
     */
    public IPrivateServerCredentialsCompView.IDataSourceElement currentDataSourceElement() {
      return (IPrivateServerCredentialsCompView.IDataSourceElement) getCurrentElement();
    }

    // ---- hooks ------------------------------------------------------------

    // ---- child nodes ------------------------------------------------------------

    /**
     * Returns the singleton child node OrderedBy.
     * @return the child node
     */
    public IPrivateServerCredentialsCompView.IOrderedByNode nodeOrderedBy() {
      return (IPrivateServerCredentialsCompView.IOrderedByNode) getChildNode(gen_delegate.infoOrderedBy);
    }

    /**
     * Returns the singleton child node DeliverTo.
     * @return the child node
     */
    public IPrivateServerCredentialsCompView.IDeliverToNode nodeDeliverTo() {
      return (IPrivateServerCredentialsCompView.IDeliverToNode) getChildNode(gen_delegate.infoDeliverTo);
    }

    /**
     * Returns the singleton child node Product.
     * @return the child node
     */
    public IPrivateServerCredentialsCompView.IProductNode nodeProduct() {
      return (IPrivateServerCredentialsCompView.IProductNode) getChildNode(gen_delegate.infoProduct);
    }

  }

  /**
   * Interface for the elements of the node DataSource.
   */
  public static class IDataSourceElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement
  {
    private static final long serialVersionUID = 0x25ab5a09905ad5a4L;
    
    private InternalServerCredentialsCompView gen_delegate;

    IDataSourceElement(InternalServerCredentialsCompView delegate, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo info) {
      super(info);
      gen_delegate = delegate;
    }

    // attribute "Date"
    public final static String DATE = "Date";

    /**
     * Returns the attribute Date.
     */
    public java.sql.Date getDate() {
      return (java.sql.Date)gciGetObject(0);
    }

    /**
     * Sets the attribute Date.
     * @param value the new value
     */
    public void setDate(java.sql.Date value) {
      gciSetObject(0, value);
    }

    // attribute "PONum"
    public final static String PO_NUM = "PONum";

    /**
     * Returns the attribute PONum.
     */
    public java.lang.String getPONum() {
      return gciGetString(1);
    }

    /**
     * Sets the attribute PONum.
     * @param value the new value
     */
    public void setPONum(java.lang.String value) {
      gciSetString(1, value);
    }

  }


  /**
   * Interface for the node 'OrderedBy'.
   *
   * singleton = true, cardinality = _1_1, selection = _0_1
   */
  public static class IOrderedByNode extends DataNode
  {
    private static final long serialVersionUID = 0xb7d27df81fbe4bedL;
    
    private InternalServerCredentialsCompView gen_delegate;

    IOrderedByNode(InternalServerCredentialsCompView delegate, IGCINodeInfo nodeInfo, Node parent) {
      super(nodeInfo, parent);
      gen_delegate = delegate;
    }

    // ---- typed accessors --------------------------------------------------

    /**
     * Creates a new element for this node. The element is <b>not</b> bound 
     * to the node. Use {@link #bind(IOrderedByElement)} or 
     * {@link IWDNode#bind(Collection)} to bind it or {@link IWDNode#addElement(IWDNodeElement)}
     * to add it to the node. Alternatively use {@link #createAndAndOrderedByElement()}.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IOrderedByElement createOrderedByElement() {
      return (IPrivateServerCredentialsCompView.IOrderedByElement)createElement();
    }

    /**
     * Creates a new <b>bound</b> element for this node.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IOrderedByElement createAndAddOrderedByElement() {
      return (IPrivateServerCredentialsCompView.IOrderedByElement)createAndAddElement();
    }

    /**
     * Binds a single IOrderedByElement to the node.
     * @param element a node element for this node
     */
    public void bind(IPrivateServerCredentialsCompView.IOrderedByElement element) {
      bind(element == null ? java.util.Collections.EMPTY_LIST : java.util.Collections.singletonList(element));
    }

    /** 
     * Returns the element at the lead selection.
     * @return the element at the lead selection or <code>null</code> if the
     *         lead selection is not set
     */
    public IPrivateServerCredentialsCompView.IOrderedByElement currentOrderedByElement() {
      return (IPrivateServerCredentialsCompView.IOrderedByElement) getCurrentElement();
    }

    // ---- hooks ------------------------------------------------------------

    // ---- child nodes ------------------------------------------------------------

  }

  /**
   * Interface for the elements of the node OrderedBy.
   */
  public static class IOrderedByElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement
  {
    private static final long serialVersionUID = 0xb70dc34662c3b0edL;
    
    private InternalServerCredentialsCompView gen_delegate;

    IOrderedByElement(InternalServerCredentialsCompView delegate, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo info) {
      super(info);
      gen_delegate = delegate;
    }

    // attribute "orderedBy"
    public final static String ORDERED_BY = "orderedBy";

    /**
     * Returns the attribute orderedBy.
     */
    public java.lang.String getOrderedBy() {
      return gciGetString(0);
    }

    /**
     * Sets the attribute orderedBy.
     * @param value the new value
     */
    public void setOrderedBy(java.lang.String value) {
      gciSetString(0, value);
    }

    // attribute "ContactName"
    public final static String CONTACT_NAME = "ContactName";

    /**
     * Returns the attribute ContactName.
     */
    public java.lang.String getContactName() {
      return gciGetString(1);
    }

    /**
     * Sets the attribute ContactName.
     * @param value the new value
     */
    public void setContactName(java.lang.String value) {
      gciSetString(1, value);
    }

  }


  /**
   * Interface for the node 'DeliverTo'.
   *
   * singleton = true, cardinality = _1_1, selection = _0_1
   */
  public static class IDeliverToNode extends DataNode
  {
    private static final long serialVersionUID = 0xe04a74d42b2e5207L;
    
    private InternalServerCredentialsCompView gen_delegate;

    IDeliverToNode(InternalServerCredentialsCompView delegate, IGCINodeInfo nodeInfo, Node parent) {
      super(nodeInfo, parent);
      gen_delegate = delegate;
    }

    // ---- typed accessors --------------------------------------------------

    /**
     * Creates a new element for this node. The element is <b>not</b> bound 
     * to the node. Use {@link #bind(IDeliverToElement)} or 
     * {@link IWDNode#bind(Collection)} to bind it or {@link IWDNode#addElement(IWDNodeElement)}
     * to add it to the node. Alternatively use {@link #createAndAndDeliverToElement()}.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IDeliverToElement createDeliverToElement() {
      return (IPrivateServerCredentialsCompView.IDeliverToElement)createElement();
    }

    /**
     * Creates a new <b>bound</b> element for this node.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IDeliverToElement createAndAddDeliverToElement() {
      return (IPrivateServerCredentialsCompView.IDeliverToElement)createAndAddElement();
    }

    /**
     * Binds a single IDeliverToElement to the node.
     * @param element a node element for this node
     */
    public void bind(IPrivateServerCredentialsCompView.IDeliverToElement element) {
      bind(element == null ? java.util.Collections.EMPTY_LIST : java.util.Collections.singletonList(element));
    }

    /** 
     * Returns the element at the lead selection.
     * @return the element at the lead selection or <code>null</code> if the
     *         lead selection is not set
     */
    public IPrivateServerCredentialsCompView.IDeliverToElement currentDeliverToElement() {
      return (IPrivateServerCredentialsCompView.IDeliverToElement) getCurrentElement();
    }

    // ---- hooks ------------------------------------------------------------

    // ---- child nodes ------------------------------------------------------------

  }

  /**
   * Interface for the elements of the node DeliverTo.
   */
  public static class IDeliverToElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement
  {
    private static final long serialVersionUID = 0x176e0eea577076e8L;
    
    private InternalServerCredentialsCompView gen_delegate;

    IDeliverToElement(InternalServerCredentialsCompView delegate, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo info) {
      super(info);
      gen_delegate = delegate;
    }

    // attribute "deliverTo"
    public final static String DELIVER_TO = "deliverTo";

    /**
     * Returns the attribute deliverTo.
     */
    public java.lang.String getDeliverTo() {
      return gciGetString(0);
    }

    /**
     * Sets the attribute deliverTo.
     * @param value the new value
     */
    public void setDeliverTo(java.lang.String value) {
      gciSetString(0, value);
    }

    // attribute "ContactName"
    public final static String CONTACT_NAME = "ContactName";

    /**
     * Returns the attribute ContactName.
     */
    public java.lang.String getContactName() {
      return gciGetString(1);
    }

    /**
     * Sets the attribute ContactName.
     * @param value the new value
     */
    public void setContactName(java.lang.String value) {
      gciSetString(1, value);
    }

  }


  /**
   * Interface for the node 'Product'.
   *
   * singleton = true, cardinality = _1_1, selection = _0_1
   */
  public static class IProductNode extends DataNode
  {
    private static final long serialVersionUID = 0xde027843c21e407bL;
    
    private InternalServerCredentialsCompView gen_delegate;

    IProductNode(InternalServerCredentialsCompView delegate, IGCINodeInfo nodeInfo, Node parent) {
      super(nodeInfo, parent);
      gen_delegate = delegate;
    }

    // ---- typed accessors --------------------------------------------------

    /**
     * Creates a new element for this node. The element is <b>not</b> bound 
     * to the node. Use {@link #bind(IProductElement)} or 
     * {@link IWDNode#bind(Collection)} to bind it or {@link IWDNode#addElement(IWDNodeElement)}
     * to add it to the node. Alternatively use {@link #createAndAndProductElement()}.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IProductElement createProductElement() {
      return (IPrivateServerCredentialsCompView.IProductElement)createElement();
    }

    /**
     * Creates a new <b>bound</b> element for this node.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IProductElement createAndAddProductElement() {
      return (IPrivateServerCredentialsCompView.IProductElement)createAndAddElement();
    }

    /**
     * Binds a single IProductElement to the node.
     * @param element a node element for this node
     */
    public void bind(IPrivateServerCredentialsCompView.IProductElement element) {
      bind(element == null ? java.util.Collections.EMPTY_LIST : java.util.Collections.singletonList(element));
    }

    /** 
     * Returns the element at the lead selection.
     * @return the element at the lead selection or <code>null</code> if the
     *         lead selection is not set
     */
    public IPrivateServerCredentialsCompView.IProductElement currentProductElement() {
      return (IPrivateServerCredentialsCompView.IProductElement) getCurrentElement();
    }

    // ---- hooks ------------------------------------------------------------

    // ---- child nodes ------------------------------------------------------------

  }

  /**
   * Interface for the elements of the node Product.
   */
  public static class IProductElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement
  {
    private static final long serialVersionUID = 0xa045a11bd885a205L;
    
    private InternalServerCredentialsCompView gen_delegate;

    IProductElement(InternalServerCredentialsCompView delegate, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo info) {
      super(info);
      gen_delegate = delegate;
    }

    // attribute "itemNubmer"
    public final static String ITEM_NUBMER = "itemNubmer";

    /**
     * Returns the attribute itemNubmer.
     */
    public java.lang.String getItemNubmer() {
      return gciGetString(0);
    }

    /**
     * Sets the attribute itemNubmer.
     * @param value the new value
     */
    public void setItemNubmer(java.lang.String value) {
      gciSetString(0, value);
    }

    // attribute "itemDescription"
    public final static String ITEM_DESCRIPTION = "itemDescription";

    /**
     * Returns the attribute itemDescription.
     */
    public java.lang.String getItemDescription() {
      return gciGetString(1);
    }

    /**
     * Sets the attribute itemDescription.
     * @param value the new value
     */
    public void setItemDescription(java.lang.String value) {
      gciSetString(1, value);
    }

    // attribute "quantity"
    public final static String QUANTITY = "quantity";

    /**
     * Returns the attribute quantity.
     */
    public int getQuantity() {
      return gciGetInt(2);
    }

    /**
     * Sets the attribute quantity.
     * @param value the new value
     */
    public void setQuantity(int value) {
      gciSetInt(2, value);
    }

    // attribute "unitPrice"
    public final static String UNIT_PRICE = "unitPrice";

    /**
     * Returns the attribute unitPrice.
     */
    public int getUnitPrice() {
      return gciGetInt(3);
    }

    /**
     * Sets the attribute unitPrice.
     * @param value the new value
     */
    public void setUnitPrice(int value) {
      gciSetInt(3, value);
    }

    // attribute "amount"
    public final static String AMOUNT = "amount";

    /**
     * Returns the attribute amount.
     */
    public int getAmount() {
      return gciGetInt(4);
    }

    /**
     * Sets the attribute amount.
     * @param value the new value
     */
    public void setAmount(int value) {
      gciSetInt(4, value);
    }

  }

  /**
   * Returns the context root node.
   * @return the context root node.
   */
  IContextNode wdGetContext();

  /**
   * Method declared by application.
   */
  void applyServerSignature( );

  /**
   * Method declared by application.
   */
  void verifyServerSignature( );

  /**
   * Declared validating event handler. 
   * 
   * @param wdEvent generic event object provided by framework
   */
  void onActionCertifyDocument(IWDCustomEvent wdEvent );

  /**
   * Declared validating event handler. 
   * 
   * @param wdEvent generic event object provided by framework
   */
  void onActionVerifyServerCredential(IWDCustomEvent wdEvent );

  /** Gets action 'CertifyDocument'. */
  IWDAction wdGetCertifyDocumentAction();

  /** Gets action 'VerifyServerCredential'. */
  IWDAction wdGetVerifyServerCredentialAction();

  /** Enumeration of all available action event handlers. */
  public final class WDActionEventHandler extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIActionEventHandlerEnum
  {
    private static final long serialVersionUID = 0xe03ca118853c070L;

    public static final WDActionEventHandler CERTIFY_DOCUMENT = new WDActionEventHandler("onActionCertifyDocument", true, NO_PARAMETERS);

    public static final WDActionEventHandler VERIFY_SERVER_CREDENTIAL = new WDActionEventHandler("onActionVerifyServerCredential", true, NO_PARAMETERS);

    private WDActionEventHandler(String value, boolean isValidating, Object[] declaredParameters) {
      super(value, isValidating, declaredParameters);
    }
  }

  /**
   * Creates a new action for this controller.
   * @param eventHandler is the action's event handler with an appropriate signature
   * @param text is the text displayed in the UI element triggering this action
   */
  IWDAction wdCreateAction(WDActionEventHandler eventHandler, String text);

  /**
   * Creates a new action with the given name for this controller.
   * @param eventHandler is the action's event handler with an appropriate signature
   * @param name is the action's name
   * @param text is the text displayed in the UI element triggering this action
   */
  IWDAction wdCreateNamedAction(WDActionEventHandler eventHandler, String name, String text);

}
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com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsWindow.java// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator.
// DO NOT MODIFY! CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

/** Interface that is provided to application class. */

@SuppressWarnings("all")
public interface IPrivateServerCredentialsWindow extends com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPublicServerCredentialsWindow {

  /*
   * Event Handler identifiers.
   */ 
    
  /** Event handler constant. */
  public static IWDEventHandlerId WD_EVENTHANDLER_ON_PLUG_DEFAULT = new com.sap.tc.webdynpro.progmodel.gci.impl.GCIEventHandlerId("onPlugDefault", "ServerCredentialsWindow", "com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp");
  
  /** Declared event handler. */
  void onPlugDefault(IWDCustomEvent wdEvent );

  /** Enumeration of all available action event handlers. */
  public final class WDActionEventHandler extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIActionEventHandlerEnum
  {
    private static final long serialVersionUID = 0xf4cd0975ae90b32fL;

    private WDActionEventHandler(String value, boolean isValidating, Object[] declaredParameters) {
      super(value, isValidating, declaredParameters);
    }
  }

  /**
   * Creates a new action for this controller.
   * @param eventHandler is the action's event handler with an appropriate signature
   * @param text is the text displayed in the UI element triggering this action
   */
  IWDAction wdCreateAction(WDActionEventHandler eventHandler, String text);

  /**
   * Creates a new action with the given name for this controller.
   * @param eventHandler is the action's event handler with an appropriate signature
   * @param name is the action's name
   * @param text is the text displayed in the UI element triggering this action
   */
  IWDAction wdCreateNamedAction(WDActionEventHandler eventHandler, String name, String text);

}
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com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsComp.java// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator.
// DO NOT MODIFY! CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

@SuppressWarnings("all")
public interface IPublicServerCredentialsComp {

  /**
   * Provides access to the generic API of this component.
   */
  IWDComponent wdGetAPI();


  /**
   * Interface for the node 'Context'.
   *
   * singleton = true, cardinality = _1_1, selection = _1_1
   */
  public static class IContextNode extends DataNode
  {
    private static final long serialVersionUID = 0xd96930a8150c969bL;
    
    private InternalServerCredentialsComp gen_delegate;

    IContextNode(InternalServerCredentialsComp delegate, IGCINodeInfo nodeInfo, Node parent) {
      super(nodeInfo, parent);
      gen_delegate = delegate;
    }

    protected com.sap.tc.webdynpro.progmodel.context.Node createNode(IGCINodeInfo nodeInfo, com.sap.tc.webdynpro.progmodel.context.Node parentNode, com.sap.tc.webdynpro.progmodel.context.NodeElement parentElement) {
      if (nodeInfo == gen_delegate.infoContext)
        return new IPrivateServerCredentialsComp.IContextNode(gen_delegate, nodeInfo, parentNode);
      return super.createNode(nodeInfo, parentNode, parentElement);
    }

    protected com.sap.tc.webdynpro.progmodel.context.NodeElement doCreateElement(IGCINodeInfo nodeInfo, Object reference) {
      if (nodeInfo == gen_delegate.infoContext) {
        return new IPrivateServerCredentialsComp.IContextElement(gen_delegate, nodeInfo);
      }
      return super.doCreateElement(nodeInfo, reference);
    }

    // ---- typed accessors --------------------------------------------------

    /**
     * Provides access to the generic context API as described by IWDContext.
     */
    public IWDContext wdGetAPI() {
      return getContext();
    }

    /**
     * Creates a new element for this node. The element is <b>not</b> bound 
     * to the node. Use {@link #bind(IContextElement)} or 
     * {@link IWDNode#bind(Collection)} to bind it or {@link IWDNode#addElement(IWDNodeElement)}
     * to add it to the node. Alternatively use {@link #createAndAndContextElement()}.
     * @return an element for this node
     */
    public IPrivateServerCredentialsComp.IContextElement createContextElement() {
      return (IPrivateServerCredentialsComp.IContextElement)createElement();
    }

    /**
     * Creates a new <b>bound</b> element for this node.
     * @return an element for this node
     */
    public IPrivateServerCredentialsComp.IContextElement createAndAddContextElement() {
      return (IPrivateServerCredentialsComp.IContextElement)createAndAddElement();
    }

    /**
     * Binds a single IContextElement to the node.
     * @param element a node element for this node
     */
    public void bind(IPrivateServerCredentialsComp.IContextElement element) {
      bind(element == null ? java.util.Collections.EMPTY_LIST : java.util.Collections.singletonList(element));
    }

    /** 
     * Returns the element at the lead selection.
     * @return the element at the lead selection or <code>null</code> if the
     *         lead selection is not set
     */
    public IPrivateServerCredentialsComp.IContextElement currentContextElement() {
      return (IPrivateServerCredentialsComp.IContextElement) getCurrentElement();
    }

    // ---- hooks ------------------------------------------------------------

    // ---- child nodes ------------------------------------------------------------

  }

  /**
   * Interface for the elements of the node Context.
   */
  public static class IContextElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement
  {
    private static final long serialVersionUID = 0x76f1d296694b8f6eL;
    
    private InternalServerCredentialsComp gen_delegate;

    IContextElement(InternalServerCredentialsComp delegate, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo info) {
      super(info);
      gen_delegate = delegate;
    }

  }

  /**
   * Returns the context root node.
   * @return the context root node.
   */
  IContextNode wdGetContext();

}
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com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsWindow.java// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator.
// DO NOT MODIFY! CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

@SuppressWarnings("all")
public interface IPublicServerCredentialsWindow {

  /**
   * Provides access to the generic API of this controller.
   */
  IWDWindowController wdGetAPI();


  /**
   * Interface for the node 'Context'.
   *
   * singleton = true, cardinality = _1_1, selection = _1_1
   */
  public static class IContextNode extends DataNode
  {
    private static final long serialVersionUID = 0x67e4527e4a27e60L;
    
    private InternalServerCredentialsWindow gen_delegate;

    IContextNode(InternalServerCredentialsWindow delegate, IGCINodeInfo nodeInfo, Node parent) {
      super(nodeInfo, parent);
      gen_delegate = delegate;
    }

    protected com.sap.tc.webdynpro.progmodel.context.Node createNode(IGCINodeInfo nodeInfo, com.sap.tc.webdynpro.progmodel.context.Node parentNode, com.sap.tc.webdynpro.progmodel.context.NodeElement parentElement) {
      if (nodeInfo == gen_delegate.infoContext)
        return new IPrivateServerCredentialsWindow.IContextNode(gen_delegate, nodeInfo, parentNode);
      return super.createNode(nodeInfo, parentNode, parentElement);
    }

    protected com.sap.tc.webdynpro.progmodel.context.NodeElement doCreateElement(IGCINodeInfo nodeInfo, Object reference) {
      if (nodeInfo == gen_delegate.infoContext) {
        return new IPrivateServerCredentialsWindow.IContextElement(gen_delegate, nodeInfo);
      }
      return super.doCreateElement(nodeInfo, reference);
    }

    // ---- typed accessors --------------------------------------------------

    /**
     * Provides access to the generic context API as described by IWDContext.
     */
    public IWDContext wdGetAPI() {
      return getContext();
    }

    /**
     * Creates a new element for this node. The element is <b>not</b> bound 
     * to the node. Use {@link #bind(IContextElement)} or 
     * {@link IWDNode#bind(Collection)} to bind it or {@link IWDNode#addElement(IWDNodeElement)}
     * to add it to the node. Alternatively use {@link #createAndAndContextElement()}.
     * @return an element for this node
     */
    public IPrivateServerCredentialsWindow.IContextElement createContextElement() {
      return (IPrivateServerCredentialsWindow.IContextElement)createElement();
    }

    /**
     * Creates a new <b>bound</b> element for this node.
     * @return an element for this node
     */
    public IPrivateServerCredentialsWindow.IContextElement createAndAddContextElement() {
      return (IPrivateServerCredentialsWindow.IContextElement)createAndAddElement();
    }

    /**
     * Binds a single IContextElement to the node.
     * @param element a node element for this node
     */
    public void bind(IPrivateServerCredentialsWindow.IContextElement element) {
      bind(element == null ? java.util.Collections.EMPTY_LIST : java.util.Collections.singletonList(element));
    }

    /** 
     * Returns the element at the lead selection.
     * @return the element at the lead selection or <code>null</code> if the
     *         lead selection is not set
     */
    public IPrivateServerCredentialsWindow.IContextElement currentContextElement() {
      return (IPrivateServerCredentialsWindow.IContextElement) getCurrentElement();
    }

    // ---- hooks ------------------------------------------------------------

    // ---- child nodes ------------------------------------------------------------

  }

  /**
   * Interface for the elements of the node Context.
   */
  public static class IContextElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement
  {
    private static final long serialVersionUID = 0xbf0df9b7ed9fb0fdL;
    
    private InternalServerCredentialsWindow gen_delegate;

    IContextElement(InternalServerCredentialsWindow delegate, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo info) {
      super(info);
      gen_delegate = delegate;
    }

  }

  /**
   * Returns the context root node.
   * @return the context root node.
   */
  IContextNode wdGetContext();

}
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com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/InternalServerCredentialsComp.java
// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator
// DON'T MODIFY!!! CHANGES WILL BE LOST WHENEVER THE FILE GETS GENERATED AGAIN
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.cmi.metadata.CMICardinality;
import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

@SuppressWarnings("all")
public class InternalServerCredentialsComp
  extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIComponentController
  implements IPrivateServerCredentialsComp, com.sap.tc.webdynpro.progmodel.gci.IGCIComponentDelegate
{
  private static final long serialVersionUID = 0x918a4dde7bb25189L;

  /**
   * Framework implementation of Controller that delegates to this.
   */
  private final com.sap.tc.webdynpro.progmodel.gci.IGCIComponent wdAlterEgo;

  /**
   * Delegate that implements application defined logic.
   */
  private final com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp delegate;


  // ---- Context --------------------------------------------------------------

  IGCINodeInfo infoContext;

  {

    infoContext = GCIContext.createValueNode("Context", true, CMICardinality.ONE, CMICardinality.ONE, true, null,
      (IGCIAttributeInfo[])null, // no attributes
      (IGCINodeInfo[])null // no child nodes
    );

  }
  
  private IContextNode contextNode;

  private void wdInitContextNode() {
    contextNode = new IContextNode(this, infoContext, (Node)null);
  }

  public IWDNode wdGetRootNode() {
    return contextNode;
  }

  public IContextNode wdGetContext() {
    return contextNode;
  }


  // ---- Actions --------------------------------------------------------------

  /**
   * Create a new action for this controller. A unique name for the action is generated automatially.
   * @param eventHandler is the action's eventhandler with proper signature
   * @param text is the text displayed in the UI element triggering this action
   */
  public IWDAction wdCreateAction(WDActionEventHandler eventHandler, String text) {
    return wdAlterEgo.createAction(null, eventHandler, text, null);
  }

  /**
   * Create a new action with the given name for this controller.
   * @param eventHandler is the action's eventhandler with proper signature
   * @param name is the action's name
   * @param text is the text displayed in the UI element triggering this action
   */
  public IWDAction wdCreateNamedAction(WDActionEventHandler eventHandler, String name, String text) {
    return wdAlterEgo.createAction(name, eventHandler, text, null);
  }
  
  // ---- Controller part ------------------------------------------------------

  /**
   * Creates a new instance of this controller.
   */
  public InternalServerCredentialsComp(com.sap.tc.webdynpro.progmodel.gci.IGCIComponent alterEgo) {
    super(alterEgo);
    this.wdAlterEgo = alterEgo;
    wdInitContextNode();
    this.delegate = new com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp((IPrivateServerCredentialsComp) this);
  }

  /**
   * Returns the public API for this controller instance.
   */
  public com.sap.tc.webdynpro.progmodel.api.IWDComponent wdGetAPI() {
    return (com.sap.tc.webdynpro.progmodel.api.IWDComponent) wdAlterEgo;
  }

  /**
   * Hook method called to initialize component controller.
   */
  public void wdDoInit() {
    delegate.wdDoInit();
  }

  /**
   * Hook method called to clean up component controller.
   */
  public void wdDoExit() {
    delegate.wdDoExit();
  }

  /**
   * Hook called by framework in a request/response cycle each time before rendering starts.
   */
  public void wdDoPostProcessing(boolean isCurrentRoot) {
    delegate.wdDoPostProcessing(isCurrentRoot);
  }

  /**
   * Hook called by framework in a request/response cycle each time before the navigation queue is processed.
   */
  public void wdDoBeforeNavigation(boolean isCurrentRoot) {
    delegate.wdDoBeforeNavigation(isCurrentRoot);
  }
  
  /**
   * Hook called by framework when an application state change occurs.
   */
  public void wdDoApplicationStateChange(IWDApplicationStateChangeInfo stateChangeInfo, IWDApplicationStateChangeReturn stateChangeReturn)
  {
    delegate.wdDoApplicationStateChange(stateChangeInfo, stateChangeReturn);
  }
  
  public Object wdInvokeEventHandler(String handlerName, IWDCustomEvent event)
    throws NoSuchMethodException {
    
      throw new NoSuchMethodException("Eventhandler " + handlerName + " not found for event " + event.getName());
  }

  // initialize the method table for method invokation method
  private static final java.util.Map<String, Integer> wdMethodMap = new java.util.HashMap<String, Integer>(0, 1F);
  static {
  }
  
  public final java.util.Map<String, Integer> wdGetMethodMap() {
     return wdMethodMap;
  }
  
  public Object wdInvokeMethod(int methodNr, Object[] args) throws Throwable {
    
      Object result = null;
      switch(methodNr) {
        default: 
          throw new NoSuchMethodException("Internal Error in generated code: Method nr " + methodNr + " not found.");
      }
  }


}
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// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator
// DON'T MODIFY!!! CHANGES WILL BE LOST WHENEVER THE FILE GETS GENERATED AGAIN
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.cmi.metadata.CMICardinality;
import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

@SuppressWarnings("all")
public class InternalServerCredentialsCompView
  extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIViewController
  implements IPrivateServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCIViewDelegate
{
  private static final long serialVersionUID = 0x5fcdda3c5bb3fa0L;

  /**
   * Framework implementation of Controller that delegates to this.
   */
  private final com.sap.tc.webdynpro.progmodel.gci.IGCIView wdAlterEgo;

  /**
   * Delegate that implements application defined logic.
   */
  private final com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsCompView delegate;


  // ---- Context --------------------------------------------------------------

  IGCINodeInfo infoOrderedBy;
  IGCINodeInfo infoDeliverTo;
  IGCINodeInfo infoProduct;
  IGCINodeInfo infoDataSource;
  IGCINodeInfo infoContext;

  {

    infoOrderedBy = GCIContext.createValueNode("OrderedBy", true, CMICardinality.ONE, CMICardinality.ZERO_TO_ONE, true, null,
      new IGCIAttributeInfo[] {
        GCIContext.createAttribute("orderedBy", "ddic:com.sap.dictionary.string", null, null, false, null),
        GCIContext.createAttribute("ContactName", "ddic:com.sap.dictionary.string", null, null, false, null),
      },
      (IGCINodeInfo[])null // no child nodes
    );

    infoDeliverTo = GCIContext.createValueNode("DeliverTo", true, CMICardinality.ONE, CMICardinality.ZERO_TO_ONE, true, null,
      new IGCIAttributeInfo[] {
        GCIContext.createAttribute("deliverTo", "ddic:com.sap.dictionary.string", null, null, false, null),
        GCIContext.createAttribute("ContactName", "ddic:com.sap.dictionary.string", null, null, false, null),
      },
      (IGCINodeInfo[])null // no child nodes
    );

    infoProduct = GCIContext.createValueNode("Product", true, CMICardinality.ONE, CMICardinality.ZERO_TO_ONE, true, null,
      new IGCIAttributeInfo[] {
        GCIContext.createAttribute("itemNubmer", "ddic:com.sap.dictionary.string", null, null, false, null),
        GCIContext.createAttribute("itemDescription", "ddic:com.sap.dictionary.string", null, null, false, null),
        GCIContext.createAttribute("quantity", "ddic:com.sap.dictionary.integer", null, null, false, null),
        GCIContext.createAttribute("unitPrice", "ddic:com.sap.dictionary.integer", null, null, false, null),
        GCIContext.createAttribute("amount", "ddic:com.sap.dictionary.integer", null, null, false, null),
      },
      (IGCINodeInfo[])null // no child nodes
    );

    infoDataSource = GCIContext.createValueNode("DataSource", true, CMICardinality.ONE, CMICardinality.ZERO_TO_ONE, true, null,
      new IGCIAttributeInfo[] {
        GCIContext.createAttribute("Date", "ddic:com.sap.dictionary.date", null, null, false, null),
        GCIContext.createAttribute("PONum", "ddic:com.sap.dictionary.string", null, null, false, null),
      },
      new IGCINodeInfo[] {
        infoOrderedBy,
        infoDeliverTo,
        infoProduct,
      }
    );

    infoContext = GCIContext.createValueNode("Context", true, CMICardinality.ONE, CMICardinality.ONE, true, null,
      new IGCIAttributeInfo[] {
        GCIContext.createAttribute("pdf", "ddic:com.sap.dictionary.binary", null, null, false, null),
        GCIContext.createAttribute("CredentialAlias", "ddic:com.sap.dictionary.string", null, null, false, null),
        GCIContext.createAttribute("Reason", "ddic:com.sap.dictionary.string", null, null, false, null),
        GCIContext.createAttribute("contactInfo", "ddic:com.sap.dictionary.string", null, null, false, null),
      },
      new IGCINodeInfo[] {
        infoDataSource,
      }
    );

  }
  
  private IContextNode contextNode;

  private void wdInitContextNode() {
    contextNode = new IContextNode(this, infoContext, (Node)null);
  }

  public IWDNode wdGetRootNode() {
    return contextNode;
  }

  public IContextNode wdGetContext() {
    return contextNode;
  }


  // ---- Actions --------------------------------------------------------------

  /**
   * Returns the action with name <code>CertifyDocument</code>.
   */
  public IWDAction wdGetCertifyDocumentAction() {
    return wdAlterEgo.getAction("CertifyDocument");
  }

  /**
   * Returns the action with name <code>VerifyServerCredential</code>.
   */
  public IWDAction wdGetVerifyServerCredentialAction() {
    return wdAlterEgo.getAction("VerifyServerCredential");
  }

  /**
   * Create a new action for this controller. A unique name for the action is generated automatially.
   * @param eventHandler is the action's eventhandler with proper signature
   * @param text is the text displayed in the UI element triggering this action
   */
  public IWDAction wdCreateAction(WDActionEventHandler eventHandler, String text) {
    return wdAlterEgo.createAction(null, eventHandler, text, null);
  }

  /**
   * Create a new action with the given name for this controller.
   * @param eventHandler is the action's eventhandler with proper signature
   * @param name is the action's name
   * @param text is the text displayed in the UI element triggering this action
   */
  public IWDAction wdCreateNamedAction(WDActionEventHandler eventHandler, String name, String text) {
    return wdAlterEgo.createAction(name, eventHandler, text, null);
  }
  
  // ---- Controller part ------------------------------------------------------

  /**
   * Creates a new instance of this controller.
   */
  public InternalServerCredentialsCompView(com.sap.tc.webdynpro.progmodel.gci.IGCIView alterEgo) {
    super(alterEgo);
    this.wdAlterEgo = alterEgo;
    wdInitContextNode();
    this.delegate = new com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsCompView((IPrivateServerCredentialsCompView) this);
    wdAlterEgo.createAction("CertifyDocument", WDActionEventHandler.CERTIFY_DOCUMENT, wdAlterEgo.getLocalizedText("action.ServerCredentialsCompView.CertifyDocument"), "");
    wdAlterEgo.createAction("VerifyServerCredential", WDActionEventHandler.VERIFY_SERVER_CREDENTIAL, wdAlterEgo.getLocalizedText("action.ServerCredentialsCompView.VerifyServerCredential"), "");
  }

  /**
   * Returns the public API for this controller instance.
   */
  public com.sap.tc.webdynpro.progmodel.api.IWDViewController wdGetAPI() {
    return (com.sap.tc.webdynpro.progmodel.api.IWDViewController) wdAlterEgo;
  }

  /**
   * Hook method called to initialize view controller.
   */
  public void wdDoInit() {
    delegate.wdDoInit();
  }

  /**
   * Hook method called to clean up view controller.
   */
  public void wdDoExit() {
    delegate.wdDoExit();
  }

  public void applyServerSignature( ) {
    delegate.applyServerSignature();
  }

  public void verifyServerSignature( ) {
    delegate.verifyServerSignature();
  }

  public Object wdInvokeEventHandler(String handlerName, IWDCustomEvent event)
    throws NoSuchMethodException {
    
      if("onActionCertifyDocument".equals(handlerName)) {

        delegate.onActionCertifyDocument(event );
        return null;
      }
      if("onActionVerifyServerCredential".equals(handlerName)) {

        delegate.onActionVerifyServerCredential(event );
        return null;
      }
      throw new NoSuchMethodException("Eventhandler " + handlerName + " not found for event " + event.getName());
  }


  public void onActionCertifyDocument(IWDCustomEvent wdEvent ) {
    delegate.onActionCertifyDocument(wdEvent );
  }

  public void onActionVerifyServerCredential(IWDCustomEvent wdEvent ) {
    delegate.onActionVerifyServerCredential(wdEvent );
  }



  // ---- UI Tree ---------------------------------------------------------

  // create UI tree
  public com.sap.tc.webdynpro.progmodel.api.IWDViewElement wdCreateUITree()
  {

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDTransparentContainer _RootElement =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDTransparentContainer.class, "RootElement");  
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridLayout _RootElement__Layout =
      _RootElement.createLayout(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridLayout.class);

    com.sap.tc.webdynpro.clientserver.uielib.adobe.api.IWDInteractiveForm _InteractiveForm =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.adobe.api.IWDInteractiveForm.class, "InteractiveForm");  
    _InteractiveForm.setDisplayType(com.sap.tc.webdynpro.clientserver.uielib.adobe.api.WDInteractiveFormDisplayType.valueOf("native"));
    _InteractiveForm.setTemplateSource("ServerCredentialsCompView_InteractiveForm.xdp");
    _InteractiveForm.setHeight("700px");
    _InteractiveForm.setWidth("700px");
    _InteractiveForm.bindDataSource("DataSource");
    _InteractiveForm.bindPdfSource("pdf");
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _InteractiveForm__LayoutData =
      _InteractiveForm.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _InteractiveForm__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _RootElement.addChild(_InteractiveForm);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDHorizontalGutter _HorizontalGutter1 =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDHorizontalGutter.class, "HorizontalGutter1");  
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _HorizontalGutter1__LayoutData =
      _HorizontalGutter1.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _HorizontalGutter1__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _RootElement.addChild(_HorizontalGutter1);
    _RootElement.addChild(wdCreateUITreeForTransContainer_0());

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDButton _Certify =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDButton.class, "Certify");  
    _Certify.setOnAction(wdAlterEgo.getAction("CertifyDocument"));
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _Certify__LayoutData =
      _Certify.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _Certify__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _RootElement.addChild(_Certify);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDHorizontalGutter _HorizontalGutter =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDHorizontalGutter.class, "HorizontalGutter");  
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _HorizontalGutter__LayoutData =
      _HorizontalGutter.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _HorizontalGutter__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _RootElement.addChild(_HorizontalGutter);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDButton _Verify =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDButton.class, "Verify");  
    _Verify.setOnAction(wdAlterEgo.getAction("VerifyServerCredential"));
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _Verify__LayoutData =
      _Verify.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _Verify__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _RootElement.addChild(_Verify);
    return (_RootElement);
  }

  // create UI tree for TransContainer_0
  private com.sap.tc.webdynpro.progmodel.api.IWDUIElement wdCreateUITreeForTransContainer_0()
  {

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDTransparentContainer _TransContainer_0 =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDTransparentContainer.class, "TransContainer_0");  
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _TransContainer_0__LayoutData =
      _TransContainer_0.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _TransContainer_0__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridLayout _TransContainer_0__Layout =
      _TransContainer_0.createLayout(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridLayout.class);
    _TransContainer_0__Layout.setColCount(2);
    _TransContainer_0__Layout.setStretchedHorizontally(false);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDLabel _CredentialAlias_label =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDLabel.class, "CredentialAlias_label");  
    _CredentialAlias_label.setLabelFor("CredentialAlias");
    _CredentialAlias_label.setText((wdAlterEgo.getLocalizedText("view.ServerCredentialsCompView.TransContainer_0.CredentialAlias_label.text")));
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _CredentialAlias_label__LayoutData =
      _CredentialAlias_label.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _CredentialAlias_label__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _TransContainer_0.addChild(_CredentialAlias_label);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDInputField _CredentialAlias =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDInputField.class, "CredentialAlias");  
    _CredentialAlias.bindValue("CredentialAlias");
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _CredentialAlias__LayoutData =
      _CredentialAlias.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _CredentialAlias__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _TransContainer_0.addChild(_CredentialAlias);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDLabel _contactInfo_label =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDLabel.class, "contactInfo_label");  
    _contactInfo_label.setLabelFor("contactInfo");
    _contactInfo_label.setText((wdAlterEgo.getLocalizedText("view.ServerCredentialsCompView.TransContainer_0.contactInfo_label.text")));
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _contactInfo_label__LayoutData =
      _contactInfo_label.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _contactInfo_label__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _TransContainer_0.addChild(_contactInfo_label);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDInputField _contactInfo =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDInputField.class, "contactInfo");  
    _contactInfo.bindValue("contactInfo");
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _contactInfo__LayoutData =
      _contactInfo.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _contactInfo__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _TransContainer_0.addChild(_contactInfo);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDLabel _Reason_label =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDLabel.class, "Reason_label");  
    _Reason_label.setLabelFor("Reason");
    _Reason_label.setText((wdAlterEgo.getLocalizedText("view.ServerCredentialsCompView.TransContainer_0.Reason_label.text")));
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _Reason_label__LayoutData =
      _Reason_label.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _Reason_label__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _TransContainer_0.addChild(_Reason_label);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDInputField _Reason =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDInputField.class, "Reason");  
    _Reason.bindValue("Reason");
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _Reason__LayoutData =
      _Reason.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _Reason__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _TransContainer_0.addChild(_Reason);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDHorizontalGutter _HorizontalGutter2 =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDHorizontalGutter.class, "HorizontalGutter2");  
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _HorizontalGutter2__LayoutData =
      _HorizontalGutter2.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _HorizontalGutter2__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _TransContainer_0.addChild(_HorizontalGutter2);
    return (_TransContainer_0);
  }
  

  /**
   * Hook method called to modify view before rendering. Access to UI elements
   * is via the given view API only!
   * 
   * @param view The view's generic API, as provided by Web Dynpro.
   *        Provides access to UI elements.
   * @param firstTime indicates whether the hook is called for the first time
   * during the lifetime of this view
   */
  public void wdDoModifyView(IWDView view, boolean firstTime) {
    delegate.wdDoModifyView(view, firstTime);
  }

  /**
   * Handles context menu event.
   * 
   * @param contextMenuManager the context menu manager
   * @param event the context menu event
   */
  public final void wdOnContextMenu
  (
    final Object contextMenuManager,
    final com.sap.tc.webdynpro.progmodel.api.IWDContextMenuEvent event 
  )
  {
    delegate.wdOnContextMenu
    (
      (com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDContextMenuManager) contextMenuManager,
      event
    );
  }

  /**
   * Hook method called to do additional validation of user input.
   * 
   * @param validation gives access to report validation errors
   */
  public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction validation) {
    delegate.wdDoBeforeAction(validation);
  }


}
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com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/InternalServerCredentialsWindow.java
// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator
// DON'T MODIFY!!! CHANGES WILL BE LOST WHENEVER THE FILE GETS GENERATED AGAIN
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.cmi.metadata.CMICardinality;
import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

@SuppressWarnings("all")
public class InternalServerCredentialsWindow
  extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIWindowController
  implements IPrivateServerCredentialsWindow, com.sap.tc.webdynpro.progmodel.gci.IGCIViewDelegate
{
  private static final long serialVersionUID = 0x79fb02ffff40df9eL;

  /**
   * Framework implementation of Controller that delegates to this.
   */
  private final com.sap.tc.webdynpro.progmodel.gci.IGCIView wdAlterEgo;

  /**
   * Delegate that implements application defined logic.
   */
  private final com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsWindow delegate;


  // ---- Context --------------------------------------------------------------

  IGCINodeInfo infoContext;

  {

    infoContext = GCIContext.createValueNode("Context", true, CMICardinality.ONE, CMICardinality.ONE, true, null,
      (IGCIAttributeInfo[])null, // no attributes
      (IGCINodeInfo[])null // no child nodes
    );

  }
  
  private IContextNode contextNode;

  private void wdInitContextNode() {
    contextNode = new IContextNode(this, infoContext, (Node)null);
  }

  public IWDNode wdGetRootNode() {
    return contextNode;
  }

  public IContextNode wdGetContext() {
    return contextNode;
  }


  // ---- Actions --------------------------------------------------------------

  /**
   * Create a new action for this controller. A unique name for the action is generated automatially.
   * @param eventHandler is the action's eventhandler with proper signature
   * @param text is the text displayed in the UI element triggering this action
   */
  public IWDAction wdCreateAction(WDActionEventHandler eventHandler, String text) {
    return wdAlterEgo.createAction(null, eventHandler, text, null);
  }

  /**
   * Create a new action with the given name for this controller.
   * @param eventHandler is the action's eventhandler with proper signature
   * @param name is the action's name
   * @param text is the text displayed in the UI element triggering this action
   */
  public IWDAction wdCreateNamedAction(WDActionEventHandler eventHandler, String name, String text) {
    return wdAlterEgo.createAction(name, eventHandler, text, null);
  }
  
  // ---- Controller part ------------------------------------------------------

  /**
   * Creates a new instance of this controller.
   */
  public InternalServerCredentialsWindow(com.sap.tc.webdynpro.progmodel.gci.IGCIView alterEgo) {
    super(alterEgo);
    this.wdAlterEgo = alterEgo;
    wdInitContextNode();
    this.delegate = new com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsWindow((IPrivateServerCredentialsWindow) this);
  }

  /**
   * Returns the public API for this controller instance.
   */
  public com.sap.tc.webdynpro.progmodel.api.IWDWindowController wdGetAPI() {
    return (com.sap.tc.webdynpro.progmodel.api.IWDWindowController) wdAlterEgo;
  }

  /**
   * Hook method called to initialize window controller.
   */
  public void wdDoInit() {
    delegate.wdDoInit();
  }

  /**
   * Hook method called to clean up window controller.
   */
  public void wdDoExit() {
    delegate.wdDoExit();
  }

  public Object wdInvokeEventHandler(String handlerName, IWDCustomEvent event)
    throws NoSuchMethodException {
    
      if("onPlugDefault".equals(handlerName)) {

        delegate.onPlugDefault(event );
        return null;
      }
      throw new NoSuchMethodException("Eventhandler " + handlerName + " not found for event " + event.getName());
  }


  public void onPlugDefault(IWDCustomEvent wdEvent ) {
    delegate.onPlugDefault(wdEvent );
  }



  // ---- UI Tree ---------------------------------------------------------

  // create UI tree
  public com.sap.tc.webdynpro.progmodel.api.IWDViewElement wdCreateUITree()
  {
    return null; // other view like controllers (i.e. windows) have no UI tree
  }


  /**
   * Hook method called to modify view before rendering. Access to UI elements
   * is via the given view API only!
   * 
   * @param view The view's generic API, as provided by Web Dynpro.
   *        Provides access to UI elements.
   * @param firstTime indicates whether the hook is called for the first time
   * during the lifetime of this view
   */
  public void wdDoModifyView(IWDView view, boolean firstTime) {
     delegate.wdDoModifyView(view, firstTime);
  }

  /**
   * Hook method called to do additional validation of user input.
   * 
   * @param validation gives access to report validation errors
   */
  public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction validation) {
    delegate.wdDoBeforeAction(validation);
  }


}












com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/ResourceServerCredentialsComp.properties




# ---------------------------------------------------------------------------

# This file has been generated by the Web Dynpro Code Generator

# DON'T MODIFY!!! CHANGES WILL BE LOST WHENEVER THE FILE GETS GENERATED AGAIN

# ---------------------------------------------------------------------------



# Resource bundle for ServerCredentialsComp





# controller ServerCredentialsCompView

# [s2xobj] 0|6b5c2bc5fc784cc2276adbbbcf5b89bb

# [s2x] action.ServerCredentialsCompView.CertifyDocument|0|4a916bb822484cc33f048d66a2e2d9c7|0

action.ServerCredentialsCompView.CertifyDocument = Certify Document

# [s2x] action.ServerCredentialsCompView.VerifyServerCredential|0|de6f18f044784e460df2fc73eeb2a77e|0

action.ServerCredentialsCompView.VerifyServerCredential = Verify Server Credential



# view ServerCredentialsCompView

# [s2xobj] 1|c292618fa0ff4e763f1a85fd581b4810

# [s2x] view.ServerCredentialsCompView.TransContainer_0.CredentialAlias_label.text|1|c3738711f3254aba1b47e4b64633a0fc|0

view.ServerCredentialsCompView.TransContainer_0.CredentialAlias_label.text = Credential Alias

# [s2x] view.ServerCredentialsCompView.TransContainer_0.Reason_label.text|1|a75dcae7aee246a32440fd662f2beed1|0

view.ServerCredentialsCompView.TransContainer_0.Reason_label.text = Reason

# [s2x] view.ServerCredentialsCompView.TransContainer_0.contactInfo_label.text|1|588efe2ca7ac462713e599ddc78c3907|0

view.ServerCredentialsCompView.TransContainer_0.contactInfo_label.text = Contact Info



# Resource Types

# [s2xtype] 0|label



















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/ResourceServerCredentialsComp_en.properties




# ---------------------------------------------------------------------------

# This file has been generated by the Web Dynpro Code Generator

# DON'T MODIFY!!! CHANGES WILL BE LOST WHENEVER THE FILE GETS GENERATED AGAIN

# ---------------------------------------------------------------------------



# Resource bundle for ServerCredentialsComp





# controller ServerCredentialsCompView

action.ServerCredentialsCompView.CertifyDocument = Certify Document

action.ServerCredentialsCompView.VerifyServerCredential = Verify Server Credential



# view ServerCredentialsCompView

view.ServerCredentialsCompView.TransContainer_0.CredentialAlias_label.text = Credential Alias

view.ServerCredentialsCompView.TransContainer_0.Reason_label.text = Reason

view.ServerCredentialsCompView.TransContainer_0.contactInfo_label.text = Contact Info






















demo.sap.com~ifba_server_signatures~WebDynpro Application_srcarchive.zip.HASH
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demo.sap.com~ifba_server_signatures.war






META-INF/MANIFEST.MF



Manifest-Version: 1.0

DC-Name: ifba_server_signatures

DC-Type: Web Dynpro

DC-Vendor: demo.sap.com

Implementation-Title: ifba_server_signatures

Implementation-Vendor: demo.sap.com

Implementation-Version: localDevelopment 20090422123032

SC-Name: MyComponents

SC-Vendor: demo.sap.com



Name: build-information

Build-Counter: 20090422123032

Build-Date: 2009-04-22

Build-Location: localDevelopment

Build-Time: 12:30:32 GMT-07:00 (PDT)

Created-By: DC BuildTool

Source-Location: I808753@PALN00432242B
















WEB-INF/lib/demo.sap.com~ifba_server_signatures.jar








META-INF/MANIFEST.MF




Manifest-Version: 1.0

DC-Name: ifba_server_signatures

DC-Type: Web Dynpro

DC-Vendor: demo.sap.com

Implementation-Title: ifba_server_signatures

Implementation-Vendor: demo.sap.com

Implementation-Version: localDevelopment 20090422123032

SC-Name: MyComponents

SC-Vendor: demo.sap.com



Name: build-information

Build-Counter: 20090422123032

Build-Date: 2009-04-22

Build-Location: localDevelopment

Build-Time: 12:30:32 GMT-07:00 (PDT)

Created-By: DC BuildTool

Source-Location: I808753@PALN00432242B



















com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsComp.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp;
public synchronized class ServerCredentialsComp implements java.io.Serializable {
    private static final long serialVersionUID = -1150811514396024817;
    private static final com.sap.tc.logging.Location logger;
    private final wdp.IPrivateServerCredentialsComp wdThis;
    private final wdp.IPublicServerCredentialsComp$IContextNode wdContext;
    private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdControllerAPI;
    private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdComponentAPI;
    public void ServerCredentialsComp(wdp.IPrivateServerCredentialsComp);
    public void wdDoInit();
    public void wdDoExit();
    public void wdDoPostProcessing(boolean);
    public void wdDoBeforeNavigation(boolean);
    public void wdDoApplicationStateChange(com.sap.tc.webdynpro.progmodel.api.IWDApplicationStateChangeInfo, com.sap.tc.webdynpro.progmodel.api.IWDApplicationStateChangeReturn);
    static void <clinit>();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsCompView.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp;
public synchronized class ServerCredentialsCompView implements java.io.Serializable {
    private static final long serialVersionUID = -7877575526102289079;
    private static final com.sap.tc.logging.Location logger;
    private final wdp.IPrivateServerCredentialsCompView wdThis;
    private final wdp.IPrivateServerCredentialsCompView$IContextNode wdContext;
    private final com.sap.tc.webdynpro.progmodel.api.IWDViewController wdControllerAPI;
    private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdComponentAPI;
    public void ServerCredentialsCompView(wdp.IPrivateServerCredentialsCompView);
    public void wdDoInit();
    public void wdDoExit();
    public void wdDoModifyView(com.sap.tc.webdynpro.progmodel.api.IWDView, boolean);
    public final void wdOnContextMenu(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDContextMenuManager, com.sap.tc.webdynpro.progmodel.api.IWDContextMenuEvent);
    public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction);
    public void applyServerSignature();
    public void verifyServerSignature();
    public void onActionCertifyDocument(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
    public void onActionVerifyServerCredential(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
    static void <clinit>();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsWindow.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp;
public synchronized class ServerCredentialsWindow implements java.io.Serializable {
    private static final long serialVersionUID = 3310297630056189876;
    private static final com.sap.tc.logging.Location logger;
    private final wdp.IPrivateServerCredentialsWindow wdThis;
    private final wdp.IPublicServerCredentialsWindow$IContextNode wdContext;
    private final com.sap.tc.webdynpro.progmodel.api.IWDWindowController wdControllerAPI;
    private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdComponentAPI;
    public void ServerCredentialsWindow(wdp.IPrivateServerCredentialsWindow);
    public void wdDoInit();
    public void wdDoExit();
    public void wdDoModifyView(com.sap.tc.webdynpro.progmodel.api.IWDView, boolean);
    public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction);
    public void onPlugDefault(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
    static void <clinit>();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IConstantServerCredentialsComp.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public abstract interface IConstantServerCredentialsComp {
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IExternalServerCredentialsCompInterface$WD.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public final synchronized class IExternalServerCredentialsCompInterface$WD {
    private void IExternalServerCredentialsCompInterface$WD();
    public static IExternalServerCredentialsCompInterface cast(com.sap.tc.webdynpro.progmodel.api.IWDExternalControllerInterface);
    public static boolean isTypeOf(com.sap.tc.webdynpro.progmodel.api.IWDExternalControllerInterface);
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IExternalServerCredentialsCompInterface.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public abstract interface IExternalServerCredentialsCompInterface extends com.sap.tc.webdynpro.progmodel.api.IWDExternalControllerInterface {
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDExternalController wdGetAPI();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IMessageServerCredentialsComp.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public abstract interface IMessageServerCredentialsComp {
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsComp$WDActionEventHandler.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public final synchronized class IPrivateServerCredentialsComp$WDActionEventHandler extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIActionEventHandlerEnum {
    private static final long serialVersionUID = 6323215738790806506;
    private void IPrivateServerCredentialsComp$WDActionEventHandler(String, boolean, Object[]);
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsComp.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public abstract interface IPrivateServerCredentialsComp extends IPublicServerCredentialsComp {
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateAction(IPrivateServerCredentialsComp$WDActionEventHandler, String);
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateNamedAction(IPrivateServerCredentialsComp$WDActionEventHandler, String, String);
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IContextElement.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IContextElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement {
    private static final long serialVersionUID = -8639909200005752815;
    private InternalServerCredentialsCompView gen_delegate;
    public static final String PDF = pdf;
    public static final String CREDENTIAL_ALIAS = CredentialAlias;
    public static final String REASON = Reason;
    public static final String CONTACT_INFO = contactInfo;
    void IPrivateServerCredentialsCompView$IContextElement(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo);
    public byte[] getPdf();
    public void setPdf(byte[]);
    public String getCredentialAlias();
    public void setCredentialAlias(String);
    public String getReason();
    public void setReason(String);
    public String getContactInfo();
    public void setContactInfo(String);
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IContextNode.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IContextNode extends com.sap.tc.webdynpro.progmodel.context.DataNode {
    private static final long serialVersionUID = 3515482837253985036;
    private InternalServerCredentialsCompView gen_delegate;
    void IPrivateServerCredentialsCompView$IContextNode(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node);
    protected com.sap.tc.webdynpro.progmodel.context.Node createNode(com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node, com.sap.tc.webdynpro.progmodel.context.NodeElement);
    protected com.sap.tc.webdynpro.progmodel.context.NodeElement doCreateElement(com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, Object);
    public com.sap.tc.webdynpro.progmodel.api.IWDContext wdGetAPI();
    public IPrivateServerCredentialsCompView$IContextElement createContextElement();
    public IPrivateServerCredentialsCompView$IContextElement createAndAddContextElement();
    public void bind(IPrivateServerCredentialsCompView$IContextElement);
    public IPrivateServerCredentialsCompView$IContextElement currentContextElement();
    public IPrivateServerCredentialsCompView$IDataSourceNode nodeDataSource();
    public IPrivateServerCredentialsCompView$IDataSourceElement currentDataSourceElement();
    public IPrivateServerCredentialsCompView$IDataSourceElement createDataSourceElement();
    public IPrivateServerCredentialsCompView$IDataSourceElement createAndAddDataSourceElement();
    public IPrivateServerCredentialsCompView$IOrderedByNode nodeOrderedBy();
    public IPrivateServerCredentialsCompView$IOrderedByElement currentOrderedByElement();
    public IPrivateServerCredentialsCompView$IOrderedByElement createOrderedByElement();
    public IPrivateServerCredentialsCompView$IOrderedByElement createAndAddOrderedByElement();
    public IPrivateServerCredentialsCompView$IDeliverToNode nodeDeliverTo();
    public IPrivateServerCredentialsCompView$IDeliverToElement currentDeliverToElement();
    public IPrivateServerCredentialsCompView$IDeliverToElement createDeliverToElement();
    public IPrivateServerCredentialsCompView$IDeliverToElement createAndAddDeliverToElement();
    public IPrivateServerCredentialsCompView$IProductNode nodeProduct();
    public IPrivateServerCredentialsCompView$IProductElement currentProductElement();
    public IPrivateServerCredentialsCompView$IProductElement createProductElement();
    public IPrivateServerCredentialsCompView$IProductElement createAndAddProductElement();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IDataSourceElement.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IDataSourceElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement {
    private static final long serialVersionUID = 2714362197543933348;
    private InternalServerCredentialsCompView gen_delegate;
    public static final String DATE = Date;
    public static final String PO_NUM = PONum;
    void IPrivateServerCredentialsCompView$IDataSourceElement(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo);
    public java.sql.Date getDate();
    public void setDate(java.sql.Date);
    public String getPONum();
    public void setPONum(String);
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IDataSourceNode.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IDataSourceNode extends com.sap.tc.webdynpro.progmodel.context.DataNode {
    private static final long serialVersionUID = -4513989919233222013;
    private InternalServerCredentialsCompView gen_delegate;
    void IPrivateServerCredentialsCompView$IDataSourceNode(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node);
    public IPrivateServerCredentialsCompView$IDataSourceElement createDataSourceElement();
    public IPrivateServerCredentialsCompView$IDataSourceElement createAndAddDataSourceElement();
    public void bind(IPrivateServerCredentialsCompView$IDataSourceElement);
    public IPrivateServerCredentialsCompView$IDataSourceElement currentDataSourceElement();
    public IPrivateServerCredentialsCompView$IOrderedByNode nodeOrderedBy();
    public IPrivateServerCredentialsCompView$IDeliverToNode nodeDeliverTo();
    public IPrivateServerCredentialsCompView$IProductNode nodeProduct();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IDeliverToElement.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IDeliverToElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement {
    private static final long serialVersionUID = 1688303309962639080;
    private InternalServerCredentialsCompView gen_delegate;
    public static final String DELIVER_TO = deliverTo;
    public static final String CONTACT_NAME = ContactName;
    void IPrivateServerCredentialsCompView$IDeliverToElement(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo);
    public String getDeliverTo();
    public void setDeliverTo(String);
    public String getContactName();
    public void setContactName(String);
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IDeliverToNode.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IDeliverToNode extends com.sap.tc.webdynpro.progmodel.context.DataNode {
    private static final long serialVersionUID = -2284885406330760697;
    private InternalServerCredentialsCompView gen_delegate;
    void IPrivateServerCredentialsCompView$IDeliverToNode(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node);
    public IPrivateServerCredentialsCompView$IDeliverToElement createDeliverToElement();
    public IPrivateServerCredentialsCompView$IDeliverToElement createAndAddDeliverToElement();
    public void bind(IPrivateServerCredentialsCompView$IDeliverToElement);
    public IPrivateServerCredentialsCompView$IDeliverToElement currentDeliverToElement();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IOrderedByElement.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IOrderedByElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement {
    private static final long serialVersionUID = -5256330482999381779;
    private InternalServerCredentialsCompView gen_delegate;
    public static final String ORDERED_BY = orderedBy;
    public static final String CONTACT_NAME = ContactName;
    void IPrivateServerCredentialsCompView$IOrderedByElement(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo);
    public String getOrderedBy();
    public void setOrderedBy(String);
    public String getContactName();
    public void setContactName(String);
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IOrderedByNode.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IOrderedByNode extends com.sap.tc.webdynpro.progmodel.context.DataNode {
    private static final long serialVersionUID = -5200956115021575187;
    private InternalServerCredentialsCompView gen_delegate;
    void IPrivateServerCredentialsCompView$IOrderedByNode(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node);
    public IPrivateServerCredentialsCompView$IOrderedByElement createOrderedByElement();
    public IPrivateServerCredentialsCompView$IOrderedByElement createAndAddOrderedByElement();
    public void bind(IPrivateServerCredentialsCompView$IOrderedByElement);
    public IPrivateServerCredentialsCompView$IOrderedByElement currentOrderedByElement();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IProductElement.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IProductElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement {
    private static final long serialVersionUID = -6897930113279221243;
    private InternalServerCredentialsCompView gen_delegate;
    public static final String ITEM_NUBMER = itemNubmer;
    public static final String ITEM_DESCRIPTION = itemDescription;
    public static final String QUANTITY = quantity;
    public static final String UNIT_PRICE = unitPrice;
    public static final String AMOUNT = amount;
    void IPrivateServerCredentialsCompView$IProductElement(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo);
    public String getItemNubmer();
    public void setItemNubmer(String);
    public String getItemDescription();
    public void setItemDescription(String);
    public int getQuantity();
    public void setQuantity(int);
    public int getUnitPrice();
    public void setUnitPrice(int);
    public int getAmount();
    public void setAmount(int);
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$IProductNode.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPrivateServerCredentialsCompView$IProductNode extends com.sap.tc.webdynpro.progmodel.context.DataNode {
    private static final long serialVersionUID = -2449263014921224069;
    private InternalServerCredentialsCompView gen_delegate;
    void IPrivateServerCredentialsCompView$IProductNode(InternalServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node);
    public IPrivateServerCredentialsCompView$IProductElement createProductElement();
    public IPrivateServerCredentialsCompView$IProductElement createAndAddProductElement();
    public void bind(IPrivateServerCredentialsCompView$IProductElement);
    public IPrivateServerCredentialsCompView$IProductElement currentProductElement();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView$WDActionEventHandler.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public final synchronized class IPrivateServerCredentialsCompView$WDActionEventHandler extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIActionEventHandlerEnum {
    private static final long serialVersionUID = 1009872918111567984;
    public static final IPrivateServerCredentialsCompView$WDActionEventHandler CERTIFY_DOCUMENT;
    public static final IPrivateServerCredentialsCompView$WDActionEventHandler VERIFY_SERVER_CREDENTIAL;
    private void IPrivateServerCredentialsCompView$WDActionEventHandler(String, boolean, Object[]);
    static void <clinit>();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public abstract interface IPrivateServerCredentialsCompView {
    public static final com.sap.tc.webdynpro.progmodel.api.IWDEventHandlerId WD_EVENTHANDLER_ON_ACTION_CERTIFY_DOCUMENT;
    public static final com.sap.tc.webdynpro.progmodel.api.IWDEventHandlerId WD_EVENTHANDLER_ON_ACTION_VERIFY_SERVER_CREDENTIAL;
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDViewController wdGetAPI();
    public abstract IPrivateServerCredentialsCompView$IContextNode wdGetContext();
    public abstract void applyServerSignature();
    public abstract void verifyServerSignature();
    public abstract void onActionCertifyDocument(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
    public abstract void onActionVerifyServerCredential(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDAction wdGetCertifyDocumentAction();
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDAction wdGetVerifyServerCredentialAction();
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateAction(IPrivateServerCredentialsCompView$WDActionEventHandler, String);
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateNamedAction(IPrivateServerCredentialsCompView$WDActionEventHandler, String, String);
    static void <clinit>();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsWindow$WDActionEventHandler.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public final synchronized class IPrivateServerCredentialsWindow$WDActionEventHandler extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIActionEventHandlerEnum {
    private static final long serialVersionUID = -806978357184908497;
    private void IPrivateServerCredentialsWindow$WDActionEventHandler(String, boolean, Object[]);
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsWindow.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public abstract interface IPrivateServerCredentialsWindow extends IPublicServerCredentialsWindow {
    public static final com.sap.tc.webdynpro.progmodel.api.IWDEventHandlerId WD_EVENTHANDLER_ON_PLUG_DEFAULT;
    public abstract void onPlugDefault(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateAction(IPrivateServerCredentialsWindow$WDActionEventHandler, String);
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateNamedAction(IPrivateServerCredentialsWindow$WDActionEventHandler, String, String);
    static void <clinit>();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsComp$IContextElement.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPublicServerCredentialsComp$IContextElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement {
    private static final long serialVersionUID = 8570863109316251502;
    private InternalServerCredentialsComp gen_delegate;
    void IPublicServerCredentialsComp$IContextElement(InternalServerCredentialsComp, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo);
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsComp$IContextNode.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPublicServerCredentialsComp$IContextNode extends com.sap.tc.webdynpro.progmodel.context.DataNode {
    private static final long serialVersionUID = -2780637796458785125;
    private InternalServerCredentialsComp gen_delegate;
    void IPublicServerCredentialsComp$IContextNode(InternalServerCredentialsComp, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node);
    protected com.sap.tc.webdynpro.progmodel.context.Node createNode(com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node, com.sap.tc.webdynpro.progmodel.context.NodeElement);
    protected com.sap.tc.webdynpro.progmodel.context.NodeElement doCreateElement(com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, Object);
    public com.sap.tc.webdynpro.progmodel.api.IWDContext wdGetAPI();
    public IPublicServerCredentialsComp$IContextElement createContextElement();
    public IPublicServerCredentialsComp$IContextElement createAndAddContextElement();
    public void bind(IPublicServerCredentialsComp$IContextElement);
    public IPublicServerCredentialsComp$IContextElement currentContextElement();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsComp.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public abstract interface IPublicServerCredentialsComp {
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDComponent wdGetAPI();
    public abstract IPublicServerCredentialsComp$IContextNode wdGetContext();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsWindow$IContextElement.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPublicServerCredentialsWindow$IContextElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement {
    private static final long serialVersionUID = -4679809869407080195;
    private InternalServerCredentialsWindow gen_delegate;
    void IPublicServerCredentialsWindow$IContextElement(InternalServerCredentialsWindow, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo);
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsWindow$IContextNode.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class IPublicServerCredentialsWindow$IContextNode extends com.sap.tc.webdynpro.progmodel.context.DataNode {
    private static final long serialVersionUID = 467887448935005792;
    private InternalServerCredentialsWindow gen_delegate;
    void IPublicServerCredentialsWindow$IContextNode(InternalServerCredentialsWindow, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node);
    protected com.sap.tc.webdynpro.progmodel.context.Node createNode(com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, com.sap.tc.webdynpro.progmodel.context.Node, com.sap.tc.webdynpro.progmodel.context.NodeElement);
    protected com.sap.tc.webdynpro.progmodel.context.NodeElement doCreateElement(com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo, Object);
    public com.sap.tc.webdynpro.progmodel.api.IWDContext wdGetAPI();
    public IPublicServerCredentialsWindow$IContextElement createContextElement();
    public IPublicServerCredentialsWindow$IContextElement createAndAddContextElement();
    public void bind(IPublicServerCredentialsWindow$IContextElement);
    public IPublicServerCredentialsWindow$IContextElement currentContextElement();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsWindow.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public abstract interface IPublicServerCredentialsWindow {
    public abstract com.sap.tc.webdynpro.progmodel.api.IWDWindowController wdGetAPI();
    public abstract IPublicServerCredentialsWindow$IContextNode wdGetContext();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/InternalServerCredentialsComp.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class InternalServerCredentialsComp extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIComponentController implements IPrivateServerCredentialsComp, com.sap.tc.webdynpro.progmodel.gci.IGCIComponentDelegate {
    private static final long serialVersionUID = -7959463773470568055;
    private final com.sap.tc.webdynpro.progmodel.gci.IGCIComponent wdAlterEgo;
    private final com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp delegate;
    com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo infoContext;
    private IPublicServerCredentialsComp$IContextNode contextNode;
    private static final java.util.Map wdMethodMap;
    private void wdInitContextNode();
    public com.sap.tc.webdynpro.progmodel.api.IWDNode wdGetRootNode();
    public IPublicServerCredentialsComp$IContextNode wdGetContext();
    public com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateAction(IPrivateServerCredentialsComp$WDActionEventHandler, String);
    public com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateNamedAction(IPrivateServerCredentialsComp$WDActionEventHandler, String, String);
    public void InternalServerCredentialsComp(com.sap.tc.webdynpro.progmodel.gci.IGCIComponent);
    public com.sap.tc.webdynpro.progmodel.api.IWDComponent wdGetAPI();
    public void wdDoInit();
    public void wdDoExit();
    public void wdDoPostProcessing(boolean);
    public void wdDoBeforeNavigation(boolean);
    public void wdDoApplicationStateChange(com.sap.tc.webdynpro.progmodel.api.IWDApplicationStateChangeInfo, com.sap.tc.webdynpro.progmodel.api.IWDApplicationStateChangeReturn);
    public Object wdInvokeEventHandler(String, com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent) throws NoSuchMethodException;
    public final java.util.Map wdGetMethodMap();
    public Object wdInvokeMethod(int, Object[]) throws Throwable;
    static void <clinit>();
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/InternalServerCredentialsCompView.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class InternalServerCredentialsCompView extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIViewController implements IPrivateServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCIViewDelegate {
    private static final long serialVersionUID = 431463359787515808;
    private final com.sap.tc.webdynpro.progmodel.gci.IGCIView wdAlterEgo;
    private final com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsCompView delegate;
    com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo infoOrderedBy;
    com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo infoDeliverTo;
    com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo infoProduct;
    com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo infoDataSource;
    com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo infoContext;
    private IPrivateServerCredentialsCompView$IContextNode contextNode;
    private void wdInitContextNode();
    public com.sap.tc.webdynpro.progmodel.api.IWDNode wdGetRootNode();
    public IPrivateServerCredentialsCompView$IContextNode wdGetContext();
    public com.sap.tc.webdynpro.progmodel.api.IWDAction wdGetCertifyDocumentAction();
    public com.sap.tc.webdynpro.progmodel.api.IWDAction wdGetVerifyServerCredentialAction();
    public com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateAction(IPrivateServerCredentialsCompView$WDActionEventHandler, String);
    public com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateNamedAction(IPrivateServerCredentialsCompView$WDActionEventHandler, String, String);
    public void InternalServerCredentialsCompView(com.sap.tc.webdynpro.progmodel.gci.IGCIView);
    public com.sap.tc.webdynpro.progmodel.api.IWDViewController wdGetAPI();
    public void wdDoInit();
    public void wdDoExit();
    public void applyServerSignature();
    public void verifyServerSignature();
    public Object wdInvokeEventHandler(String, com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent) throws NoSuchMethodException;
    public void onActionCertifyDocument(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
    public void onActionVerifyServerCredential(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
    public com.sap.tc.webdynpro.progmodel.api.IWDViewElement wdCreateUITree();
    private com.sap.tc.webdynpro.progmodel.api.IWDUIElement wdCreateUITreeForTransContainer_0();
    public void wdDoModifyView(com.sap.tc.webdynpro.progmodel.api.IWDView, boolean);
    public final void wdOnContextMenu(Object, com.sap.tc.webdynpro.progmodel.api.IWDContextMenuEvent);
    public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction);
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/InternalServerCredentialsWindow.class




package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;
public synchronized class InternalServerCredentialsWindow extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIWindowController implements IPrivateServerCredentialsWindow, com.sap.tc.webdynpro.progmodel.gci.IGCIViewDelegate {
    private static final long serialVersionUID = 8789622396266012574;
    private final com.sap.tc.webdynpro.progmodel.gci.IGCIView wdAlterEgo;
    private final com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsWindow delegate;
    com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo infoContext;
    private IPublicServerCredentialsWindow$IContextNode contextNode;
    private void wdInitContextNode();
    public com.sap.tc.webdynpro.progmodel.api.IWDNode wdGetRootNode();
    public IPublicServerCredentialsWindow$IContextNode wdGetContext();
    public com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateAction(IPrivateServerCredentialsWindow$WDActionEventHandler, String);
    public com.sap.tc.webdynpro.progmodel.api.IWDAction wdCreateNamedAction(IPrivateServerCredentialsWindow$WDActionEventHandler, String, String);
    public void InternalServerCredentialsWindow(com.sap.tc.webdynpro.progmodel.gci.IGCIView);
    public com.sap.tc.webdynpro.progmodel.api.IWDWindowController wdGetAPI();
    public void wdDoInit();
    public void wdDoExit();
    public Object wdInvokeEventHandler(String, com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent) throws NoSuchMethodException;
    public void onPlugDefault(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent);
    public com.sap.tc.webdynpro.progmodel.api.IWDViewElement wdCreateUITree();
    public void wdDoModifyView(com.sap.tc.webdynpro.progmodel.api.IWDView, boolean);
    public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction);
}
















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/ResourceServerCredentialsComp.properties




# ---------------------------------------------------------------------------

# This file has been generated by the Web Dynpro Code Generator

# DON'T MODIFY!!! CHANGES WILL BE LOST WHENEVER THE FILE GETS GENERATED AGAIN

# ---------------------------------------------------------------------------



# Resource bundle for ServerCredentialsComp





# controller ServerCredentialsCompView

# [s2xobj] 0|6b5c2bc5fc784cc2276adbbbcf5b89bb

# [s2x] action.ServerCredentialsCompView.CertifyDocument|0|4a916bb822484cc33f048d66a2e2d9c7|0

action.ServerCredentialsCompView.CertifyDocument = Certify Document

# [s2x] action.ServerCredentialsCompView.VerifyServerCredential|0|de6f18f044784e460df2fc73eeb2a77e|0

action.ServerCredentialsCompView.VerifyServerCredential = Verify Server Credential



# view ServerCredentialsCompView

# [s2xobj] 1|c292618fa0ff4e763f1a85fd581b4810

# [s2x] view.ServerCredentialsCompView.TransContainer_0.CredentialAlias_label.text|1|c3738711f3254aba1b47e4b64633a0fc|0

view.ServerCredentialsCompView.TransContainer_0.CredentialAlias_label.text = Credential Alias

# [s2x] view.ServerCredentialsCompView.TransContainer_0.Reason_label.text|1|a75dcae7aee246a32440fd662f2beed1|0

view.ServerCredentialsCompView.TransContainer_0.Reason_label.text = Reason

# [s2x] view.ServerCredentialsCompView.TransContainer_0.contactInfo_label.text|1|588efe2ca7ac462713e599ddc78c3907|0

view.ServerCredentialsCompView.TransContainer_0.contactInfo_label.text = Contact Info



# Resource Types

# [s2xtype] 0|label



















com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/ResourceServerCredentialsComp_en.properties




# ---------------------------------------------------------------------------

# This file has been generated by the Web Dynpro Code Generator

# DON'T MODIFY!!! CHANGES WILL BE LOST WHENEVER THE FILE GETS GENERATED AGAIN

# ---------------------------------------------------------------------------



# Resource bundle for ServerCredentialsComp





# controller ServerCredentialsCompView

action.ServerCredentialsCompView.CertifyDocument = Certify Document

action.ServerCredentialsCompView.VerifyServerCredential = Verify Server Credential



# view ServerCredentialsCompView

view.ServerCredentialsCompView.TransContainer_0.CredentialAlias_label.text = Credential Alias

view.ServerCredentialsCompView.TransContainer_0.Reason_label.text = Reason

view.ServerCredentialsCompView.TransContainer_0.contactInfo_label.text = Contact Info






















WEB-INF/web.xml



 












WEB-INF/webdynpro.xml



 
         
    
     
     
     
        
         
                       
                
             
        
        
         
                    
                
                  
                          
             
        
        
         
        
        
         
        
         
         
         
             7.1101.20081011153236.0000 (release=711_SP_REL, buildtime=2008-10-11T17:27:01+0000, changelist=188610, host=pwdfm244, is-central=true)
             7.1101.20081011153236.0000 (release=711_SP_REL, buildtime=2008-10-11T17:30:11+0000, changelist=188610, host=pwdfm244, is-central=true)
             7.1101.20081011143236.0000 (release=711_SP_REL, buildtime=2008-10-11T17:34:24+0000, changelist=188425, host=pwdfm244, is-central=true)
             7.1101.20081011153236.0000 (release=711_SP_REL, buildtime=2008-10-11T17:41:13+0000, changelist=503835, host=pwdfm244, is-central=true)
             7.1101.20081011153236.0000
             7.1101.20081011153236.0000 (release=711_SP_REL, buildtime=2008-10-11T17:39:05+0000, changelist=188424, host=pwdfm244, is-central=true)
             7.1101.20081011153236.0000 (release=711_SP_REL, buildtime=2008-10-11T17:39:31+0000, changelist=188424, host=pwdfm244, is-central=true)
             7.1101.20081011153236.0000 (release=711_SP_REL, buildtime=2008-10-11T18:00:27+0000, changelist=498890, host=pwdfm244, is-central=true)
             7.1101.20081011153236.0000 (release=711_SP_REL, buildtime=2008-10-11T18:00:44+0000, changelist=498890, host=pwdfm244, is-central=true)
             7.1101.20081011153236.0000 (release=711_SP_REL, buildtime=2008-10-11T17:59:57+0000, changelist=498890, host=pwdfm244, is-central=true)
             7.1101.20081011153236.0000 (release=711_SP_REL, buildtime=2008-10-11T17:56:10+0000, changelist=499584, host=pwdfm244, is-central=true)
        
    













WEB-INF/webdynpro/Applications/com.sap.demo.ifba_server_signatures.servercredentials.ServerCredentials/wdrr.xml
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// Log reporting levels.
const debugLogLevel = 0;
const debugLogLevelText = "debug";

const infoLogLevel = 1;
const infoLogLevelText = "info";

const errorLogLevel = 2;
const errorLogLevelText = "error";

// Idle timer for the dynamic PDF dirty flag for lock, unlock and setFieldState messages. 
// We need to assign the timer to a variable to avoid garbage collection.
var idleDirtyStateTimer = null; 

/**
 * Retrieve a pointer to the root global value DOM node. 
 * Global values are stored in a non-form data section of the DOM.
 * The root is created if it is not already defined.
 *
 * @return Root global value DOM node
 */
function getGlobalDataParent() {
	var globalDataParent = null;
	if((globalDataParent = xfa.datasets.ContainerFoundation_JS_Global_Values) == null) {
		globalDataParent = xfa.datasets.createNode("dataGroup", "ContainerFoundation_JS_Global_Values");
		xfa.datasets.nodes.append(globalDataParent);
	} 
	
	return globalDataParent;
}

/**
 * Convert the passed in value to a string.
 *
 * @param number The value to be converted to a string
 *
 * @return string representation of the passed in value
 */
function numberToString(number) {
	return number += "";
}

/**
 * Convert the passed in value to an integer.
 *
 * @param str The value to be converted to an integer
 *
 * @return integer representation of the passed in string
 */
function stringToInteger(str) {
	return parseInt(str);
}

/**
 * Checks to see if the global value data type is an integer.
 *
 * @param name Name of the global value type to check
 *
 * @return true if the global value data type is an integer, false otherwise
 */
// TODO: provide a better way to determine the global property data type then using names.
function isGlobalValueAnInteger(name) {
	return ((name == "lockRefCount") || 
	        (name == "setFieldStateRefCount") || 
	        (name == "logReportingLevel"));
}

/**
 * Checks to see if the global value data type is a boolean.
 *
 * @param name Name of the global value type to check
 *
 * @return true if the global value data type is a boolean, false otherwise
 */
function isGlobalValueABoolean(name) {
	return ((name == "processingValueHelp") || 
			(name == "isDirtyStateValid") ||
		   	(name == "pendingLock") ||
	   		(name == "pendingReadOnly") ||
	        (name == "processingF4HelpOpen"));
}

/**
 * Convert the named global value to a string representation for storage.
 * Curently only strings, booleans and integers are supported.
 *
 * @param name Name of the global value to convert
 * @param value Value to be converted
 *
 * @return string representation of the passed in value
 */
function convertGlobalValueForStorage(name, value) {
	var returnValue = value;

	if(isGlobalValueAnInteger(name)) {
		returnValue = numberToString(value);
	} else if(isGlobalValueABoolean(name)) {
		if(value == false) {
		 	returnValue = "false";
		} else {
			returnValue = "true";
		}
	}

	return returnValue;
}

/**
 * Convert the string representation to the native data type for the named global property.
 * Curently only strings, booleans and integers are supported.
 *
 * @param name Name of the global value to convert
 * @param value String representation to convert
 *
 * @return native data type for the named global property
 */
function convertGlobalValueForRetrieval(name, value) {
	var returnValue = value;

	if(isGlobalValueAnInteger(name)) {
		returnValue = stringToInteger(value);
	} else if(isGlobalValueABoolean(name)) {
		if(value == "false") {
		 	returnValue = false;
		} else {
			returnValue = true;
		}
	}

	return returnValue;
}

/**
 * Set a default value for the named global property. No action 
 * is taken if the named property is already defined. Curently 
 * only strings, booleans and integers are supported.
 *
 * @param name Name of the global property to set
 * @param value Default for the named property
 */
function setGlobalValueDefault(name, value) {
	var currentValue = getGlobalValue(name);
	if(currentValue == null) {
		setGlobalValue(name, value);
	}	
}

/**
 * Set a value for the named global property. The propery is 
 * created if it is not already defined. Curently only strings, 
 * booleans and integers are supported.
 *
 * @param name Name of the global property to set
 * @param value New value for the named property
 */
function setGlobalValue(name, value) {
	try {
		var globalData = getGlobalDataParent(); 
		if(globalData != null) {
			var valueNode = null;
			eval("valueNode = globalData." + name + ";"); 
			if(valueNode == null) {
				valueNode = xfa.datasets.createNode("dataValue", name);
				xfa.datasets.ContainerFoundation_JS_Global_Values.nodes.append(valueNode);				
			} 
			
			// The DOM can only store strings so conversion is needed.			
		    valueNode.value = convertGlobalValueForStorage(name, value);
		}		
	} catch (ex) {
		reportException("Error setting global value: " + name + " to: " + value, ex);
	}
}

/**
 * Retrieve current value of the named global property. Curently only strings, 
 * booleans and integers are supported.
 *
 * @param name Name of the global property to retrieve
 *
 * @return current value of global property if defined, null otherwise 
*/
function getGlobalValue(name) {
	var returnValue = null;
	
	try {
		var globalData = getGlobalDataParent();
		if(globalData != null) {
			var valueNode = null; 
			eval("valueNode = globalData." + name + ";");
			if(valueNode != null) {
				// The DOM can only store strings so conversion is needed.
				returnValue = convertGlobalValueForRetrieval(name, valueNode.value); 
			} 
		} 
	} catch(ex) {
		reportException("Error getting global value: " + name, ex);
	}

	return returnValue;
}

/**
 * Set the current log reporting level for the container. Called from 
 * the container when it requires more or less log information. 
 *
 * @param level New log reporting level
 */
function setLogReportingLevel(level) {
	if(level == errorLogLevelText) {
		setGlobalValue("logReportingLevel", errorLogLevel);
	} else if (level == infoLogLevelText) {
		setGlobalValue("logReportingLevel", infoLogLevel);
	} else if(level == debugLogLevelText) {
		setGlobalValue("logReportingLevel", debugLogLevel);
	} else {
		// remains unchanged
		SendLogMessage(event.target, errorLogLevel, "Invalid log level passed to setLogReportingLevel(): " + level);	
	}
}

/**
 * Return the log reporting level as text.
 *
 * @param level Log reporting level
 */ 
function getLogLevelText(level) {
	if(level == errorLogLevel) {
		return errorLogLevelText;
	} else if (level == infoLogLevel) {
		return infoLogLevelText;
	} else if(level == debugLogLevel) {
		return debugLogLevelText;
	} else {
		return "undefined";	
	}
}

/**
 * Report an exception to the container via an error log message.
 *
 * @param prefix Pre-exception message text.
 * @param exception Exception object to report.
 */
function reportException(prefix, exception) {
	var error = prefix + "\n";
	for(var i in exception) { 
		error += i + ":" + exception[i] + "\n";
	}
	SendLogMessage(event.target, errorLogLevel, error);
}

/**
 * Retrieve the Acrobat application name (i.e. Reader).
 *
 * @return name of current Acrobat application or "unknown". 
 */	
function getAcrobatApplicationName() {
	var application = "Unknown";
	switch (app.viewerType) {
		case "Reader":
			application = "Adobe Reader";
			break;

		case "Exchange":
			application = "Adobe Acrobat Standard";
			break;

		case "Exchange-Pro":
			application = "Adobe Acrobat Professional";
			break;
	}
	return application;
}	

/**
 * Send a log message to the containing application. We prefix the viewer name to 
 * the string to assist in debugging.  We also prefix the current date and time to 
 * the message.
 *
 * @param doc Document with host container object.
 * @param level Log reporting level for this message.
 * @param message The message sent to the container application.
 */
function SendLogMessage(doc, level, message) {
	var logReportingLevel = getGlobalValue("logReportingLevel");
	if(level >= logReportingLevel) {
		var application = getAcrobatApplicationName();

		// Timestamp message 
		var time = new Date();  // format 2005-06-01T09:33:28.376Z
		var timeAsString = time.getUTCFullYear() + "-" + adjustLogTimeField(time.getUTCMonth() + 1, 10) + "-" + 
						   adjustLogTimeField(time.getUTCDate(), 10) + "T" + adjustLogTimeField(time.getUTCHours(), 10) + 
						   ":" + adjustLogTimeField(time.getUTCMinutes(), 10) + ":" + adjustLogTimeField(time.getUTCSeconds(), 10) + 
						   "." + adjustLogTimeField(time.getUTCMilliseconds(), 100) + "Z";

		// Send to container logger.
		SendMessageToContainer(doc, "log", getLogLevelText(level) + ": " + application + ": " + timeAsString + ": " + message, "", "", "");
	}
}

/**
 * Add leading "0"s to the passed in value if it is less then the radix.
 *
 * @param value Value to pad with leading "0"s
 * @param radix Used to determine the number of leading "0"s
 * 
 * @return value with padded "0"s
 */
function adjustLogTimeField(value, radix) {
	if(value < radix) {
		return (((radix == 10) || ((radix == 100) && (value > 9))) ? "0" : "00") + value;
	} else {
		return value;
	}
}

/**
 * Install the embedded PDF message handler. This allows the PDF to
 * process messages from the container. It is not installed if we
 * are running on the server (i.e. PDFMM or XMLFM).

 * Store the document in the message handler so it can be accessed 
 * during message processing as this.doc.
 */
function RegisterMessageHandler() {
	/*****************************************************/
	/* Set up reasonable defaults for the global values. */
	/*****************************************************/
	 
	// Level of log information to return to the container.
	setGlobalValueDefault("logReportingLevel", errorLogLevel); 
	
	// Reference count lock/unlock calls.
	setGlobalValueDefault("lockRefCount", 0);
	
	// List of read-only/restore SOM expressions for fields with "open" access.
	setGlobalValueDefault("openFieldSOM", "");
	
	// List of lock/unlock SOM expressions for fields with "open" access.
	// This will disappear once the Reader user interface lock down call is supported.
	setGlobalValueDefault("openUIFieldSOM", "");

	// Reference count setFieldState readOnly/restore calls.
	setGlobalValueDefault("setFieldStateRefCount", 0);
	
	// SOM expression for the list type field currently being modified.
	setGlobalValueDefault("currentListTypeField", "");

	// Used by the SAP ValueHelpDropDown.xfo to avoid repeated processing in the PreOpen event.
	setGlobalValueDefault("processingValueHelp", false);
	
	// Used by the SAP Enumerated Drop-down list No S.xfo and EnumListDropDown.xfo
	// files to avoid repeated processing in the PreOpen event.
	setGlobalValueDefault("processingF4HelpOpen", false);
	
	// Pending lock or read-only operations.
	setGlobalValueDefault("pendingLock", false);
	setGlobalValueDefault("pendingReadOnly", false);
	
	// Coordinate reset of the dirty flag for lock, unlock and setFieldState messages.
	setGlobalValueDefault("isDirtyStateValid", true);
	
	/**********************************************************************/
	/* Register a message handler to process messages from the container. */
	/**********************************************************************/
	
	try {
		// Embedded PDF message handler.
		event.target.hostContainer.messageHandler = {

			doc: event.target, 
			
			onMessage: function(strings) {			
				// Always expect a string array. Each case below knows 
				// what the array contents should be.
				var operation = strings[0]; // Operation to perform.

				var logStr = "OnMessage received:\n";
				for(var i=0; i<strings.length; i++) {
					logStr += "[" + i + "] - " + strings[i] + "\n";
				}
				SendLogMessage(this.doc, debugLogLevel, logStr);

				// If new data was loaded into the form there might
				// be a pending lock or read-only to be performed.
				// This is checked here since the field event handlers
				// need to fire first, there may be scripts that
				// modify the access settings. Perform these pending
				// operations before processing the current message. 
				// Both pendings will never be true at the same time. 
				if(getGlobalValue("pendingLock") == true) {
					lockForm(this.doc, true);					
					setGlobalValue("pendingLock", false);
					setGlobalValue("pendingReadOnly", false);
				} else if(getGlobalValue("pendingReadOnly") == true) {
					setFormReadOnlyRestore(this.doc, "readOnly", true);
					setGlobalValue("pendingReadOnly", false);
					setGlobalValue("pendingLock", false);
				}

				switch (operation) {
 
					// This script is currently not required because we are 
					// relying on the default behavior of the viewer to set
					// the dirty flag only when necessary. If SAP does require
					// the ability to set the dirty flag manually in the future,
					// uncomment the code below.

					/*
					case "dirty": {
		   				SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to set the dirty state of the document.");
						try {
							this.dirty = eval(strings[1]);
						} catch (ex) {
							reportException("Error evaluating: " + strings[1]+ " while setting the document dirty flag:", ex);
						}
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to set the document dirty state: " + this.dirty);
						break;
					}
					*/
					
					// The container application is asking us to return the embedded acrobat object version number.
					
					case "getAcrobatVersion": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to retrieve the acrobat version.");
						SendMessageToContainer(this.doc, "acrobatVersion", getAcrobatApplicationName() + " " + xfa.host.version, "", "", "");
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to retrieve the acrobat version.");
						break;
					}

					// The container application is asking us to set the user interface focus on the provided field.
					
					case "setCursor" : {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to set the user interface focus to: " + strings[1] + ".");
						xfa.host.setFocus(strings[1]);
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to set the user interface focus to: " + strings[1] + ".");
						break;
					}
					
					// The container application is asking us to adjust the level of 
					// log informetion reported to it. The levels are "debug", "info"
					// and "error". The level remains unchanged if an invalid level is
					// specified.
					
					case "setLogReportingLevel": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to adjust the log level: " + strings[1] + ".");
						setLogReportingLevel(strings[1]);
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to adjust the log level: " + strings[1] + ".");
						break;
					}

					// The container application is requesting the current log reporting level.
					// The possible levels are "debug", "info" and "error". 
					
					case "getLogReportingLevel": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to return the current log reporting level.");
						SendMessageToContainer(this.doc, "logReportingLevel", getLogLevelText(getGlobalValue("logReportingLevel")), "", "", ""); 
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to return the current log reporting level.");
						break;
					}

					// The container application is asking us to retrieve data from  
					// the server and merge it into the document. The server will 
					// return a response containing the data to be merged. A 
					// "finishedSettingData" message is sent to the container when 
					// the operation is finished.

					case "getDataFromServer": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to retrieve data from server: " + strings[1] + ".");
						GetDataFromServer(this.doc, strings[1], strings[2]);
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to retrieve data from server: " + strings[1] + ".");
						break;
					}

					// The container application is asking us to submit the data 
					// (or the entire PDF if nedded) up to the server so it 
					// can be processed. The server will return a response to us 
					// which we will immediately forward back to the containing 
					// application as it will know what to do with it.

					case "sendDataToServer": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to submit the data to server: " + strings[1] + ".");
						SendDataToServer(this.doc, strings[1], strings[2], strings[3]);
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to submit the data to server: " + strings[1] + ".");
						break;
					}

					// One message that we must receive is to get whether or not the 
					// document is dirty.  This information is used to show the user 
					// a warning dialog if they are going to the next step in a workflow 
					// without submitting or saving their data.

					case "isDocDirty": {								
						isDocDirty(this.doc);
						break;
					}

					// The container application is asking us to return the active
					// document's view state. This is needed if the document is 
					// displayed in a portal and needs to be redisplayed after submiting
					// data to the server. A "setViewState" message will be sent when 
					// the document is redisplayed.
	
					case "getViewState": {
						var viewState = this.doc.viewState; 
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to retrieve the active document view state.");
						SendMessageToContainer(this.doc, "viewState", (viewState ? viewState : null), "", "", ""); // Object type should not be a problem with JS's weak type checking
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to retrieve the active document view state.");
						break;
					}

					// The container application is asking us to return the active
					// document to a previous view state. This is needed if the document 
					// is displayed in a portal and needs to be redisplayed after submiting
					// data to the server.
	
					case "setViewState": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to set the active document view state.");
						SetViewState(this.doc, strings[1]); // Object type should not be a problem with JS's weak type checking
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to set the active document view state.");
						break;
					}

					// The container application is asking us to set the document field 
					// level access. Only fields with open access are modified. This is 
					// closely tied into the lock/unlock SOM list and code.
					
					case "setFieldState": {
						setFormReadOnlyRestore(this.doc, strings[1], false);												
						break;
					}

					// The container application is asking us to lock the viewer application. For Acrobat 7 this
					// is limited to setting all the fields to read-only status. In Acrobat 8 we will lock the 
					// entire document and user interface.
			
					case "lock": {
						lockForm(this.doc, false);
						break;
					}

					// The container application is asking us to unlock the viewer application. See notes 
					// for the lock operation above.

					case "unlock": {
						unlockForm(this.doc, false);
						break;
					}					

					// Reset the values of the global properties to their default values.  Attempt to leave the form
					// unlocked after we are done.  The one argument should be true if the user wants an unlock to be
					// attempted (default is false).  Watson 1276182

					case "resetStateInformation": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to reset the state information: " + strings[1] + ".");

						// Check the lock status since the state information will not be available to keep track of it.
						var originalDirty = this.doc.dirty;

						if((strings[1] != undefined) && (strings[1] == "true")) {
							var openUIFieldSOM = getGlobalValue("openUIFieldSOM");
							if((openUIFieldSOM != null) && (openUIFieldSOM.length > 0)) {
								SendLogMessage(this.doc, infoLogLevel, "resetStateInformation attempting to revert from a previous lock.");
								SetFieldState("restore", openUIFieldSOM); // Only restore from a lock but not from a read-only.
								SendLogMessage(this.doc, infoLogLevel, "resetStateInformation finished attempting to revert from a previous lock.");
							}
						}

						setGlobalValue("lockRefCount", 0);
						setGlobalValue("openFieldSOM", "");
						setGlobalValue("openUIFieldSOM", "");
						setGlobalValue("setFieldStateRefCount", 0);
						setGlobalValue("currentListTypeField", "");
						setGlobalValue("processingValueHelp", false);
						setGlobalValue("processingF4HelpOpen", false);
						setGlobalValue("pendingLock", false);
						setGlobalValue("pendingReadOnly", false);
						setGlobalValue("isDirtyStateValid", true);
						
						// Reset dirty state valid flag for dynamic PDFs.
						idleDirtyStateTimer = null;

						// Output the info. log message before setting the log level to its default (error) level.
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to reset the state information.");

						setGlobalValue("logReportingLevel", errorLogLevel);

						// Reset the original form dirty state. Dynamic PDF needs a timer.
						if(this.doc.dynamicXFAForm == true) {
							setGlobalValue("isDirtyStateValid", false);
							var timeoutCode = 'this.dirty = ' + originalDirty + '; xfa.form.' + 
										  	  xfa.resolveNode("$data.nodes.item(0)").name + 
						                      '.variables.ContainerFoundation_JS.setGlobalValue("isDirtyStateValid", true);'; 							                      							                    
							idleDirtyStateTimer = app.setTimeOut(timeoutCode, 1); 
						} else {
							setGlobalValue("isDirtyStateValid", true);							
							this.doc.dirty = originalDirty;
						} 

						break;
					}

					// The container application is asking us to modify the value for an XML data node.
					// The viewer application will automatically update the form field to reflect the new value.

					case "setFieldData": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to modify field value: " + strings[1] + ".");
						SetFieldData(this.doc, strings[1], strings[2]);
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to modify field value: " + strings[1]);
						break;
					}

					// The container application is asking us to modify the values for an XML data node
					// associated with a form list type field. The viewer application will automatically 
					// update the form field to reflect the new values.

					case "setListData": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to modify options for list field: " + strings[1] + ".");

						var options = strings.slice(3);
						var logStr = "New list field settings:\n";
						var slot = 0;
					    for (var i = 0; i < options.length; i+=2 ) {
					        logStr += "Option[" + slot + "] - " + options[i] + " Data[" + slot++ + "] - " + options[i+1] + "\n";
						}
						SendLogMessage(this.doc, debugLogLevel, logStr);

						SetListData(this.doc, strings[1], strings[2], options);
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to modify options for a list field.");
						break;
					}
				} // switch
			},

			// The function definition below will get called in response to any error
			// that occurs during the communication process to the containing
			// application.  All we are going to do is print it to the JavaScript
			// console.  We don't want to communicate back to the containing
			// application because if we do, we may encounter the same communication
			// issues, resulting in an infinite loop.

			onError: function(errorObj, stringArray) { 
				try {								   
					var errorString = "Error: " + errorObj.toString() + "\n";
			 		for (var i = 0; i < stringArray.length; i++ ) {
				        errorString += stringArray[i] + "\n";
					}
					console.println(errorString);
					xfa.host.messageBox(errorString);								
				} catch (ex) {
					// some error - see comments above about reporting errors here. 
				}
			},

			// Reader will only allow external applications to communicate with the
			// JavaScript contained within the document if the function below returns
			// true.  We will only allow the communication if the URL of the web page
			// trying to communicate with us comes from the same server that sent the
			// document to us.
			onDisclose: HostContainerDisclosurePolicy.SameOriginPolicy
		};			 
	} catch (ex) {
		reportException("Error installing message handler:", ex);
	}
}

/**
 * Return the dirty state value to the calling application. When lock, unlock and setFieldState
 * are called they should not affect the dirty state. For dynamic PDFs a timer and flag are used 
 * during idle processing to set the flag back to its original state.
 *
 * Reader needs to stop processing for the idle code segments to execute. This is done by converting 
 * the lock, unlock and setFieldState messages to a request/response pair that requires the container
 * application to wait for a response before issuing the next message.
 
 * @param doc Document with host container object reference
 */
function isDocDirty(doc) {
	var eval1 = "xfa.form." + xfa.resolveNode("$data.nodes.item(0)").name + 
    	        ".variables.ContainerFoundation_JS.getGlobalValue('isDirtyStateValid');";
	//xfa.host.messageBox("Eval1: " + eval1);
	//xfa.host.messageBox("Eval1 result: " + eval(eval1));    	        

	if((doc.dynamicXFAForm == true) && (eval(eval1) == false)) {
		// Recall this function in five milliseconds giving the lockForm(),
		// unlockForm() or setFormReadOnlyRestore() timers a chance to run. 
		// Those timers are set to one millisecond giving them higher priority.
		var timerCode = 'xfa.form.' + xfa.resolveNode("$data.nodes.item(0)").name + 
						'.variables.ContainerFoundation_JS.isDocDirty(this)';
		
		var eval2 = "xfa.form." + xfa.resolveNode("$data.nodes.item(0)").name + 
					".variables.ContainerFoundation_JS.idleDirtyStateTimer = app.setTimeOut('" + 
					timerCode + "', 5);";
							    
	    //xfa.host.messageBox("Eval2: " + eval2);  
		eval(eval2);
	} else {	
		var eval3 = "xfa.form." + xfa.resolveNode("$data.nodes.item(0)").name + 
		            ".variables.ContainerFoundation_JS.idleDirtyStateTimer = null;";
		//xfa.host.messageBox("Eval3: " + eval3);
		eval(eval3);
		var dirty = doc.dirty;
		SendLogMessage(doc, infoLogLevel, "Got a message from the container to see if the active document is dirty. Dirty status: " + dirty);
		SendMessageToContainer(doc, "dirtyState", (dirty ? "true" : "false"), "", "", ""); 
		SendLogMessage(doc, infoLogLevel, "Finished message processing to see if the active document is dirty.");
	}
}

/**
 * Lock the current form so that the user cannot interact with it.
 *
 * @param doc Current document reference.
 * @param forceOperation Perform the operation regardless of the reference counting.
 */
function lockForm(doc, forceOperation) {
	SendLogMessage(doc, infoLogLevel, "Got a message from the container to lock the viewer user interface.");

	var lockRefCount = getGlobalValue("lockRefCount");
	if((lockRefCount == 0) || (forceOperation == true)) {	
		var originalDirty = doc.dirty; 						
																							
		// If the read-only/restore list exists then the form is already read-only.
		var openFieldSOM = getGlobalValue("openFieldSOM");
		if((openFieldSOM != null) && (openFieldSOM.length > 0)) {
			SendLogMessage(doc, debugLogLevel, "The read-only/restore SOM list exists, clearing the UI SOM list");
			setGlobalValue("openUIFieldSOM", "");																					
		} else {
			SendLogMessage(doc, debugLogLevel, "The read-only/restore SOM list does not exist, building UI SOM list");
			var openUIFieldSOM = BuildReadOnlyArray();
			setGlobalValue("openUIFieldSOM", openUIFieldSOM);
			if((openUIFieldSOM!= null) && (openUIFieldSOM.length > 0)) {
				SetFieldState("readOnly", openUIFieldSOM); 								
			}
		}	
							
		// Reset the original form dirty state. Dynamic PDF needs a timer.
		// The result of this timer is checked in isDocDirty().
		if(doc.dynamicXFAForm == true) {
			setGlobalValue("isDirtyStateValid", false);
			var timeoutCode = 'this.dirty = ' + originalDirty + '; xfa.form.' + 
						  	  xfa.resolveNode("$data.nodes.item(0)").name + 
			                  '.variables.ContainerFoundation_JS.setGlobalValue("isDirtyStateValid", true);'; 
			idleDirtyStateTimer = app.setTimeOut(timeoutCode, 1); 
		} else {
			setGlobalValue("isDirtyStateValid", true);
			doc.dirty = originalDirty;
		}
	}
						
	setGlobalValue("lockRefCount", ++lockRefCount);
	SendLogMessage(doc, debugLogLevel, "Lock: lockRefCount: " + lockRefCount);
					
	SendMessageToContainer(doc, "lockFormComplete", "", "", "", "");					
	SendLogMessage(doc, infoLogLevel, "Finished message processing to lock the viewer user interface.");	
}

/**
 * Unlock the current form so that the user can interact with it.
 *
 * @param doc Current document reference.
 * @param forceOperation Perform the operation regardless of the reference counting.
 */
function unlockForm(doc, forceOperation) {
	SendLogMessage(doc, infoLogLevel, "Got a message from the container to unlock the viewer user interface.");
						
	var lockRefCount = getGlobalValue("lockRefCount");
	if((lockRefCount == 1) || (forceOperation == true)) {				
		var originalDirty = doc.dirty; 
											
		var openUIFieldSOM = getGlobalValue("openUIFieldSOM");
		if((openUIFieldSOM!= null) && (openUIFieldSOM.length > 0)) {
			SetFieldState("restore", openUIFieldSOM);  
		}
		setGlobalValue("openUIFieldSOM", "");	
							
		// If we are processing a "ValueHelp" request then the list field needs to be opened.
		var currentListTypeField = getGlobalValue("currentListTypeField");
		if((currentListTypeField != null) && (currentListTypeField.length > 0)) {
			SendLogMessage(doc, debugLogLevel, "Opening list object: " + currentListTypeField);
			try {
				xfa.host.openList(currentListTypeField); 
			} catch (ex) {
				reportException("Error opening list field: " + currentListTypeField + " :", ex);
			}
			setGlobalValue("currentListTypeField", "");	
			setGlobalValue("processingValueHelp", false);
		}
		// Used by the SAP Enumerated Drop-down list No S.xfo and EnumListDropDown.xfo 
		// files to avoid repeated processing in the PreOpen event. No need to open the list 
		// control since it will only have one option if depending on the HTML container 
		// to display a popup for option selection. If there is more then one option then 
		// the list is fully populated with no further HTML container interaction.
		setGlobalValue("processingF4HelpOpen", false);							
							
		// Reset the original form dirty state. Dynamic PDF needs a timer.
		// The result of this timer is checked in isDocDirty().
		if(doc.dynamicXFAForm == true) {
			setGlobalValue("isDirtyStateValid", false);
			var timeoutCode = 'this.dirty = ' + originalDirty + '; xfa.form.' + 
						  	  xfa.resolveNode("$data.nodes.item(0)").name + 
		                      '.variables.ContainerFoundation_JS.setGlobalValue("isDirtyStateValid", true);'; 							                      							                    
		  	idleDirtyStateTimer = app.setTimeOut(timeoutCode, 1); 
		} else {
			setGlobalValue("isDirtyStateValid", true);							
			doc.dirty = originalDirty;
		}
	} 

	lockRefCount--; if(lockRefCount < 0) {lockRefCount = 0;}
	setGlobalValue("lockRefCount", lockRefCount);
	SendLogMessage(doc, debugLogLevel, "UnLock: lockRefCount: " + lockRefCount);						

	SendMessageToContainer(doc, "unlockFormComplete", "", "", "", "");												
	SendLogMessage(doc, infoLogLevel, "Finished message processing to unlock the viewer user interface.");
}

/**
 * Toggle the form between read-only and edit mode.
 *
 * @param doc Current document reference.
 * @param mode Mode to set the form to.
 * @param forceOperation Perform the operation regardless of the reference counting.
 */
function setFormReadOnlyRestore(doc, mode, forceOperation) {
	SendLogMessage(doc, infoLogLevel, "Got a message from the container to set the document field states: " + mode + ".");

	var setFieldStateRefCount = getGlobalValue("setFieldStateRefCount");
	var originalDirty = doc.dirty;
	var resetDirtyFlag = false;
	if(mode == "readOnly") {
		if((setFieldStateRefCount == 0) || (forceOperation == true)) { 			
			// If the lock/unlock list exists then the form is already ready-only. 
			var openUIFieldSOM = getGlobalValue("openUIFieldSOM");
			if((openUIFieldSOM != null) && (openUIFieldSOM.length > 0)) {
				SendLogMessage(doc, debugLogLevel, "The UI SOM list exists, moving to read-only/restore SOM list");
				setGlobalValue("openFieldSOM", openUIFieldSOM);
				setGlobalValue("openUIFieldSOM", "");
			} else {	
				SendLogMessage(doc, debugLogLevel, "The UI SOM list does not exist, building read-only/restore SOM list");
				var openFieldSOM = BuildReadOnlyArray();
				setGlobalValue("openFieldSOM", openFieldSOM);
				if((openFieldSOM != null) && (openFieldSOM.length > 0)) {
					SetFieldState("readOnly", openFieldSOM);
				}
			}
			resetDirtyFlag = true;								
		}
		setFieldStateRefCount++;
	} else if(mode == "restore") {
		if((setFieldStateRefCount == 1) || (forceOperation == true)) {							
			// If the read-only/restore list then copy it to lock/unlock list. 
			var openFieldSOM = getGlobalValue("openFieldSOM");
			if((openFieldSOM != null) && (openFieldSOM.length > 0)) {
				if(forceOperation == true) {
					SetFieldState("restore", openFieldSOM);	
					setGlobalValue("openFieldSOM", "");					
				} else {
					setGlobalValue("openUIFieldSOM", openFieldSOM);
					setGlobalValue("openFieldSOM", "");
				}
			}
			resetDirtyFlag = true;						
		}
		setFieldStateRefCount--;
		if(setFieldStateRefCount < 0) {setFieldStateRefCount = 0;}
	}
						
	// Reset the original form dirty state. Dynamic PDF needs a timer.
	// The result of this timer is checked in isDocDirty().
	if(resetDirtyFlag == true) {
		if(doc.dynamicXFAForm == true) {
			setGlobalValue("isDirtyStateValid", false);
			var timeoutCode = 'this.dirty = ' + originalDirty + '; xfa.form.' + 
							  xfa.resolveNode("$data.nodes.item(0)").name + 
		        	          '.variables.ContainerFoundation_JS.setGlobalValue("isDirtyStateValid", true);'; 
			idleDirtyStateTimer = app.setTimeOut(timeoutCode, 1); 
		} else {
			setGlobalValue("isDirtyStateValid", true);
			doc.dirty = originalDirty;
		}
	}
					
	setGlobalValue("setFieldStateRefCount", setFieldStateRefCount);						
	SendLogMessage(doc, debugLogLevel, "SetFieldState: setFieldStateRefCount: " + setFieldStateRefCount);

	SendMessageToContainer(doc, "setFieldStateComplete", "", "", "", "");
	SendLogMessage(doc, infoLogLevel, "Finished message processing to set the document field states: " + mode + ".");
}

/**
 * Send a message to the containing application. The container message handler expects 
 * an array of Strings. The array should contain the operation in [0] and the operation 
 * parameters in [1] on.
 *
 * @param doc Document with host container object reference
 * @param type Type of message being sent to the container (i.e. "response").
 * @param payload1 First message parameter.
 * @param payload2 Second message parameter.
 * @param payload3 Third message parameter.
 * @param payload4 Fourth message parameter.
 */
function SendMessageToContainer(doc, type, payload1, payload2, payload3, payload4) {
	// Send response to container
	var strings = new Array();
	strings[0] = type;
	strings[1] = payload1;
	strings[2] = payload2;
	strings[3] = payload3;
	strings[4] = payload4;

	if(doc.hostContainer != undefined) {
		try {
			doc.hostContainer.postMessage(strings);
		} catch (ex) {
			reportException("Error while posting a message to the container: " + type +
		                	" param1: " + payload1 + " param2: " + payload2 +
		                	" param3: " + payload3 + " param4: " + payload4, ex);
		}
	}
}

/**
 * Extract the XML data from the document and return it as a string. Most
 * likely, the string will then be passed up to a server via HTTP.
 *
 * @param doc Active document reference.
 *
 * @return XML representation of data.
 */
function GetData(doc) {
	SendLogMessage(doc, infoLogLevel, "Start extraction of XML data from the active document.");
	
	var myDataNode = null;
	try {
		myDataNode = xfa.resolveNode("$data.nodes.item(0)");
	} catch (ex) {
		reportException("Error while resolving node: $data.nodes.item(0) for XML data extraction:" ,ex);
	}

	var xml = "";
	try {
		xml = myDataNode.saveXML();
	} catch (ex) {
		reportException("Error while extracting XML data from the active document:" ,ex);
	}

	SendLogMessage(doc, infoLogLevel, "Finished extraction of XML data from the active document.");
	return xml;
}

/**
 * Determine if the document has signature fields so we can make the proper 
 * decision as to which type of submission we should be making to the server.
 *
 * @param doc Active document reference.
 *
 * @return true if the document does have signature fields,false if otherwise
 */
function DoesDocHaveSignatureFields(doc) {
	SendLogMessage(doc, infoLogLevel, "Checking to see if the active document has signature fields.");

	// We must figure out if the document has signature fields by performing
	// the operation in two steps. We first figure out if there are signature 
	// fields in the pageArea then we search the non-pageArea.

	var hasSignatureField = false;
	
	var pageCount = 0;
	try {
		pageCount = xfa.layout.pageCount();
	} catch (ex) {
		reportException("Error determining the active document page count during a signature field search:", ex);
	}

	try {
		for (var i=0; !hasSignatureField && i < pageCount; i++) {
			var fields = xfa.layout.pageContent(i, "field", false);
			hasSignatureField = DoFieldsContainSignatureField(fields);

			if (!hasSignatureField) {
				fields = xfa.layout.pageContent(i, "field", true);
				hasSignatureField = DoFieldsContainSignatureField(fields);
			}
		}
	} catch (ex) {
		reportException("Error during the active document signature field search:", ex);
	}

	return hasSignatureField;
}

/**
 * Figure out if a signature field is present in the array of fields.
 *
 * @param fields The array of fields that we need to search for to figure out
 *        if one of them is a signature field or not.
 *
 * @return true if we have a signature field, false otherwise
 */

function DoFieldsContainSignatureField(fields) {
	for (var i=0; i < fields.length; i++) {
		var item = fields.item(i);

		if (item.isPropertySpecified("ui")) {
			var className = item.ui.oneOfChild.className;

			if (className == "signature") {
				return true;
			}
		}
	}

	return false;
}

/**
 * We need to do an HTTP POST of either the XML data or of the PDF document
 * depending on the type of data contained within it. We need to post the
 * data up to the server depending on the type of operation that needs to
 * occur (i.e. check, submit, etc). We will also handle the response by
 * forwarding the information back out to the containing application so it
 * can decide what to do.
 *
 * If the document has signatures, we will send the entire PDF document
 * because most likely the document will need to be archived in its entirety.
 * The document will also need to be checked to make sure that the data in the
 * signed document has not been tampered with since the signature has been
 * applied.
 *
 * @param doc The PDF document we want to extract the data from.
 * @param url The URL that the data should be sent to.
 * @param cookies Cookies for the server/browser.
 * @param dataType Type of data to send "pdf" or "xml".
 */
function SendDataToServer(doc, url, cookies, dataType) {
	SendLogMessage(doc, infoLogLevel, "About to send data to server: " + url + ".");

	// Async response function
	var oSendDataToServerHandler =
	{
	    response: function(resp, uri, exception)
	    { 
			var responseAsString = "";
			try {
				responseAsString = util.stringFromStream(resp, "utf-8"); 
			} catch (ex) {
				reportException("Error converting a \"SendDataToServer\" response from a stream to a string:", ex);
			}
			
			if(exception != undefined) {
	            reportException("SOAP response exception for \"SendDataToServer\":" , exception);
				SendMessageToContainer(doc, "errorFromServer", responseAsString, "", "", "");
	        } else {
				SendMessageToContainer(doc, "responseFromServer", responseAsString, "", "", "");
				SendLogMessage(doc, debugLogLevel, responseAsString);
	        }	
		}
	};

	var data = null;
	var contentType = "";

	// Determine if the entire PDF or just the XML data should be submitted.    
	if ((dataType == "pdf") || (DoesDocHaveSignatureFields(doc))) {
		SendLogMessage(doc, infoLogLevel, "The document has signature fields. Sending the entire PDF so the signature validity can be examined.");
		contentType = "application/pdf";
		try {
			data = Collab.documentToStream(doc);   
		} catch (ex) {
			reportException("Error while \"SendDataToServer\" convertion of the active document to a stream:", ex);
		}
	} else {
		SendLogMessage(doc, infoLogLevel, "Send the XML data from the form up to the server.");
		contentType = "text/xml";
		try {
			data = util.streamFromString(GetData(doc), "utf-8");
		} catch (ex) {
			reportException("Error while \"SendDataToServer\" convertion of the active document XML data to a stream:", ex);
		}
	}

	try {
		var sendingWithContentType = "xml";
		if(contentType == "application/pdf") {
			sendingWithContentType = "pdf";
		}
		SendMessageToContainer(doc, "sendDataToServerContentType", sendingWithContentType, "", "", "");
		
		SendLogMessage(doc, debugLogLevel, "Added \"SendDataToServer\" cookies: \"" + cookies + "\" for URL: " + url + ".");

		SOAP.request(
		{   
	    	cURL: url, 
	    	oRequest: data, 
	        cRequestStyle: SOAPRequestStyle.RawPost,
	        cContentType: contentType,
			oAuthenticate: {Cookies: cookies},
			oAsync: oSendDataToServerHandler 
		});
	} catch (ex) {
		reportException("\"SendDataToServer\" SOAP request exception while sending data to the server:", ex);
	}

	SendLogMessage(doc, infoLogLevel, "Finished sending data to server: " + url + ".");
}

/**
 * Do an HTTP GET to the server to get data to merge into the active document.
 * The data is always in the XML format. A "finishedSettingData" message is sent 
 * to the container application when the merge has completed.
 *
 * @param doc The PDF document we want to extract the data from.
 * @param url The URL where the data should be retrieved from.
 * @param cookies Cookies for the server/browser.
 */
function GetDataFromServer(doc, url, cookies) {
	SendLogMessage(doc, infoLogLevel, "About to retrieve data from server: " + url + ".");

	var oGetDataFromServerHandler =
	{
	    response: function(resp, uri, exception)
	    { 
	        if(exception != undefined) {
	            reportException("SOAP response exception for \"GetDataFromServer\":" , exception);
	        } else {
				var result = "";
				try {
					result = util.stringFromStream(resp, "utf-8");
				} catch (ex) {
					reportException("Error converting a \"GetDataFromServer\" response from a stream to a string:", ex);
				}

				try {
					// Restore the form's default access state since there may
					// be scripts that define a new default. Once the new 
					// form data is loaded the form will be relocked or set 
					// back to read-only on the next incoming message. 
					var uiSOMList = getGlobalValue("openUIFieldSOM");
					var sfsSOMList = getGlobalValue("openFieldSOM");
					if((uiSOMList != null) && (uiSOMList.length > 0)) {
						unlockForm(doc, true);
						setGlobalValue("pendingLock", true);
						setGlobalValue("pendingReadOnly", false);
					} else if((sfsSOMList != null) && (sfsSOMList.length > 0)) {
						setFormReadOnlyRestore(doc, "restore", true);
						setGlobalValue("pendingReadOnly", true);
						setGlobalValue("pendingLock", false);
					}
					
					// Load the new form data thus triggering the form field event handlers.
					xfa.datasets.data.loadXML(result, false, true);				
				} catch (ex) {
					reportException("Error loading retrieved \"GetDataFromServer\" XML data into the active document:", ex);
				}
				
				SendMessageToContainer(doc, "finishedSettingData", "", "", "", "");								
	        }
		}
	};

	try {
		SendLogMessage(doc, debugLogLevel, "Added \"GetDataFromServer\" cookies: \"" + cookies + "\" for URL: " + url + ".");

		SOAP.request(
		{  
	    	cURL: url, 
	    	oRequest: util.streamFromString("", "utf-8"), 
	        cRequestStyle: SOAPRequestStyle.RawPost,
	        cContentType: "text/plain",
			oAuthenticate: {Cookies: cookies},
			oAsync: oGetDataFromServerHandler 
		});
	} catch (ex) {
		reportException("\"GetDataFromServer\" SOAP request exception while retrieving data from the server:", ex);
	}

	SendLogMessage(doc, infoLogLevel, "Finished retrieving data from server: " + url + ".");
} 

/**
 *  Build a list of fields with access other then read-only. This is used to 
 *  set/reset the document to read-only and back.
 */
var getFieldsOpenFieldSOM = "";
function BuildReadOnlyArray() {
	var arrHandsOff = new Array();

	// Reset list before scanning fields.
	getFieldsOpenFieldSOM = "";
	
	// Get the non-pageArea fields.
	GetFields(false, arrHandsOff);	

	// Get the pageArea fields.
	GetFields(true, arrHandsOff);
	
	return getFieldsOpenFieldSOM ;
}

/**
 * Traverse the page and non-page area fields building a list of SOM expressions 
 * for the fields with access other then read-only.
 *
 * @param containerFlag Page or non-page search flag.
 * @param arrHandsOff Array of SOM expressions.
 */
function GetFields(containerFlag, arrHandsOff) {
	try {
		// Get the field containers from each page.
		for (var i = 0; i < xfa.layout.pageCount(); i++) {
			var oFields = xfa.layout.pageContent(i, "field", containerFlag);

			for (var j = 0; j < oFields.length; j++) {
				var oItem = oFields.item(j);

				// Retain the SOM expression of opened fields.
				if (oItem != this) {
					if (oItem.access == "open") {
						var bAdd = true;
						if (arrHandsOff.length != "0") {
							for (var k = 0; k < arrHandsOff.length; k++) {
								if (oItem.somExpression	== arrHandsOff[k].somExpression) {					
									bAdd = false;
									break;
								}
							}
						}
			
						if (bAdd == true) {	
							if(getFieldsOpenFieldSOM == "") {							
								getFieldsOpenFieldSOM +=  '"' + oItem.somExpression + '"';
							} else {							
								getFieldsOpenFieldSOM +=  ',"' + oItem.somExpression + '"';
							}
						}
					}
				}
			}	
		}
	} catch (ex) {
		reportException("Error while constructing a list of active document fileds with non read-only access:", ex);
	}
}

/**
 * Traverse the page and non-page area fields setting their access level to newState.
 * Only affects fields with non read-only access.
 *
 * @param newState New field level access state "readOnly" or "restore".
 */
function SetFieldState(newState, openFieldSOM) {
	try {
		var sArray = "new Array(" + openFieldSOM + ")";	// Build the string representation of the array.
		var newArray = eval(sArray);					// Evaluate the string.

		for (i = 0; i < newArray.length; i++) {	
			if(newState == "restore") {
				newState = "open";
			}

			var node = xfa.resolveNode(newArray[i]);
			if(node != null) {
				node.access = newState;
			}
		}
	} catch (ex) {
		reportException("Error while setting a field state access:", ex);
	}
}

/**
 * Update the XML value associated with a form field. The field should 
 * be automatically updated by the viewer application.
 *
 * @param somExpression Full pathway to the XML data node.
 * @param new Value Replacement value the XML data node.
 */
function SetFieldData(doc, somExpression, newValue) 
{
	SendLogMessage(doc, infoLogLevel, "About to modify the value for XML data node: " + somExpression);

	try {
		xfa.data.resolveNode(somExpression).value = newValue;
	} catch (ex) {
		reportException("Error resolving node: " + somExpression + " with new value:" + newValue + " :", ex);
	}

	SendLogMessage(doc, infoLogLevel, "Finished modifing the value for XML data node: " + somExpression);
}

/**
 * Update the XML values associated with a form list type field. The list type field should 
 * be automatically updated by the viewer application.
 *
 * @param somExpression Full pathway to the XML data node.
 * @param openList Flag to drop the list of options.
 * @param nameValuePairs Replacement values the XML data node.
 */
function SetListData(doc, somExpression, openList, nameValuePairs) 
{
	SendLogMessage(doc, infoLogLevel, "About to modify the value for XML data node: " + somExpression);
	
	var len = nameValuePairs.length;
	var myNode = FormNodeFromDataNode(somExpression);
	
	try {
		for (var i=0; i < len; i+=2) {
			myNode.addItem(nameValuePairs[i], nameValuePairs[i + 1]);
		} 
		
		// Sometimes the PDF is replaced in the portal and the valueHelp droplist 
		// must be opened right away since now unlock call will be made.
		if(openList == "true") {
			SendLogMessage(doc, debugLogLevel, "Opening list object: " + myNode.somExpression);
			try {
				xfa.host.openList(myNode.somExpression); 
			} catch (ex) {
				reportException("Error opening list field: " + currentListTypeField + " :", ex);
			}
			setGlobalValue("currentListTypeField", "");	
			setGlobalValue("processingValueHelp", false);
		} else {
			// ValueHelp llist will be opened by the unlock call.
			setGlobalValue("currentListTypeField", myNode.somExpression);
		}
	} catch (ex) {
		reportException("Error while updating options for field: " + myNode.somExpression + " :", ex);
	}
	
	SendLogMessage(doc, infoLogLevel, "Finished modifing the value for XML data node: " + somExpression);
}

/**
 * Return the form node based on the data DOM node. This is needed to relate fields
 * with their associated data values. 
 *
 * @param somExpression Full pathway to the XML data node.
 */
function FormNodeFromDataNode( somExpression ) 
{
	var dataNode = null;
	try {
		dataNode = xfa.data.resolveNode(somExpression);
	} catch (ex) {
		reportException("Error while resolving data node: " + somExpression + " :", ex);
	}

	var formNodes = null;
	try {
		formNodes = xfa.form.formNodes(dataNode); 
	} catch (ex) {
		reportException("Error while resolving form node: " + dataNode.somExpression + " :", ex);
	}
	
	return formNodes.item(0);
}			

/**
 * Set the active document view state when the document is being redisplayed. For example, if the 
 * document is displayed in a portal and is submited to the server it will need the same view state
 * when redisplayed in the portal. 
 *
 * @param newViewState Previous view state.
 */
function SetViewState(doc, newViewState) {
	SendLogMessage(doc, infoLogLevel, "About to set the document view state: " + newViewState);
	
	try {
		doc.viewState = newViewState;
	} catch (ex) {
		reportException("Set document view state error:", ex);
	}
	
	SendLogMessage(doc, infoLogLevel, "Finished modifing the document view state: " + newViewState);
}

// END OF DO NOT MODIFY
      
       
          // DO NOT MODIFY THE CODE BEYOND THIS POINT - 705.20060907075610.330312.330312 - FormReady

//////////////////////////////////////////////////////////
// Register the message handler if running on the client.
//////////////////////////////////////////////////////////
 
// If this object exists, then we are not being rendered by the XML Form Agent 
if(xfa.host.name == "Acrobat") {
	// Check to make sure we are not running in PDFMM - only under Acrobat Reader/Pro/Std 
    if (xfa.host.appType != "Adobe PDF Library") {
    	// Make sure the form is embedded.
		if(event.target.hostContainer != undefined) {
			ContainerFoundation_JS.RegisterMessageHandler();
		} 	
	}
}

// END OF DO NOT MODIFY
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demo.sap.com/ifba_server_signatures/_comp/gen/default/logs/build.log

Development Component Build (2009-04-22 12:30:30 GMT-08:00 (PDT))

  Component name: ifba_server_signatures

  Component vendor: demo.sap.com

  SC compartment: MyComponents

  Configuration: LocalDevelopment

  Location: localDevelopment

  Source code location: I808753@PALN00432242B

  DC root folder: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\DCs\demo.sap.com\ifba_server_signatures\_comp\

  DC type: Web Dynpro

  Host: PALN00432242B



DC Model check:

   DC is available locally

   validating dependency to build plugin "sap.com/tc/bi/bp/webDynpro"

   validating dependency to used DC "sap.com/tc/aii/base/offline/facade"

   validating dependency to  public part "api" of DC "sap.com/tc/aii/base/offline/facade"

   validating dependency to used DC "sap.com/tc/bl/exception/lib"

   WARNING: DC "demo.sap.com/ifba_server_signatures (MyComponents)" depends on deprecated DC sap.com/tc/bl/exception/lib (ENGFACADE).

   validating dependency to  public part "api" of DC "sap.com/tc/bl/exception/lib"

   WARNING: DC "demo.sap.com/ifba_server_signatures (MyComponents)" depends on deprecated DC sap.com/tc/bl/exception/lib (ENGFACADE) by using its public part api.

   validating dependency to used DC "sap.com/tc/bl/jrfc/api"

   WARNING: DC "demo.sap.com/ifba_server_signatures (MyComponents)" depends on deprecated DC sap.com/tc/bl/jrfc/api (ENGFACADE).

   validating dependency to  public part "api" of DC "sap.com/tc/bl/jrfc/api"

   WARNING: DC "demo.sap.com/ifba_server_signatures (MyComponents)" depends on deprecated DC sap.com/tc/bl/jrfc/api (ENGFACADE) by using its public part api.

   validating dependency to used DC "sap.com/tc/bl/logging/api"

   validating dependency to  public part "api" of DC "sap.com/tc/bl/logging/api"

   validating dependency to used DC "sap.com/tc/cmi"

   validating dependency to  public part "default" of DC "sap.com/tc/cmi"

   validating dependency to used DC "sap.com/tc/ddic/runtime/facade"

   validating dependency to  public part "runtime" of DC "sap.com/tc/ddic/runtime/facade"

   validating dependency to used DC "sap.com/tc/wd/api"

   validating dependency to  public part "default" of DC "sap.com/tc/wd/api"

   validating dependency to  public part "gci" of DC "sap.com/tc/wd/api"

   DC model check finished with warnings.



Start build plugin:

   using build plugin: sap.com/tc/bi/bp/webDynpro

   starting build plugin from : C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\SAP_BUILDT\sap.com\tc\bi\bp\webDynpro\_comp\gen\default\public\webDynpro\







Build Plugin 'WebdynproPlugin', Version 7.10 SP 1 (711_SP_REL, built on 2008-10-11 20:11:26 +0200, CL87787)

   development component:  ifba_server_signatures (demo.sap.com)

      software component:  MyComponents (demo.sap.com)

                location:  localDevelopment

                    type:  Web Dynpro

           build variant:  default

         source location:  I808753@PALN00432242B

         output location:  C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t2\70A206DC7553A0F84DE6CAE0AFEE96B6\default

       generation folder:  C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6

       plugin start time:  2009-04-22 12:30:31 GMT-07:00 (PDT)

                 Java VM:  Java HotSpot(TM) Client VM, 1.5.0_17-b04 (Sun Microsystems Inc.)

General options:

  convert *.xlf to *.properties: yes

  include sources for debugging: yes



Warning: Source folder "META-INF" exists but is empty and will be ignored.

Checking path lengths for sources

Path length checks finished in 0.047 seconds



Preparing data context..

No public part descriptor found in C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\FRAMEWORK\sap.com\tc\aii\base\offline\facade\_comp\gen\default\public\api, using legacy mode.

No public part descriptor found in C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\ENGFACADE\sap.com\tc\bl\exception\lib\_comp\gen\default\public\api, using legacy mode.

No public part descriptor found in C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\ENGFACADE\sap.com\tc\bl\jrfc\api\_comp\gen\default\public\api, using legacy mode.

No public part descriptor found in C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\ENGFACADE\sap.com\tc\bl\logging\api\_comp\gen\default\public\api, using legacy mode.

No public part descriptor found in C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\FRAMEWORK\sap.com\tc\cmi\_comp\gen\default\public\default, using legacy mode.

No public part descriptor found in C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\FRAMEWORK\sap.com\tc\ddic\runtime\facade\_comp\gen\default\public\runtime, using legacy mode.

Data context preparation finished in 0.5 seconds



Creating Ant build file..

  Creating output file: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t2\70A206DC7553A0F84DE6CAE0AFEE96B6\default\logs\build.xml

  Using macro file:     C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\SAP_BUILDT\sap.com\tc\bi\bp\webDynpro\_comp\gen\default\public\webDynpro\macros\build.vm

  Web Dynpro project version: 1

Build file creation finished in 0.344 seconds



Starting Ant..

  Using build file:     C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t2\70A206DC7553A0F84DE6CAE0AFEE96B6\default\logs\build.xml

  Using build target:   build

  Using Ant version:    1.6.4



compile:

      [echo] Starting dictionary generator

     [ddgen] 

     [ddgen] [Info]    Property deployment is true: Deployment information is provided!

     [ddgen] [Info]    Property sourcepath ...

     [ddgen] [Info]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\DCs\demo.sap.com\ifba_server_signatures\_comp\src\packages

     [ddgen] [Info]    Property targetpath: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6\gen_ddic

     [ddgen] [Info]    Property archivename: demo.sap.com~ifba_server_signatures

     [ddgen] [Info]    Property vendor: demo.sap.com

     [ddgen] [Info]    Property dcname: ifba_server_signatures

     [ddgen] [Info]    Property metadatapath: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6

     [ddgen] [Info]    Property generates2x is false: S2X files will not be generated

     [ddgen] [Info]    Property projectlanguage: en

     [ddgen] [Info]    Property language: Available languages are automatically determined

     [ddgen] [Info]    Property addpaths ...

     [ddgen] [Info]       core.exception.lib.api.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/ENGFACADE/sap.com/tc/bl/exception/lib/_comp/gen/default/public/api/lib/java

     [ddgen] [Info]       tc~bl~jrfc~api.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/ENGFACADE/sap.com/tc/bl/jrfc/api/_comp/gen/default/public/api/lib/java

     [ddgen] [Info]       tc~bl~logging~api~defaultttt.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/ENGFACADE/sap.com/tc/bl/logging/api/_comp/gen/default/public/api/lib/java

     [ddgen] [Info]       tc~aii~base~offline~facade.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/aii/base/offline/facade/_comp/gen/default/public/api/lib/java

     [ddgen] [Info]       com.sap.tc.cmi.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/cmi/_comp/gen/default/public/default/lib/java

     [ddgen] [Info]       tc~cmi.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/cmi/_comp/gen/default/public/default/lib/java

     [ddgen] [Info]       SapMetamodelDictionaryContent.zip - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/ddic/runtime/facade/_comp/gen/default/public/runtime/lib/java

     [ddgen] [Info]       dictionary.rtcontainer.facade.filter.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/ddic/runtime/facade/_comp/gen/default/public/runtime/lib/java

     [ddgen] [Info]       dictionary.runtime.facade.filter.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/ddic/runtime/facade/_comp/gen/default/public/runtime/lib/java

     [ddgen] [Info]       dictionary.services.facade.filter.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/ddic/runtime/facade/_comp/gen/default/public/runtime/lib/java

     [ddgen] [Info]       tc~ddic~runtime~facade.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/ddic/runtime/facade/_comp/gen/default/public/runtime/lib/java

     [ddgen] [Info]       SapMetamodelDictionaryContent.zip - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/SAP_BUILDT/sap.com/tc/bi/extddic/_comp/gen/default/public/def/lib/model

     [ddgen] [Info]       SapMetamodelWebdynproContent.zip - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/WD-RUNTIME/sap.com/tc/wd/api/_comp/gen/default/public/default/lib/java

     [ddgen] [Info]       SapMetamodelWebdynproResources.zip - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/WD-RUNTIME/sap.com/tc/wd/api/_comp/gen/default/public/default/lib/java

     [ddgen] [Info]       sap.com~tc~wd~api~default.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/WD-RUNTIME/sap.com/tc/wd/api/_comp/gen/default/public/default/lib/java

     [ddgen] [Info]       sap.com~tc~wd~api~gci.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/WD-RUNTIME/sap.com/tc/wd/api/_comp/gen/default/public/gci/lib/java

     [ddgen] [Info]    Optional property i18npath is empty

     [ddgen] [Info]    Initialize generation templates from configuration jar:file:/C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/SAP_BUILDT/sap.com/tc/bi/extddic/_comp/gen/default/public/def/lib/java/dictionary_generation_core_api.jar!/DictionaryGenerationConfigurationCompiled.xml

     [ddgen] [Info]    Using DocumentBuilder com.sun.org.apache.xerces.internal.jaxp.DocumentBuilderImpl

     [ddgen] [Info]    Generating C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/t/70A206DC7553A0F84DE6CAE0AFEE96B6/S2XFileList.txt

     [ddgen] [Info]    Generating C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/t/70A206DC7553A0F84DE6CAE0AFEE96B6/PublicPartFileList.xml

     [ddgen] [Info]    Dictionary generation finished (1 seconds)

     [ddgen] 

     [mkdir] Created dir: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6\gen_ddic\datatypes

     [mkdir] Created dir: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6\gen_ddic\dbtables

     [timer] Dictionary generator finished in 1.656 seconds



      [echo] Starting common model generator

     [cmgen] 

     [cmgen] [Info]    Property deployment is true: Deployment information is provided!

     [cmgen] [Info]    Property sourcepath ...

     [cmgen] [Info]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\DCs\demo.sap.com\ifba_server_signatures\_comp\src\packages

     [cmgen] [Info]    Property targetpath: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6\gen_cmi

     [cmgen] [Info]    Property archivename: demo.sap.com~ifba_server_signatures

     [cmgen] [Info]    Property vendor: demo.sap.com

     [cmgen] [Info]    Property dcname: ifba_server_signatures

     [cmgen] [Info]    Property metadatapath: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6

     [cmgen] [Info]    Property generates2x is false: S2X files will not be generated

     [cmgen] [Info]    Property projectlanguage: en

     [cmgen] [Info]    Property language: Available languages are automatically determined

     [cmgen] [Info]    Property addpaths ...

     [cmgen] [Info]       core.exception.lib.api.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/ENGFACADE/sap.com/tc/bl/exception/lib/_comp/gen/default/public/api/lib/java

     [cmgen] [Info]       tc~bl~jrfc~api.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/ENGFACADE/sap.com/tc/bl/jrfc/api/_comp/gen/default/public/api/lib/java

     [cmgen] [Info]       tc~bl~logging~api~defaultttt.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/ENGFACADE/sap.com/tc/bl/logging/api/_comp/gen/default/public/api/lib/java

     [cmgen] [Info]       tc~aii~base~offline~facade.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/aii/base/offline/facade/_comp/gen/default/public/api/lib/java

     [cmgen] [Info]       com.sap.tc.cmi.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/cmi/_comp/gen/default/public/default/lib/java

     [cmgen] [Info]       tc~cmi.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/cmi/_comp/gen/default/public/default/lib/java

     [cmgen] [Info]       SapMetamodelDictionaryContent.zip - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/ddic/runtime/facade/_comp/gen/default/public/runtime/lib/java

     [cmgen] [Info]       dictionary.rtcontainer.facade.filter.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/ddic/runtime/facade/_comp/gen/default/public/runtime/lib/java

     [cmgen] [Info]       dictionary.runtime.facade.filter.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/ddic/runtime/facade/_comp/gen/default/public/runtime/lib/java

     [cmgen] [Info]       dictionary.services.facade.filter.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/ddic/runtime/facade/_comp/gen/default/public/runtime/lib/java

     [cmgen] [Info]       tc~ddic~runtime~facade.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/ddic/runtime/facade/_comp/gen/default/public/runtime/lib/java

     [cmgen] [Info]       SapMetamodelDictionaryContent.zip - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/SAP_BUILDT/sap.com/tc/bi/extddic/_comp/gen/default/public/def/lib/model

     [cmgen] [Info]       SapMetamodelWebdynproContent.zip - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/WD-RUNTIME/sap.com/tc/wd/api/_comp/gen/default/public/default/lib/java

     [cmgen] [Info]       SapMetamodelWebdynproResources.zip - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/WD-RUNTIME/sap.com/tc/wd/api/_comp/gen/default/public/default/lib/java

     [cmgen] [Info]       sap.com~tc~wd~api~default.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/WD-RUNTIME/sap.com/tc/wd/api/_comp/gen/default/public/default/lib/java

     [cmgen] [Info]       sap.com~tc~wd~api~gci.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/WD-RUNTIME/sap.com/tc/wd/api/_comp/gen/default/public/gci/lib/java

     [cmgen] [Info]    Optional property i18npath is empty

     [cmgen] [Info]    Initialize generation templates from configuration jar:file:/C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/SAP_BUILDT/sap.com/tc/bi/extcm/_comp/gen/default/public/def/lib/java/common_model_generation_core_api.jar!/CommonModelGenerationConfigurationCompiled.xml

     [cmgen] [Info]    Using DocumentBuilder com.sun.org.apache.xerces.internal.jaxp.DocumentBuilderImpl

     [cmgen] [Info]    Generating C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/t/70A206DC7553A0F84DE6CAE0AFEE96B6/S2XFileList.txt

     [cmgen] [Info]    Generating C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/t/70A206DC7553A0F84DE6CAE0AFEE96B6/PublicPartFileList.xml

     [cmgen] [Info]    Common model generation finished (0 seconds)

     [cmgen] 

     [mkdir] Created dir: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6\gen_cmi\packages

     [timer] Common model generator finished in 0.5 seconds



      [echo] Starting WebDynpro generator

     [wdgen] 

     [wdgen] [Info]    Property deployment is true: Deployment information is provided!

     [wdgen] [Info]    Property sourcepath ...

     [wdgen] [Info]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\DCs\demo.sap.com\ifba_server_signatures\_comp\src\packages

     [wdgen] [Info]    Property targetpath: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6\gen_wdp

     [wdgen] [Info]    Property archivename: demo.sap.com~ifba_server_signatures

     [wdgen] [Info]    Property vendor: demo.sap.com

     [wdgen] [Info]    Property dcname: ifba_server_signatures

     [wdgen] [Info]    Property metadatapath: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6

     [wdgen] [Info]    Property generates2x is false: S2X files will not be generated

     [wdgen] [Info]    Property projectlanguage: en

     [wdgen] [Info]    Property language: Available languages are automatically determined!

     [wdgen] [Info]    Property addpaths ...

     [wdgen] [Info]       core.exception.lib.api.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/ENGFACADE/sap.com/tc/bl/exception/lib/_comp/gen/default/public/api/lib/java

     [wdgen] [Info]       tc~bl~jrfc~api.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/ENGFACADE/sap.com/tc/bl/jrfc/api/_comp/gen/default/public/api/lib/java

     [wdgen] [Info]       tc~bl~logging~api~defaultttt.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/ENGFACADE/sap.com/tc/bl/logging/api/_comp/gen/default/public/api/lib/java

     [wdgen] [Info]       tc~aii~base~offline~facade.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/aii/base/offline/facade/_comp/gen/default/public/api/lib/java

     [wdgen] [Info]       com.sap.tc.cmi.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/cmi/_comp/gen/default/public/default/lib/java

     [wdgen] [Info]       tc~cmi.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/cmi/_comp/gen/default/public/default/lib/java

     [wdgen] [Info]       SapMetamodelDictionaryContent.zip - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/ddic/runtime/facade/_comp/gen/default/public/runtime/lib/java

     [wdgen] [Info]       dictionary.rtcontainer.facade.filter.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/ddic/runtime/facade/_comp/gen/default/public/runtime/lib/java

     [wdgen] [Info]       dictionary.runtime.facade.filter.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/ddic/runtime/facade/_comp/gen/default/public/runtime/lib/java

     [wdgen] [Info]       dictionary.services.facade.filter.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/ddic/runtime/facade/_comp/gen/default/public/runtime/lib/java

     [wdgen] [Info]       tc~ddic~runtime~facade.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/FRAMEWORK/sap.com/tc/ddic/runtime/facade/_comp/gen/default/public/runtime/lib/java

     [wdgen] [Info]       SapMetamodelDictionaryContent.zip - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/SAP_BUILDT/sap.com/tc/bi/extddic/_comp/gen/default/public/def/lib/model

     [wdgen] [Info]       SapMetamodelWebdynproContent.zip - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/WD-RUNTIME/sap.com/tc/wd/api/_comp/gen/default/public/default/lib/java

     [wdgen] [Info]       SapMetamodelWebdynproResources.zip - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/WD-RUNTIME/sap.com/tc/wd/api/_comp/gen/default/public/default/lib/java

     [wdgen] [Info]       sap.com~tc~wd~api~default.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/WD-RUNTIME/sap.com/tc/wd/api/_comp/gen/default/public/default/lib/java

     [wdgen] [Info]       sap.com~tc~wd~api~gci.jar - C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/WD-RUNTIME/sap.com/tc/wd/api/_comp/gen/default/public/gci/lib/java

     [wdgen] [Info]    Optional property i18npath is empty

     [wdgen] [Info]    Initialize generation templates from configuration jar:file:/C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/SAP_BUILDT/sap.com/tc/bi/extwd/_comp/gen/default/public/def/lib/java/webdynpro_generation_core_api.jar!/WebDynproGenerationConfigurationCompiled.xml

     [wdgen] [Info]    Using DocumentBuilder com.sun.org.apache.xerces.internal.jaxp.DocumentBuilderImpl

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsComp.java

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsComp.java

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsComp.java

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/InternalServerCredentialsComp.java

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView.java

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsCompView.java

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/InternalServerCredentialsCompView.java

     [wdgen] [Info]    Searching view element definition for GridLayout RootElement_layout

     [wdgen] [Info]    Searching view element definition for GridData InteractiveForm_layoutdata

     [wdgen] [Info]    Searching view element definition for Button Certify

     [wdgen] [Info]    Searching view element definition for TransparentContainer TransContainer_0

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsWindow.java

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsWindow.java

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsWindow.java

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/InternalServerCredentialsWindow.java

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IExternalServerCredentialsCompInterface.java

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsCompInterface.wdcontroller

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IMessageServerCredentialsComp.java

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IConstantServerCredentialsComp.java

     [wdgen] [Info]    Generation of all components: 765 ms

     [wdgen] [Info]    Generation of all component interface definitions: 16 ms

     [wdgen] [Info]    Generating configuration/Components/com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp/wdrr.xml

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/ResourceServerCredentialsComp.properties

     [wdgen] [Info]    Generating configuration/Components/com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp/wdrr.properties

     [wdgen] [Info]    Creating file configuration/Components/com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp/wdrr.properties not necesseary

     [wdgen] [Info]    Generating packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/ResourceServerCredentialsComp_en.properties

     [wdgen] [Info]    Generating configuration/Components/com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp/wdrr_en.properties

     [wdgen] [Info]    Creating file configuration/Components/com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp/wdrr_en.properties not necesseary

     [wdgen] [Info]    Generating configuration/Applications/com.sap.demo.ifba_server_signatures.servercredentials.ServerCredentials/wdrr.xml

     [wdgen] [Info]    Generating configuration/Applications/com.sap.demo.ifba_server_signatures.servercredentials.ServerCredentials/wdrr.properties

     [wdgen] [Info]    Creating file configuration/Applications/com.sap.demo.ifba_server_signatures.servercredentials.ServerCredentials/wdrr.properties not necesseary

     [wdgen] [Info]    Generating configuration/Applications/com.sap.demo.ifba_server_signatures.servercredentials.ServerCredentials/wdrr_en.properties

     [wdgen] [Info]    Creating file configuration/Applications/com.sap.demo.ifba_server_signatures.servercredentials.ServerCredentials/wdrr_en.properties not necesseary

     [wdgen] [Info]    Generating C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/t/70A206DC7553A0F84DE6CAE0AFEE96B6/S2XFileList.txt

     [wdgen] [Info]    projectVersion = 1

     [wdgen] [Info]    Generating webdynpro.xml

     [wdgen] [Info]    Generating wd.xml

     [wdgen] [Info]    Generating application.xml

     [wdgen] [Info]    Generating application-j2ee-engine.xml

     [wdgen] [Info]    Generating C:/Work1/Work/NWDS/711CEEHP1.jdi/LocalDevelopment/t/70A206DC7553A0F84DE6CAE0AFEE96B6/PublicPartFileList.xml

     [wdgen] [Info]    WebDynpro generation finished (2 seconds)

     [wdgen] 

     [timer] WebDynpro generator finished in 2.984 seconds



      [echo] Starting Java compiler

      [echo] Settings:

      [echo]         debug: on

      [echo]      optimize: off

      [echo]   deprecation: default

      [echo]       verbose: default

      [echo]      encoding: UTF8

      [echo]        source: default

      [echo]        target: default

      [echo]  source paths: 

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\DCs\demo.sap.com\ifba_server_signatures\_comp\src\packages

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6\gen_ddic\datatypes

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6\gen_cmi\packages

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6\gen_wdp\packages

      [echo]    class path:

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\ENGFACADE\sap.com\tc\bl\exception\lib\_comp\gen\default\public\api\lib\java\core.exception.lib.api.jar

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\ENGFACADE\sap.com\tc\bl\jrfc\api\_comp\gen\default\public\api\lib\java\tc~bl~jrfc~api.jar

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\FRAMEWORK\sap.com\tc\ddic\runtime\facade\_comp\gen\default\public\runtime\lib\java\dictionary.rtcontainer.facade.filter.jar

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\FRAMEWORK\sap.com\tc\ddic\runtime\facade\_comp\gen\default\public\runtime\lib\java\dictionary.runtime.facade.filter.jar

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\FRAMEWORK\sap.com\tc\ddic\runtime\facade\_comp\gen\default\public\runtime\lib\java\dictionary.services.facade.filter.jar

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\FRAMEWORK\sap.com\tc\ddic\runtime\facade\_comp\gen\default\public\runtime\lib\java\tc~ddic~runtime~facade.jar

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\FRAMEWORK\sap.com\tc\ddic\runtime\facade\_comp\gen\default\public\runtime\lib\java\SapMetamodelDictionaryContent.zip

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\ENGFACADE\sap.com\tc\bl\logging\api\_comp\gen\default\public\api\lib\java\tc~bl~logging~api~defaultttt.jar

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\WD-RUNTIME\sap.com\tc\wd\api\_comp\gen\default\public\gci\lib\java\sap.com~tc~wd~api~gci.jar

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\WD-RUNTIME\sap.com\tc\wd\api\_comp\gen\default\public\default\lib\java\sap.com~tc~wd~api~default.jar

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\WD-RUNTIME\sap.com\tc\wd\api\_comp\gen\default\public\default\lib\java\SapMetamodelWebdynproContent.zip

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\WD-RUNTIME\sap.com\tc\wd\api\_comp\gen\default\public\default\lib\java\SapMetamodelWebdynproResources.zip

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\FRAMEWORK\sap.com\tc\aii\base\offline\facade\_comp\gen\default\public\api\lib\java\tc~aii~base~offline~facade.jar

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\FRAMEWORK\sap.com\tc\cmi\_comp\gen\default\public\default\lib\java\com.sap.tc.cmi.jar

      [echo]       C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\FRAMEWORK\sap.com\tc\cmi\_comp\gen\default\public\default\lib\java\tc~cmi.jar

      [echo]    output dir: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6\classes

     [javac] Compiling 14 source files to C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6\classes

     [timer] Java compilation finished in 0.812 seconds



      [echo] Start XLF conversion

     [timer] XLF conversion finished in 0.078 seconds



      [echo] Starting WebDynpro class minimizer (mode 'auto')

     [wdmin] mode is 'no', skip minimizer

     [timer] WebDynpro class minimizer finished in 0 seconds





createWDA:

  [pppacker] Packed  64 files for entity  (Java Package Tree/Class)

     [timer] WebDynpro Application Jar packaging finished in 1.485 seconds



  [pppacker] Including "demo.sap.com~ifba_server_signatures.jar" from component "ifba_server_signatures" (vendor "demo.sap.com"), public part "WebDynpro Application Jar".

  [pppacker] Packed  37 files for entity WebDynpro Archive (WebDynpro Archive/Archive)

     [timer] WebDynpro Application packaging finished in 0.953 seconds





createDeployArchive:

      [echo] Create deploy file demo.sap.com~ifba_server_signatures

     [mkdir] Created dir: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t2\70A206DC7553A0F84DE6CAE0AFEE96B6\default\deploy

       [cda] Preparing archive for deploy unit "default"

       [cda]   deployment type: "J2EE"

       [cda]   assembly roots: 

       [cda]     C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6\wda-pp

       [cda]     C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6\wda-pp

       [cda]   deploy options:

       [cda]     update-descriptors = true

       [cda] 

       [cda] Creating Ant build file: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t2\70A206DC7553A0F84DE6CAE0AFEE96B6\default\logs\buildDeployArchive.xml

       [cda] 

       [cda]  

       [cda] Validating descriptor C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6\gen_wdp\application.xml

       [cda]  

       [cda] Validating descriptor C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t\70A206DC7553A0F84DE6CAE0AFEE96B6\gen_wdp\application-j2ee-engine.xml

       [cda]  

       [cda] Collecting modules ...

       [cda] Adding module 'demo.sap.com~ifba_server_signatures.war' from current development component

       [cda] Ant build file creation finished in 1.015 seconds



packDeployArchive:

       [cda] 

       [cda] packDeployArchive:

       [cda]  [srcpacker] Creating source archive

       [cda]  [srcpacker] Adding source archive from demo.sap.com~ifba_server_signatures

       [cda]      [timer] Source archive creation finished in 0.328 seconds

       [cda] 

       [cda]     [dcinfo] Creating deploy archive info

       [cda]     [jarsap] Info: JarSAP version 20080124.1000

       [cda]     [jarsap] Info: JarSAPProcessing version 20080124.1000 / JarSL version 20080116.1000

       [cda]     [jarsap] Building: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t2\70A206DC7553A0F84DE6CAE0AFEE96B6\default\deploy\demo.sap.com~ifba_server_signatures.ear with compression

       [cda]      [timer] JarSAP finished in 0.172 seconds

       [cda] 



Ant runtime 11.562 seconds



Ant build finished OK



Creating Ant build file..

  Creating output file: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t2\70A206DC7553A0F84DE6CAE0AFEE96B6\default\logs\jlinreport.xml

  Using Java class:     com.sap.tc.buildplugin.gen.JLinReport

No build file generated.

Build file creation finished in 0.015 seconds

Build file C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t2\70A206DC7553A0F84DE6CAE0AFEE96B6\default\logs\jlinreport.xml does not exist, skipping Ant execution.



Build plugin finished at 2009-04-22 12:30:44 GMT-07:00 (PDT)

Total build plugin runtime: 13.545 seconds



Build finished with WARNING



==== Post-Processing ====   started at 2009-04-22 12:30:44.835 PDT

Comparison of previous and actual build results took: 0 seconds



Copy the build results 

  from: C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\t2\70A206DC7553A0F84DE6CAE0AFEE96B6\default\

  to:   C:\Work1\Work\NWDS\711CEEHP1.jdi\LocalDevelopment\DCs\demo.sap.com\ifba_server_signatures\_comp\gen\default\








demo.sap.com/ifba_server_signatures/_comp/gen/default/logs/build.xml
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demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsComp.java



    
    
    demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsComp.java
    
    


demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsComp.java// ---------------------------------------------------------------------------
// This file has been generated partially by the Web Dynpro Code Generator.
// MODIFY CODE ONLY IN SECTIONS ENCLOSED BY @@begin AND @@end,
// ALL OTHER CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
// SECTIONS ENCLOSED BY $$begin AND $$end ARE MANAGED BY
// DEVELOPER STUDIO WIZARDS AND MUST NOT BE CHANGED EITHER.
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp;

// 
// IMPORTANT NOTE: 
// _ALL_ IMPORT STATEMENTS MUST BE PLACED IN THE FOLLOWING SECTION ENCLOSED
// BY @@begin imports AND @@end. FURTHERMORE, THIS SECTION MUST ALWAYS CONTAIN
// AT LEAST ONE IMPORT STATEMENT (E.G. THAT FOR IPrivateServerCredentialsComp).
// OTHERWISE, USING THE ECLIPSE FUNCTION "Organize Imports" FOLLOWED BY
// A WEB DYNPRO CODE GENERATION (E.G. PROJECT BUILD) WILL RESULT IN THE LOSS
// OF IMPORT STATEMENTS.
//
//@@begin imports
import com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsComp;

//@@end

//@@begin documentation
//@@end

public class ServerCredentialsComp implements java.io.Serializable 
{
  private static final long serialVersionUID = 0xf0077f0660fee00fL;
  
  /**
   * Logging location.
   */
  @SuppressWarnings("unused")
  private static final com.sap.tc.logging.Location logger = 
    com.sap.tc.logging.Location.getLocation(ServerCredentialsComp.class);
  
  static 
  {
    //@@begin id
    String id = "$Id$";
    //@@end
    com.sap.tc.logging.Location.getLocation("ID.com.sap.tc.webdynpro").infoT(id);
  }

  /**
   * Private access to the generated Web Dynpro counterpart 
   * for this controller class. <p>
   *
   * Use <code>wdThis</code> to gain typed access to the context,
   * to trigger navigation via outbound plugs, to get and enable/disable
   * actions, fire declared events, and access used controllers and/or 
   * component usages.
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsComp for more details
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsComp wdThis;

  /**
   * Root node of this controller's context. <p>
   *
   * Provides typed access not only to the elements of the root node 
   * but also to all nodes in the context (methods node<i>XYZ</i>()) 
   * and their currently selected element (methods current<i>XYZ</i>Element()). 
   * It also facilitates the creation of new elements for all nodes 
   * (methods create<i>XYZ</i>Element()). <p>
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsComp.IContextNode for more details.
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsComp.IContextNode wdContext;

  /**
   * A shortcut for <code>wdThis.wdGetAPI()</code>. <p>
   * 
   * Represents the generic API of the generic Web Dynpro counterpart 
   * for this controller. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdControllerAPI;
  
  /**
   * A shortcut for <code>wdThis.wdGetAPI().getComponent()</code>. <p>
   * 
   * Represents the generic API of the Web Dynpro component this controller 
   * belongs to. Can be used to access the message manager, the window manager,
   * to add/remove event handlers and so on. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdComponentAPI;
  
  public ServerCredentialsComp(IPrivateServerCredentialsComp wdThis)
  {
    this.wdThis = wdThis;
    this.wdContext = wdThis.wdGetContext();
    this.wdControllerAPI = wdThis.wdGetAPI();
    this.wdComponentAPI = wdThis.wdGetAPI().getComponent();
  }

  //@@begin javadoc:wdDoInit()
  /** Hook method called to initialize controller. */
  //@@end
  public void wdDoInit()
  {
    //@@begin wdDoInit()
    //@@end
  }

  //@@begin javadoc:wdDoExit()
  /** Hook method called to clean up controller. */
  //@@end
  public void wdDoExit()
  {
    //@@begin wdDoExit()
    //@@end
  }

  //@@begin javadoc:wdDoPostProcessing()
  /**
   * Hook called to handle data retrieval errors before rendering. <p>
   *
   * After doModifyView(), the Web Dynpro Framework gets all context data needed
   * for rendering by validating the contexts (which in turn calls the supply
   * functions and supplying relation roles). In this hook, the application
   * should handle the errors which occurred during validation of the contexts. <p>
   * 
   * Using preorder depth-first traversal, this hook is called for all component
   * controllers starting with the current root component. <p>
   *
   * Permitted operations:<pre>
   * - Flushing model queue
   * - Creating messages
   * - Reading context and model data
   * </pre>
   
   * Forbidden operations: <pre>
   * - Invalidating model data
   * - Manipulating the context
   * - Firing outbound plugs
   * - Creating components
   * ...   
   * </pre>
   *
   * @param isCurrentRoot true if this is the root of the current request
   */
  //@@end
  public void wdDoPostProcessing(boolean isCurrentRoot)
  {
    //@@begin wdDoPostProcessing()
    //@@end
  }

  //@@begin javadoc:wdDoBeforeNavigation()
  /**
   * Hook before the navigation phase starts. <p>
   *
   * This hook allows you to flush the model queue and handle any
   * errors that occur. Firing outbound plugs is allowed in this hook. <p>
   *
   * Using preorder depth-first traversal, this hook is called for all component
   * controllers starting with the current root component. <p>
   *
   * @param isCurrentRoot true if this is the root of the current request
   */
  //@@end
  public void wdDoBeforeNavigation(boolean isCurrentRoot)
  {
    //@@begin wdDoBeforeNavigation()
    //@@end
  }

  //@@begin javadoc:wdDoApplicationStateChange()
  /**
   * Hook that informs the application about a state change. <p>
   * 
   * This hook is called e.g. to tell the application that it will be
   * <ul>
   *  <li>left via a suspend plug and therefore should go into a suspend/sleep
   *      mode with minimal need of resources. 
   *  <li>left due to a timeout and could write it's state to a data base if the 
   *      user comes back later on.
   * </ul>
   *
   * The concrete reason is available via IWDApplicationStateChangeInfo
   * <p>
   * <b>Important</b>: This hook is called for the top level component only!
   *
   * @param stateChangeInfo contains the information about the nature of the state change
   * @param stateChangeReturn allows the application to ask for a different state change. 
   *        The framework is allowed to ignore it considering i.e. the current resources situation.
   */
  //@@end
  public void wdDoApplicationStateChange(com.sap.tc.webdynpro.progmodel.api.IWDApplicationStateChangeInfo stateChangeInfo, com.sap.tc.webdynpro.progmodel.api.IWDApplicationStateChangeReturn stateChangeReturn)
  {
    //@@begin wdDoApplicationStateChange()
    //@@end
  }

  /*
   * The following code section can be used for any Java code that is 
   * not to be visible to other controllers/views or that contains constructs
   * currently not supported directly by Web Dynpro (such as inner classes or
   * member variables etc.). <p>
   *
   * Note: The content of this section is in no way managed/controlled
   * by the Web Dynpro Designtime or the Web Dynpro Runtime. 
   */
  //@@begin others
  //@@end
}
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demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsCompView.java// ---------------------------------------------------------------------------
// This file has been generated partially by the Web Dynpro Code Generator.
// MODIFY CODE ONLY IN SECTIONS ENCLOSED BY @@begin AND @@end,
// ALL OTHER CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
// SECTIONS ENCLOSED BY $$begin AND $$end ARE MANAGED BY
// DEVELOPER STUDIO WIZARDS AND MUST NOT BE CHANGED EITHER.
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp;

// 
// IMPORTANT NOTE: 
// _ALL_ IMPORT STATEMENTS MUST BE PLACED IN THE FOLLOWING SECTION ENCLOSED
// BY @@begin imports AND @@end. FURTHERMORE, THIS SECTION MUST ALWAYS CONTAIN
// AT LEAST ONE IMPORT STATEMENT (E.G. THAT FOR IPrivateServerCredentialsCompView).
// OTHERWISE, USING THE ECLIPSE FUNCTION "Organize Imports" FOLLOWED BY
// A WEB DYNPRO CODE GENERATION (E.G. PROJECT BUILD) WILL RESULT IN THE LOSS
// OF IMPORT STATEMENTS.
//
//@@begin imports
import java.io.ByteArrayOutputStream;
import java.io.IOException;

import com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsCompView;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocument;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentAccessibleContext;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentCertificate;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentHandler;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentSignature;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.WDPDFDocumentCertificatePermission;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.WDPDFDocumentFactory;
import com.sap.tc.webdynpro.services.sal.um.api.WDClientUser;
import com.sap.tc.webdynpro.services.sal.um.api.WDUMException;

//@@end

//@@begin documentation
//@@end

public class ServerCredentialsCompView implements java.io.Serializable 
{
  private static final long serialVersionUID = 0x92ad3acbd35cb549L;
  
  /**
   * Logging location.
   */
  @SuppressWarnings("unused")
  private static final com.sap.tc.logging.Location logger = 
    com.sap.tc.logging.Location.getLocation(ServerCredentialsComp.class);
  
  static 
  {
    //@@begin id
    String id = "$Id$";
    //@@end
    com.sap.tc.logging.Location.getLocation("ID.com.sap.tc.webdynpro").infoT(id);
  }

  /**
   * Private access to the generated Web Dynpro counterpart 
   * for this controller class. <p>
   *
   * Use <code>wdThis</code> to gain typed access to the context,
   * to trigger navigation via outbound plugs, to get and enable/disable
   * actions, fire declared events, and access used controllers and/or 
   * component usages.
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsCompView for more details
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsCompView wdThis;

  /**
   * Root node of this controller's context. <p>
   *
   * Provides typed access not only to the elements of the root node 
   * but also to all nodes in the context (methods node<i>XYZ</i>()) 
   * and their currently selected element (methods current<i>XYZ</i>Element()). 
   * It also facilitates the creation of new elements for all nodes 
   * (methods create<i>XYZ</i>Element()). <p>
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsCompView.IContextNode for more details.
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsCompView.IContextNode wdContext;

  /**
   * A shortcut for <code>wdThis.wdGetAPI()</code>. <p>
   * 
   * Represents the generic API of the generic Web Dynpro counterpart 
   * for this controller. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDViewController wdControllerAPI;
  
  /**
   * A shortcut for <code>wdThis.wdGetAPI().getComponent()</code>. <p>
   * 
   * Represents the generic API of the Web Dynpro component this controller 
   * belongs to. Can be used to access the message manager, the window manager,
   * to add/remove event handlers and so on. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdComponentAPI;
  
  public ServerCredentialsCompView(IPrivateServerCredentialsCompView wdThis)
  {
    this.wdThis = wdThis;
    this.wdContext = wdThis.wdGetContext();
    this.wdControllerAPI = wdThis.wdGetAPI();
    this.wdComponentAPI = wdThis.wdGetAPI().getComponent();
  }

  //@@begin javadoc:wdDoInit()
  /** Hook method called to initialize controller. */
  //@@end
  public void wdDoInit()
  {
    //@@begin wdDoInit()
//    this.wdContext.currentDataSourceElement().setCredentialAlias("DocumentCertification");
      this.wdContext.currentDataSourceElement().setPONum("1234567890");
      this.wdContext.currentDataSourceElement().setDate(new java.sql.Date(System.currentTimeMillis()));
      this.wdContext.currentOrderedByElement().setOrderedBy("San Jose, CA");
      this.wdContext.currentOrderedByElement().setContactName("Adobe");
      this.wdContext.currentDeliverToElement().setDeliverTo("Palo Alto, CA");
      this.wdContext.currentDeliverToElement().setContactName("SAP");
      
      //product
      this.wdContext.currentProductElement().setItemNubmer("011-1234");
      this.wdContext.currentProductElement().setItemDescription("Adobe Designer");
      this.wdContext.currentProductElement().setUnitPrice(200);
      this.wdContext.currentProductElement().setQuantity(3);
      
      
    //@@end
  }

  //@@begin javadoc:wdDoExit()
  /** Hook method called to clean up controller. */
  //@@end
  public void wdDoExit()
  {
    //@@begin wdDoExit()
    //@@end
  }

  //@@begin javadoc:wdDoModifyView
  /**
   * Hook method called to modify a view just before rendering. <p>
   *
   * This method conceptually belongs to the view itself, not to the
   * controller (cf. MVC pattern).
   * The Web Dynpro programming model recommends that UI elements can
   * only be accessed by code executed within the call to this hook method. <p>
   *
   * @param view The view's generic API, as provided by Web Dynpro.
   *        Provides access to UI elements.
   * @param firstTime Indicates whether the hook is called for the first time
   *        during the lifetime of the view.
   */
  //@@end
  public void wdDoModifyView(com.sap.tc.webdynpro.progmodel.api.IWDView view, boolean firstTime)
  {
    //@@begin wdDoModifyView
    //@@end
  }
  
  //@@begin javadoc:wdOnContextMenu
  /**
   * Handles context menu event.
   * 
   * @param contextMenuManager the context menu manager
   * @param event the context menu event
   */
  //@@end
  public final void wdOnContextMenu
  (
    final com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDContextMenuManager contextMenuManager,
    final com.sap.tc.webdynpro.progmodel.api.IWDContextMenuEvent event 
  )
  {
    //@@begin wdOnContextMenu
    //@@end
  }

  //@@begin javadoc:wdDoBeforeAction
  /**
   * Hook method called for additional validation of user input. <p>
   *
   * @param validation Interface for reporting validation errors
   */
  //@@end
  public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction validation)
  {
    //@@begin wdDoBeforeAction
    //@@end
  }

  //@@begin javadoc:applyServerSignature()
  /**
   * Method declared by application.
   */
  //@@end
  public void applyServerSignature( )  {
    //@@begin applyServerSignature()
    /**
     * Demonstrates, how to apply certification on an existing PDF document.
     */
    
    try {  
          
    // Get the alias name, provided at input field in this example.
    String credentialAlias = wdContext.currentContextElement().getCredentialAlias();
    // Additional information that could be stored along with the credential in the signature field.
    //Reason for signing
    String reason = wdContext.currentContextElement().getReason();    
    //Locale
    String location = WDClientUser.getCurrentUser().getLocale().toString(); 
    //Contact information 
    String contactInfo = wdContext.currentContextElement().getContactInfo(); 
    
    //set the signature field permission. 
    WDPDFDocumentCertificatePermission permission = WDPDFDocumentCertificatePermission.CERT_DEFAULT_PERMISSION;
    
     /*
      * Get Interactive Form context. Because, we want to apply the certification 
      * on the PDF document represented by the interactive form UI element on the 
      * page.
      */
    IWDPDFDocumentAccessibleContext iFormContext = WDPDFDocumentFactory.getDocumentHandler().getDocumentAccessibleContext();

    //Get the PDF from the InteractiveForm UI element
    byte[] pdf = wdContext.currentContextElement().getPdf();
    
    /**
     * Byte array based access.
     * Set the PDF to the Document Accessible Context   
     */
    iFormContext.setPDF(pdf);
    
     /*
      * Get document context and then set certification on that. You need a credential
      * to certify a PDF document. Please, consult your ADS administrator for the
      * same. Default credential (DocumentCertification) will be used if you do not specify one.
      */
     iFormContext.setCertification(credentialAlias, "SignatureField1", reason, location, contactInfo, null, permission);

     IWDPDFDocument pdfDocument = iFormContext.execute();
      
     //Set the signed PDF back to the InteractiveForm UI element      
     wdContext.currentContextElement().setPdf(pdfDocument.getPDF());
      
    } catch (Exception _e) {
        wdThis.wdGetAPI().getComponent().getMessageManager().reportException(_e.getCause().getMessage());
    }
    
    //@@end
  }

  //@@begin javadoc:verifyServerSignature()
  /**
   * Method declared by application.
   */
  //@@end
  public void verifyServerSignature( )  {
    //@@begin verifyServerSignature()
    /*
     * This action demonstrates how to use PDF document API in stand alone mode.
     * Assumed that, you have a PDF document in hand and you need to verify whether
     * the document has been certified or not. Note, the difference between the 
     * API usage. You deal with an instance of type IWDPDFDocumentHandler when
     * you want to handle the operation on your own. But, you deal with an
     * instance of IWDPDFDocumentInteractiveFormHandler, when you want to deal
     * with the InteractiveForm UI element.
     */
        
    // Get PDF document handler.
    IWDPDFDocumentHandler pdfDocumentHandler = WDPDFDocumentFactory.getDocumentHandler();
        
    /*
     * Get accessible context. The other available context under this mode is 
     * creation context. Since, we are going to deal with an existing PDF document
     * here, we need to have an accessible context.
     *  
     * @see onActionCreatePDFStandalone for the usage of creation context.
     */    
    IWDPDFDocumentAccessibleContext accessibleContext = pdfDocumentHandler.getDocumentAccessibleContext();
        
    // Set PDF stream. 
    byte[] pdfStream = wdContext.currentContextElement().getPdf();
    ByteArrayOutputStream outPDF = new ByteArrayOutputStream();
    try {
       outPDF.write(pdfStream);
    } catch (IOException e) {
      e.printStackTrace();
    }
        
    accessibleContext.setPDF(outPDF);
        
    /*
     * We need to have the certificate in response. Hence we need to instruct the
     * server to send us back the certificate and the related certification 
     * information attached with the document. Add the GetCertification task to 
     * the server process. The same holds true for signatures also. 
     */
     accessibleContext.getTaskSetter().addGetCertificationTask();

    /*
     * We need to verify whether the existing PDF document has been signed or not.
     * To do so, we need to instruct the server process to send us back all the
     * signatures attached with the document and its related info along with the
     * document.
     */
     accessibleContext.getTaskSetter().addGetSignatureTask();
     /*
      * Execute. Note that IWDPDFDocument contains pdf binary (byte array) and 
      * data implicitly. Special task like GetCertification, GetSignature needs to be
      * added explicitly.
      */ 
     IWDPDFDocument pdfDocument = accessibleContext.execute();
       
     // GetCertification
     IWDPDFDocumentCertificate certificate = pdfDocument.getCertification();

     //Get all signature fields
     IWDPDFDocumentSignature[] signatures = pdfDocument.getSignature();
     
     if(null == certificate){
        wdThis.wdGetAPI().getComponent().getMessageManager().reportWarning(
        "This document has not been certified.");          
     }else{
        wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Certificate Status: " + certificate.getStatus().toString());
        wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Certificate Validity: " + certificate.isValid());
     }
     
     if(null == signatures){ 
            wdThis.wdGetAPI().getComponent().getMessageManager().reportWarning(
            "The application is not called though SSL or the document has not been signed.");          
        }else{
        wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Number Of Signature Fields attached: " + signatures.length);
        wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Accessing signature details one by one: ");
        for(int i=0; i<signatures.length; i++){
            wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Field: " + signatures[i].getField());
            wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Status: " + signatures[i].getStatus().toString());
            wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Signer: " + signatures[i].getSigner());
            wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Location: " + signatures[i].getLocation());
            wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Date: " + signatures[i].getDate());
            wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Contact Info: " + signatures[i].getContactInfo());
            wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Reason: " + signatures[i].getReason());
            wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("isValid: " + signatures[i].isValid());
        }
     }  
        
    //@@end
  }

  //@@begin javadoc:onActionCertifyDocument(ServerEvent)
  /**
   * Declared validating event handler. 
   * 
   * @param wdEvent generic event object provided by framework
   */
  //@@end
  public void onActionCertifyDocument(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent wdEvent )
  {
    //@@begin onActionCertifyDocument(ServerEvent)
    //$$begin Action Button(-1185906832)
    applyServerSignature();

    //$$end

    //@@end
  }

  //@@begin javadoc:onActionVerifyServerCredential(ServerEvent)
  /**
   * Declared validating event handler. 
   * 
   * @param wdEvent generic event object provided by framework
   */
  //@@end
  public void onActionVerifyServerCredential(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent wdEvent )
  {
    //@@begin onActionVerifyServerCredential(ServerEvent)
    //$$begin Action Button0(1211015419)
    verifyServerSignature();

    //$$end

    //@@end
  }

  /*
   * The following code section can be used for any Java code that is 
   * not to be visible to other controllers/views or that contains constructs
   * currently not supported directly by Web Dynpro (such as inner classes or
   * member variables etc.). <p>
   *
   * Note: The content of this section is in no way managed/controlled
   * by the Web Dynpro Designtime or the Web Dynpro Runtime. 
   */
  //@@begin others
  //@@end
}

// ---- content of obsolete user coding area(s) ----
//@@begin obsolete:applyCredential()
//  //this.wdContext.currentDataSourceElement().setCredentialAlias("Document");
//@@end
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demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/ServerCredentialsWindow.java// ---------------------------------------------------------------------------
// This file has been generated partially by the Web Dynpro Code Generator.
// MODIFY CODE ONLY IN SECTIONS ENCLOSED BY @@begin AND @@end,
// ALL OTHER CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
// SECTIONS ENCLOSED BY $$begin AND $$end ARE MANAGED BY
// DEVELOPER STUDIO WIZARDS AND MUST NOT BE CHANGED EITHER.
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp;

// 
// IMPORTANT NOTE: 
// _ALL_ IMPORT STATEMENTS MUST BE PLACED IN THE FOLLOWING SECTION ENCLOSED
// BY @@begin imports AND @@end. FURTHERMORE, THIS SECTION MUST ALWAYS CONTAIN
// AT LEAST ONE IMPORT STATEMENT (E.G. THAT FOR IPrivateServerCredentialsWindow).
// OTHERWISE, USING THE ECLIPSE FUNCTION "Organize Imports" FOLLOWED BY
// A WEB DYNPRO CODE GENERATION (E.G. PROJECT BUILD) WILL RESULT IN THE LOSS
// OF IMPORT STATEMENTS.
//
//@@begin imports
import com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsWindow;

//@@end

//@@begin documentation
//@@end

public class ServerCredentialsWindow implements java.io.Serializable 
{
  private static final long serialVersionUID = 0x2df08a27e4510fb4L;
  
  /**
   * Logging location.
   */
  @SuppressWarnings("unused")
  private static final com.sap.tc.logging.Location logger = 
    com.sap.tc.logging.Location.getLocation(ServerCredentialsComp.class);
  
  static 
  {
    //@@begin id
    String id = "$Id$";
    //@@end
    com.sap.tc.logging.Location.getLocation("ID.com.sap.tc.webdynpro").infoT(id);
  }

  /**
   * Private access to the generated Web Dynpro counterpart 
   * for this controller class. <p>
   *
   * Use <code>wdThis</code> to gain typed access to the context,
   * to trigger navigation via outbound plugs, to get and enable/disable
   * actions, fire declared events, and access used controllers and/or 
   * component usages.
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsWindow for more details
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsWindow wdThis;

  /**
   * Root node of this controller's context. <p>
   *
   * Provides typed access not only to the elements of the root node 
   * but also to all nodes in the context (methods node<i>XYZ</i>()) 
   * and their currently selected element (methods current<i>XYZ</i>Element()). 
   * It also facilitates the creation of new elements for all nodes 
   * (methods create<i>XYZ</i>Element()). <p>
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsWindow.IContextNode for more details.
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsWindow.IContextNode wdContext;

  /**
   * A shortcut for <code>wdThis.wdGetAPI()</code>. <p>
   * 
   * Represents the generic API of the generic Web Dynpro counterpart 
   * for this controller. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDWindowController wdControllerAPI;
  
  /**
   * A shortcut for <code>wdThis.wdGetAPI().getComponent()</code>. <p>
   * 
   * Represents the generic API of the Web Dynpro component this controller 
   * belongs to. Can be used to access the message manager, the window manager,
   * to add/remove event handlers and so on. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdComponentAPI;
  
  public ServerCredentialsWindow(IPrivateServerCredentialsWindow wdThis)
  {
    this.wdThis = wdThis;
    this.wdContext = wdThis.wdGetContext();
    this.wdControllerAPI = wdThis.wdGetAPI();
    this.wdComponentAPI = wdThis.wdGetAPI().getComponent();
  }

  //@@begin javadoc:wdDoInit()
  /** Hook method called to initialize controller. */
  //@@end
  public void wdDoInit()
  {
    //@@begin wdDoInit()
    //@@end
  }

  //@@begin javadoc:wdDoExit()
  /** Hook method called to clean up controller. */
  //@@end
  public void wdDoExit()
  {
    //@@begin wdDoExit()
    //@@end
  }

  //@@begin javadoc:wdDoModifyView
  /**
   * Hook method called to modify a view just before rendering. <p>
   *
   * This method conceptually belongs to the view itself, not to the
   * controller (cf. MVC pattern).
   * The Web Dynpro programming model recommends that UI elements can
   * only be accessed by code executed within the call to this hook method. <p>
   *
   * @param view The view's generic API, as provided by Web Dynpro.
   *        Provides access to UI elements.
   * @param firstTime Indicates whether the hook is called for the first time
   *        during the lifetime of the view.
   */
  //@@end
  public void wdDoModifyView(com.sap.tc.webdynpro.progmodel.api.IWDView view, boolean firstTime)
  {
    //@@begin wdDoModifyView
    //@@end
  }
  
  //@@begin javadoc:wdDoBeforeAction
  /**
   * Hook method called for additional validation of user input. <p>
   *
   * @param validation Interface for reporting validation errors
   */
  //@@end
  public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction validation)
  {
    //@@begin wdDoBeforeAction
    //@@end
  }

  //@@begin javadoc:onPlugDefault(ServerEvent)
  /** 
   * Declared validating event handler. 
   *
   * @param wdEvent generic event object provided by framework
   */
  //@@end
  public void onPlugDefault(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent wdEvent )
  {
    //@@begin onPlugDefault(ServerEvent)
    //@@end
  }

  /*
   * The following code section can be used for any Java code that is 
   * not to be visible to other controllers/views or that contains constructs
   * currently not supported directly by Web Dynpro (such as inner classes or
   * member variables etc.). <p>
   *
   * Note: The content of this section is in no way managed/controlled
   * by the Web Dynpro Designtime or the Web Dynpro Runtime. 
   */
  //@@begin others
  //@@end
}
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demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IConstantServerCredentialsComp.java// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator
// DON'T MODIFY!!! CHANGES WILL BE LOST WHENEVER THE FILE GETS GENERATED AGAIN
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;


/** 
 * This interface provides constants relevant on Web Dynpro Component level
 */
@SuppressWarnings("all")
public interface IConstantServerCredentialsComp {
}
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    demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IExternalServerCredentialsCompInterface.java
    
    


demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IExternalServerCredentialsCompInterface.java// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator.
// DO NOT MODIFY! CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

@SuppressWarnings("all")
public interface IExternalServerCredentialsCompInterface extends com.sap.tc.webdynpro.progmodel.api.IWDExternalControllerInterface {

  public static final class WD {
  
    /**
     * No instances of this class.
     */
    private WD() {
    }
      
    /**
     * Casts the given controller to the corresponding controller in 
     * this component interface.
     * 
     * If a component implements more than one component interface, the
     * controllers in the different interfaces need not have the same identity.
     * Therefore, it is not possible to use a language cast on a controller
     * in a component interface to work with that controller in the scope of 
     * another component interface. Instead, this method has to be used to change
     * the identity of the controller while casting if neccessary. 
     * 
     * @param ctrlInterface The controller which should be cast into the 
     *                      controller of this interface. The component
     *                      implementation of the given controller must
     *                      implement this component interface.
     *
     * @return The cast result.
     * @since 7.10 generator
     */
    public static IExternalServerCredentialsCompInterface cast(IWDExternalControllerInterface ctrlInterface) {
      return (IExternalServerCredentialsCompInterface) com.sap.tc.webdynpro.progmodel.gci.helper.GCIComponentHelper.castTo(ctrlInterface, IExternalServerCredentialsCompInterface.class);
    }
      
    /**
     * Checks whether this controller interface is (one of) the type(s) of the
     * provided interface controller.
     *
     * @param ctrlInterface The controller for which to do the check.
     *
     * @return True, iff this controller interface is (one of) the type(s) of
     *         the provided interface controller. False, if ctrlInterface is null.
     * @since 7.10 generator
     */
    public static boolean isTypeOf(IWDExternalControllerInterface ctrlInterface) {
      if (ctrlInterface == null) {
        return false;
      }
      return com.sap.tc.webdynpro.progmodel.gci.helper.GCIComponentHelper.isInstanceOf(ctrlInterface, IExternalServerCredentialsCompInterface.class);
    }
  }

  /**
   * Provides access to the generic API of this controller.
   */
  IWDExternalController wdGetAPI();

}






demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IMessageServerCredentialsComp.java



    
    
    demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IMessageServerCredentialsComp.java
    
    


demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IMessageServerCredentialsComp.java// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator
// DON'T MODIFY!!! CHANGES WILL BE LOST WHENEVER THE FILE GETS GENERATED AGAIN
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;



/** 
 * This interface encapsulates all texts / messages for this component. 
 * The message constants of type IWDMessage can be used in
 * conjunction with the IWDMessageManager.reportMessage method.
 * All constants can be used in conjunction with IWDTextAccessor.
 */
@SuppressWarnings("all")
public interface IMessageServerCredentialsComp {

}
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demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/InternalServerCredentialsComp.java
// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator
// DON'T MODIFY!!! CHANGES WILL BE LOST WHENEVER THE FILE GETS GENERATED AGAIN
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.cmi.metadata.CMICardinality;
import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

@SuppressWarnings("all")
public class InternalServerCredentialsComp
  extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIComponentController
  implements IPrivateServerCredentialsComp, com.sap.tc.webdynpro.progmodel.gci.IGCIComponentDelegate
{
  private static final long serialVersionUID = 0x918a4dde7bb25189L;

  /**
   * Framework implementation of Controller that delegates to this.
   */
  private final com.sap.tc.webdynpro.progmodel.gci.IGCIComponent wdAlterEgo;

  /**
   * Delegate that implements application defined logic.
   */
  private final com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp delegate;


  // ---- Context --------------------------------------------------------------

  IGCINodeInfo infoContext;

  {

    infoContext = GCIContext.createValueNode("Context", true, CMICardinality.ONE, CMICardinality.ONE, true, null,
      (IGCIAttributeInfo[])null, // no attributes
      (IGCINodeInfo[])null // no child nodes
    );

  }
  
  private IContextNode contextNode;

  private void wdInitContextNode() {
    contextNode = new IContextNode(this, infoContext, (Node)null);
  }

  public IWDNode wdGetRootNode() {
    return contextNode;
  }

  public IContextNode wdGetContext() {
    return contextNode;
  }


  // ---- Actions --------------------------------------------------------------

  /**
   * Create a new action for this controller. A unique name for the action is generated automatially.
   * @param eventHandler is the action's eventhandler with proper signature
   * @param text is the text displayed in the UI element triggering this action
   */
  public IWDAction wdCreateAction(WDActionEventHandler eventHandler, String text) {
    return wdAlterEgo.createAction(null, eventHandler, text, null);
  }

  /**
   * Create a new action with the given name for this controller.
   * @param eventHandler is the action's eventhandler with proper signature
   * @param name is the action's name
   * @param text is the text displayed in the UI element triggering this action
   */
  public IWDAction wdCreateNamedAction(WDActionEventHandler eventHandler, String name, String text) {
    return wdAlterEgo.createAction(name, eventHandler, text, null);
  }
  
  // ---- Controller part ------------------------------------------------------

  /**
   * Creates a new instance of this controller.
   */
  public InternalServerCredentialsComp(com.sap.tc.webdynpro.progmodel.gci.IGCIComponent alterEgo) {
    super(alterEgo);
    this.wdAlterEgo = alterEgo;
    wdInitContextNode();
    this.delegate = new com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp((IPrivateServerCredentialsComp) this);
  }

  /**
   * Returns the public API for this controller instance.
   */
  public com.sap.tc.webdynpro.progmodel.api.IWDComponent wdGetAPI() {
    return (com.sap.tc.webdynpro.progmodel.api.IWDComponent) wdAlterEgo;
  }

  /**
   * Hook method called to initialize component controller.
   */
  public void wdDoInit() {
    delegate.wdDoInit();
  }

  /**
   * Hook method called to clean up component controller.
   */
  public void wdDoExit() {
    delegate.wdDoExit();
  }

  /**
   * Hook called by framework in a request/response cycle each time before rendering starts.
   */
  public void wdDoPostProcessing(boolean isCurrentRoot) {
    delegate.wdDoPostProcessing(isCurrentRoot);
  }

  /**
   * Hook called by framework in a request/response cycle each time before the navigation queue is processed.
   */
  public void wdDoBeforeNavigation(boolean isCurrentRoot) {
    delegate.wdDoBeforeNavigation(isCurrentRoot);
  }
  
  /**
   * Hook called by framework when an application state change occurs.
   */
  public void wdDoApplicationStateChange(IWDApplicationStateChangeInfo stateChangeInfo, IWDApplicationStateChangeReturn stateChangeReturn)
  {
    delegate.wdDoApplicationStateChange(stateChangeInfo, stateChangeReturn);
  }
  
  public Object wdInvokeEventHandler(String handlerName, IWDCustomEvent event)
    throws NoSuchMethodException {
    
      throw new NoSuchMethodException("Eventhandler " + handlerName + " not found for event " + event.getName());
  }

  // initialize the method table for method invokation method
  private static final java.util.Map<String, Integer> wdMethodMap = new java.util.HashMap<String, Integer>(0, 1F);
  static {
  }
  
  public final java.util.Map<String, Integer> wdGetMethodMap() {
     return wdMethodMap;
  }
  
  public Object wdInvokeMethod(int methodNr, Object[] args) throws Throwable {
    
      Object result = null;
      switch(methodNr) {
        default: 
          throw new NoSuchMethodException("Internal Error in generated code: Method nr " + methodNr + " not found.");
      }
  }


}
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demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/InternalServerCredentialsCompView.java
// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator
// DON'T MODIFY!!! CHANGES WILL BE LOST WHENEVER THE FILE GETS GENERATED AGAIN
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.cmi.metadata.CMICardinality;
import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

@SuppressWarnings("all")
public class InternalServerCredentialsCompView
  extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIViewController
  implements IPrivateServerCredentialsCompView, com.sap.tc.webdynpro.progmodel.gci.IGCIViewDelegate
{
  private static final long serialVersionUID = 0x5fcdda3c5bb3fa0L;

  /**
   * Framework implementation of Controller that delegates to this.
   */
  private final com.sap.tc.webdynpro.progmodel.gci.IGCIView wdAlterEgo;

  /**
   * Delegate that implements application defined logic.
   */
  private final com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsCompView delegate;


  // ---- Context --------------------------------------------------------------

  IGCINodeInfo infoOrderedBy;
  IGCINodeInfo infoDeliverTo;
  IGCINodeInfo infoProduct;
  IGCINodeInfo infoDataSource;
  IGCINodeInfo infoContext;

  {

    infoOrderedBy = GCIContext.createValueNode("OrderedBy", true, CMICardinality.ONE, CMICardinality.ZERO_TO_ONE, true, null,
      new IGCIAttributeInfo[] {
        GCIContext.createAttribute("orderedBy", "ddic:com.sap.dictionary.string", null, null, false, null),
        GCIContext.createAttribute("ContactName", "ddic:com.sap.dictionary.string", null, null, false, null),
      },
      (IGCINodeInfo[])null // no child nodes
    );

    infoDeliverTo = GCIContext.createValueNode("DeliverTo", true, CMICardinality.ONE, CMICardinality.ZERO_TO_ONE, true, null,
      new IGCIAttributeInfo[] {
        GCIContext.createAttribute("deliverTo", "ddic:com.sap.dictionary.string", null, null, false, null),
        GCIContext.createAttribute("ContactName", "ddic:com.sap.dictionary.string", null, null, false, null),
      },
      (IGCINodeInfo[])null // no child nodes
    );

    infoProduct = GCIContext.createValueNode("Product", true, CMICardinality.ONE, CMICardinality.ZERO_TO_ONE, true, null,
      new IGCIAttributeInfo[] {
        GCIContext.createAttribute("itemNubmer", "ddic:com.sap.dictionary.string", null, null, false, null),
        GCIContext.createAttribute("itemDescription", "ddic:com.sap.dictionary.string", null, null, false, null),
        GCIContext.createAttribute("quantity", "ddic:com.sap.dictionary.integer", null, null, false, null),
        GCIContext.createAttribute("unitPrice", "ddic:com.sap.dictionary.integer", null, null, false, null),
        GCIContext.createAttribute("amount", "ddic:com.sap.dictionary.integer", null, null, false, null),
      },
      (IGCINodeInfo[])null // no child nodes
    );

    infoDataSource = GCIContext.createValueNode("DataSource", true, CMICardinality.ONE, CMICardinality.ZERO_TO_ONE, true, null,
      new IGCIAttributeInfo[] {
        GCIContext.createAttribute("Date", "ddic:com.sap.dictionary.date", null, null, false, null),
        GCIContext.createAttribute("PONum", "ddic:com.sap.dictionary.string", null, null, false, null),
      },
      new IGCINodeInfo[] {
        infoOrderedBy,
        infoDeliverTo,
        infoProduct,
      }
    );

    infoContext = GCIContext.createValueNode("Context", true, CMICardinality.ONE, CMICardinality.ONE, true, null,
      new IGCIAttributeInfo[] {
        GCIContext.createAttribute("pdf", "ddic:com.sap.dictionary.binary", null, null, false, null),
        GCIContext.createAttribute("CredentialAlias", "ddic:com.sap.dictionary.string", null, null, false, null),
        GCIContext.createAttribute("Reason", "ddic:com.sap.dictionary.string", null, null, false, null),
        GCIContext.createAttribute("contactInfo", "ddic:com.sap.dictionary.string", null, null, false, null),
      },
      new IGCINodeInfo[] {
        infoDataSource,
      }
    );

  }
  
  private IContextNode contextNode;

  private void wdInitContextNode() {
    contextNode = new IContextNode(this, infoContext, (Node)null);
  }

  public IWDNode wdGetRootNode() {
    return contextNode;
  }

  public IContextNode wdGetContext() {
    return contextNode;
  }


  // ---- Actions --------------------------------------------------------------

  /**
   * Returns the action with name <code>CertifyDocument</code>.
   */
  public IWDAction wdGetCertifyDocumentAction() {
    return wdAlterEgo.getAction("CertifyDocument");
  }

  /**
   * Returns the action with name <code>VerifyServerCredential</code>.
   */
  public IWDAction wdGetVerifyServerCredentialAction() {
    return wdAlterEgo.getAction("VerifyServerCredential");
  }

  /**
   * Create a new action for this controller. A unique name for the action is generated automatially.
   * @param eventHandler is the action's eventhandler with proper signature
   * @param text is the text displayed in the UI element triggering this action
   */
  public IWDAction wdCreateAction(WDActionEventHandler eventHandler, String text) {
    return wdAlterEgo.createAction(null, eventHandler, text, null);
  }

  /**
   * Create a new action with the given name for this controller.
   * @param eventHandler is the action's eventhandler with proper signature
   * @param name is the action's name
   * @param text is the text displayed in the UI element triggering this action
   */
  public IWDAction wdCreateNamedAction(WDActionEventHandler eventHandler, String name, String text) {
    return wdAlterEgo.createAction(name, eventHandler, text, null);
  }
  
  // ---- Controller part ------------------------------------------------------

  /**
   * Creates a new instance of this controller.
   */
  public InternalServerCredentialsCompView(com.sap.tc.webdynpro.progmodel.gci.IGCIView alterEgo) {
    super(alterEgo);
    this.wdAlterEgo = alterEgo;
    wdInitContextNode();
    this.delegate = new com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsCompView((IPrivateServerCredentialsCompView) this);
    wdAlterEgo.createAction("CertifyDocument", WDActionEventHandler.CERTIFY_DOCUMENT, wdAlterEgo.getLocalizedText("action.ServerCredentialsCompView.CertifyDocument"), "");
    wdAlterEgo.createAction("VerifyServerCredential", WDActionEventHandler.VERIFY_SERVER_CREDENTIAL, wdAlterEgo.getLocalizedText("action.ServerCredentialsCompView.VerifyServerCredential"), "");
  }

  /**
   * Returns the public API for this controller instance.
   */
  public com.sap.tc.webdynpro.progmodel.api.IWDViewController wdGetAPI() {
    return (com.sap.tc.webdynpro.progmodel.api.IWDViewController) wdAlterEgo;
  }

  /**
   * Hook method called to initialize view controller.
   */
  public void wdDoInit() {
    delegate.wdDoInit();
  }

  /**
   * Hook method called to clean up view controller.
   */
  public void wdDoExit() {
    delegate.wdDoExit();
  }

  public void applyServerSignature( ) {
    delegate.applyServerSignature();
  }

  public void verifyServerSignature( ) {
    delegate.verifyServerSignature();
  }

  public Object wdInvokeEventHandler(String handlerName, IWDCustomEvent event)
    throws NoSuchMethodException {
    
      if("onActionCertifyDocument".equals(handlerName)) {

        delegate.onActionCertifyDocument(event );
        return null;
      }
      if("onActionVerifyServerCredential".equals(handlerName)) {

        delegate.onActionVerifyServerCredential(event );
        return null;
      }
      throw new NoSuchMethodException("Eventhandler " + handlerName + " not found for event " + event.getName());
  }


  public void onActionCertifyDocument(IWDCustomEvent wdEvent ) {
    delegate.onActionCertifyDocument(wdEvent );
  }

  public void onActionVerifyServerCredential(IWDCustomEvent wdEvent ) {
    delegate.onActionVerifyServerCredential(wdEvent );
  }



  // ---- UI Tree ---------------------------------------------------------

  // create UI tree
  public com.sap.tc.webdynpro.progmodel.api.IWDViewElement wdCreateUITree()
  {

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDTransparentContainer _RootElement =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDTransparentContainer.class, "RootElement");  
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridLayout _RootElement__Layout =
      _RootElement.createLayout(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridLayout.class);

    com.sap.tc.webdynpro.clientserver.uielib.adobe.api.IWDInteractiveForm _InteractiveForm =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.adobe.api.IWDInteractiveForm.class, "InteractiveForm");  
    _InteractiveForm.setDisplayType(com.sap.tc.webdynpro.clientserver.uielib.adobe.api.WDInteractiveFormDisplayType.valueOf("native"));
    _InteractiveForm.setTemplateSource("ServerCredentialsCompView_InteractiveForm.xdp");
    _InteractiveForm.setHeight("700px");
    _InteractiveForm.setWidth("700px");
    _InteractiveForm.bindDataSource("DataSource");
    _InteractiveForm.bindPdfSource("pdf");
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _InteractiveForm__LayoutData =
      _InteractiveForm.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _InteractiveForm__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _RootElement.addChild(_InteractiveForm);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDHorizontalGutter _HorizontalGutter1 =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDHorizontalGutter.class, "HorizontalGutter1");  
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _HorizontalGutter1__LayoutData =
      _HorizontalGutter1.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _HorizontalGutter1__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _RootElement.addChild(_HorizontalGutter1);
    _RootElement.addChild(wdCreateUITreeForTransContainer_0());

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDButton _Certify =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDButton.class, "Certify");  
    _Certify.setOnAction(wdAlterEgo.getAction("CertifyDocument"));
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _Certify__LayoutData =
      _Certify.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _Certify__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _RootElement.addChild(_Certify);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDHorizontalGutter _HorizontalGutter =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDHorizontalGutter.class, "HorizontalGutter");  
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _HorizontalGutter__LayoutData =
      _HorizontalGutter.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _HorizontalGutter__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _RootElement.addChild(_HorizontalGutter);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDButton _Verify =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDButton.class, "Verify");  
    _Verify.setOnAction(wdAlterEgo.getAction("VerifyServerCredential"));
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _Verify__LayoutData =
      _Verify.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _Verify__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _RootElement.addChild(_Verify);
    return (_RootElement);
  }

  // create UI tree for TransContainer_0
  private com.sap.tc.webdynpro.progmodel.api.IWDUIElement wdCreateUITreeForTransContainer_0()
  {

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDTransparentContainer _TransContainer_0 =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDTransparentContainer.class, "TransContainer_0");  
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _TransContainer_0__LayoutData =
      _TransContainer_0.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _TransContainer_0__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridLayout _TransContainer_0__Layout =
      _TransContainer_0.createLayout(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridLayout.class);
    _TransContainer_0__Layout.setColCount(2);
    _TransContainer_0__Layout.setStretchedHorizontally(false);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDLabel _CredentialAlias_label =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDLabel.class, "CredentialAlias_label");  
    _CredentialAlias_label.setLabelFor("CredentialAlias");
    _CredentialAlias_label.setText((wdAlterEgo.getLocalizedText("view.ServerCredentialsCompView.TransContainer_0.CredentialAlias_label.text")));
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _CredentialAlias_label__LayoutData =
      _CredentialAlias_label.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _CredentialAlias_label__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _TransContainer_0.addChild(_CredentialAlias_label);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDInputField _CredentialAlias =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDInputField.class, "CredentialAlias");  
    _CredentialAlias.bindValue("CredentialAlias");
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _CredentialAlias__LayoutData =
      _CredentialAlias.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _CredentialAlias__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _TransContainer_0.addChild(_CredentialAlias);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDLabel _contactInfo_label =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDLabel.class, "contactInfo_label");  
    _contactInfo_label.setLabelFor("contactInfo");
    _contactInfo_label.setText((wdAlterEgo.getLocalizedText("view.ServerCredentialsCompView.TransContainer_0.contactInfo_label.text")));
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _contactInfo_label__LayoutData =
      _contactInfo_label.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _contactInfo_label__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _TransContainer_0.addChild(_contactInfo_label);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDInputField _contactInfo =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDInputField.class, "contactInfo");  
    _contactInfo.bindValue("contactInfo");
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _contactInfo__LayoutData =
      _contactInfo.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _contactInfo__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _TransContainer_0.addChild(_contactInfo);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDLabel _Reason_label =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDLabel.class, "Reason_label");  
    _Reason_label.setLabelFor("Reason");
    _Reason_label.setText((wdAlterEgo.getLocalizedText("view.ServerCredentialsCompView.TransContainer_0.Reason_label.text")));
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _Reason_label__LayoutData =
      _Reason_label.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _Reason_label__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _TransContainer_0.addChild(_Reason_label);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDInputField _Reason =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDInputField.class, "Reason");  
    _Reason.bindValue("Reason");
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _Reason__LayoutData =
      _Reason.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _Reason__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _TransContainer_0.addChild(_Reason);

    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDHorizontalGutter _HorizontalGutter2 =
      wdAlterEgo.createElement(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDHorizontalGutter.class, "HorizontalGutter2");  
    com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData _HorizontalGutter2__LayoutData =
      _HorizontalGutter2.createLayoutData(com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDGridData.class);
    _HorizontalGutter2__LayoutData.setHAlign(com.sap.tc.webdynpro.clientserver.uielib.standard.api.WDCellHAlign.valueOf("left"));
    _TransContainer_0.addChild(_HorizontalGutter2);
    return (_TransContainer_0);
  }
  

  /**
   * Hook method called to modify view before rendering. Access to UI elements
   * is via the given view API only!
   * 
   * @param view The view's generic API, as provided by Web Dynpro.
   *        Provides access to UI elements.
   * @param firstTime indicates whether the hook is called for the first time
   * during the lifetime of this view
   */
  public void wdDoModifyView(IWDView view, boolean firstTime) {
    delegate.wdDoModifyView(view, firstTime);
  }

  /**
   * Handles context menu event.
   * 
   * @param contextMenuManager the context menu manager
   * @param event the context menu event
   */
  public final void wdOnContextMenu
  (
    final Object contextMenuManager,
    final com.sap.tc.webdynpro.progmodel.api.IWDContextMenuEvent event 
  )
  {
    delegate.wdOnContextMenu
    (
      (com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDContextMenuManager) contextMenuManager,
      event
    );
  }

  /**
   * Hook method called to do additional validation of user input.
   * 
   * @param validation gives access to report validation errors
   */
  public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction validation) {
    delegate.wdDoBeforeAction(validation);
  }


}
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demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/InternalServerCredentialsWindow.java
// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator
// DON'T MODIFY!!! CHANGES WILL BE LOST WHENEVER THE FILE GETS GENERATED AGAIN
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.cmi.metadata.CMICardinality;
import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

@SuppressWarnings("all")
public class InternalServerCredentialsWindow
  extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIWindowController
  implements IPrivateServerCredentialsWindow, com.sap.tc.webdynpro.progmodel.gci.IGCIViewDelegate
{
  private static final long serialVersionUID = 0x79fb02ffff40df9eL;

  /**
   * Framework implementation of Controller that delegates to this.
   */
  private final com.sap.tc.webdynpro.progmodel.gci.IGCIView wdAlterEgo;

  /**
   * Delegate that implements application defined logic.
   */
  private final com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsWindow delegate;


  // ---- Context --------------------------------------------------------------

  IGCINodeInfo infoContext;

  {

    infoContext = GCIContext.createValueNode("Context", true, CMICardinality.ONE, CMICardinality.ONE, true, null,
      (IGCIAttributeInfo[])null, // no attributes
      (IGCINodeInfo[])null // no child nodes
    );

  }
  
  private IContextNode contextNode;

  private void wdInitContextNode() {
    contextNode = new IContextNode(this, infoContext, (Node)null);
  }

  public IWDNode wdGetRootNode() {
    return contextNode;
  }

  public IContextNode wdGetContext() {
    return contextNode;
  }


  // ---- Actions --------------------------------------------------------------

  /**
   * Create a new action for this controller. A unique name for the action is generated automatially.
   * @param eventHandler is the action's eventhandler with proper signature
   * @param text is the text displayed in the UI element triggering this action
   */
  public IWDAction wdCreateAction(WDActionEventHandler eventHandler, String text) {
    return wdAlterEgo.createAction(null, eventHandler, text, null);
  }

  /**
   * Create a new action with the given name for this controller.
   * @param eventHandler is the action's eventhandler with proper signature
   * @param name is the action's name
   * @param text is the text displayed in the UI element triggering this action
   */
  public IWDAction wdCreateNamedAction(WDActionEventHandler eventHandler, String name, String text) {
    return wdAlterEgo.createAction(name, eventHandler, text, null);
  }
  
  // ---- Controller part ------------------------------------------------------

  /**
   * Creates a new instance of this controller.
   */
  public InternalServerCredentialsWindow(com.sap.tc.webdynpro.progmodel.gci.IGCIView alterEgo) {
    super(alterEgo);
    this.wdAlterEgo = alterEgo;
    wdInitContextNode();
    this.delegate = new com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsWindow((IPrivateServerCredentialsWindow) this);
  }

  /**
   * Returns the public API for this controller instance.
   */
  public com.sap.tc.webdynpro.progmodel.api.IWDWindowController wdGetAPI() {
    return (com.sap.tc.webdynpro.progmodel.api.IWDWindowController) wdAlterEgo;
  }

  /**
   * Hook method called to initialize window controller.
   */
  public void wdDoInit() {
    delegate.wdDoInit();
  }

  /**
   * Hook method called to clean up window controller.
   */
  public void wdDoExit() {
    delegate.wdDoExit();
  }

  public Object wdInvokeEventHandler(String handlerName, IWDCustomEvent event)
    throws NoSuchMethodException {
    
      if("onPlugDefault".equals(handlerName)) {

        delegate.onPlugDefault(event );
        return null;
      }
      throw new NoSuchMethodException("Eventhandler " + handlerName + " not found for event " + event.getName());
  }


  public void onPlugDefault(IWDCustomEvent wdEvent ) {
    delegate.onPlugDefault(wdEvent );
  }



  // ---- UI Tree ---------------------------------------------------------

  // create UI tree
  public com.sap.tc.webdynpro.progmodel.api.IWDViewElement wdCreateUITree()
  {
    return null; // other view like controllers (i.e. windows) have no UI tree
  }


  /**
   * Hook method called to modify view before rendering. Access to UI elements
   * is via the given view API only!
   * 
   * @param view The view's generic API, as provided by Web Dynpro.
   *        Provides access to UI elements.
   * @param firstTime indicates whether the hook is called for the first time
   * during the lifetime of this view
   */
  public void wdDoModifyView(IWDView view, boolean firstTime) {
     delegate.wdDoModifyView(view, firstTime);
  }

  /**
   * Hook method called to do additional validation of user input.
   * 
   * @param validation gives access to report validation errors
   */
  public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction validation) {
    delegate.wdDoBeforeAction(validation);
  }


}
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demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsComp.java// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator.
// DO NOT MODIFY! CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

/** Interface that is provided to application class. */

@SuppressWarnings("all")
public interface IPrivateServerCredentialsComp extends com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPublicServerCredentialsComp {

  /** Enumeration of all available action event handlers. */
  public final class WDActionEventHandler extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIActionEventHandlerEnum
  {
    private static final long serialVersionUID = 0x57c093366cc903eaL;

    private WDActionEventHandler(String value, boolean isValidating, Object[] declaredParameters) {
      super(value, isValidating, declaredParameters);
    }
  }

  /**
   * Creates a new action for this controller.
   * @param eventHandler is the action's event handler with an appropriate signature
   * @param text is the text displayed in the UI element triggering this action
   */
  IWDAction wdCreateAction(WDActionEventHandler eventHandler, String text);

  /**
   * Creates a new action with the given name for this controller.
   * @param eventHandler is the action's event handler with an appropriate signature
   * @param name is the action's name
   * @param text is the text displayed in the UI element triggering this action
   */
  IWDAction wdCreateNamedAction(WDActionEventHandler eventHandler, String name, String text);

}
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demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsCompView.java// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator.
// DO NOT MODIFY! CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

/** Interface that is provided to application class. */

@SuppressWarnings("all")
public interface IPrivateServerCredentialsCompView {

  /*
   * Event Handler identifiers.
   */ 
    
  /** Event handler constant. */
  public static IWDEventHandlerId WD_EVENTHANDLER_ON_ACTION_CERTIFY_DOCUMENT = new com.sap.tc.webdynpro.progmodel.gci.impl.GCIEventHandlerId("onActionCertifyDocument", "ServerCredentialsCompView", "com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp");
  
  /** Event handler constant. */
  public static IWDEventHandlerId WD_EVENTHANDLER_ON_ACTION_VERIFY_SERVER_CREDENTIAL = new com.sap.tc.webdynpro.progmodel.gci.impl.GCIEventHandlerId("onActionVerifyServerCredential", "ServerCredentialsCompView", "com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp");
  
  /**
   * Provides access to the generic API of this controller.
   */
  IWDViewController wdGetAPI();


  /**
   * Interface for the node 'Context'.
   *
   * singleton = true, cardinality = _1_1, selection = _1_1
   */
  public static class IContextNode extends DataNode
  {
    private static final long serialVersionUID = 0x30c98103c081930cL;
    
    private InternalServerCredentialsCompView gen_delegate;

    IContextNode(InternalServerCredentialsCompView delegate, IGCINodeInfo nodeInfo, Node parent) {
      super(nodeInfo, parent);
      gen_delegate = delegate;
    }

    protected com.sap.tc.webdynpro.progmodel.context.Node createNode(IGCINodeInfo nodeInfo, com.sap.tc.webdynpro.progmodel.context.Node parentNode, com.sap.tc.webdynpro.progmodel.context.NodeElement parentElement) {
      if (nodeInfo == gen_delegate.infoContext)
        return new IPrivateServerCredentialsCompView.IContextNode(gen_delegate, nodeInfo, parentNode);
      if (nodeInfo == gen_delegate.infoDataSource)
        return new IPrivateServerCredentialsCompView.IDataSourceNode(gen_delegate, nodeInfo, parentNode);
      if (nodeInfo == gen_delegate.infoOrderedBy)
        return new IPrivateServerCredentialsCompView.IOrderedByNode(gen_delegate, nodeInfo, parentNode);
      if (nodeInfo == gen_delegate.infoDeliverTo)
        return new IPrivateServerCredentialsCompView.IDeliverToNode(gen_delegate, nodeInfo, parentNode);
      if (nodeInfo == gen_delegate.infoProduct)
        return new IPrivateServerCredentialsCompView.IProductNode(gen_delegate, nodeInfo, parentNode);
      return super.createNode(nodeInfo, parentNode, parentElement);
    }

    protected com.sap.tc.webdynpro.progmodel.context.NodeElement doCreateElement(IGCINodeInfo nodeInfo, Object reference) {
      if (nodeInfo == gen_delegate.infoContext) {
        return new IPrivateServerCredentialsCompView.IContextElement(gen_delegate, nodeInfo);
      }
      if (nodeInfo == gen_delegate.infoDataSource) {
        return new IPrivateServerCredentialsCompView.IDataSourceElement(gen_delegate, nodeInfo);
      }
      if (nodeInfo == gen_delegate.infoOrderedBy) {
        return new IPrivateServerCredentialsCompView.IOrderedByElement(gen_delegate, nodeInfo);
      }
      if (nodeInfo == gen_delegate.infoDeliverTo) {
        return new IPrivateServerCredentialsCompView.IDeliverToElement(gen_delegate, nodeInfo);
      }
      if (nodeInfo == gen_delegate.infoProduct) {
        return new IPrivateServerCredentialsCompView.IProductElement(gen_delegate, nodeInfo);
      }
      return super.doCreateElement(nodeInfo, reference);
    }

    // ---- typed accessors --------------------------------------------------

    /**
     * Provides access to the generic context API as described by IWDContext.
     */
    public IWDContext wdGetAPI() {
      return getContext();
    }

    /**
     * Creates a new element for this node. The element is <b>not</b> bound 
     * to the node. Use {@link #bind(IContextElement)} or 
     * {@link IWDNode#bind(Collection)} to bind it or {@link IWDNode#addElement(IWDNodeElement)}
     * to add it to the node. Alternatively use {@link #createAndAndContextElement()}.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IContextElement createContextElement() {
      return (IPrivateServerCredentialsCompView.IContextElement)createElement();
    }

    /**
     * Creates a new <b>bound</b> element for this node.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IContextElement createAndAddContextElement() {
      return (IPrivateServerCredentialsCompView.IContextElement)createAndAddElement();
    }

    /**
     * Binds a single IContextElement to the node.
     * @param element a node element for this node
     */
    public void bind(IPrivateServerCredentialsCompView.IContextElement element) {
      bind(element == null ? java.util.Collections.EMPTY_LIST : java.util.Collections.singletonList(element));
    }

    /** 
     * Returns the element at the lead selection.
     * @return the element at the lead selection or <code>null</code> if the
     *         lead selection is not set
     */
    public IPrivateServerCredentialsCompView.IContextElement currentContextElement() {
      return (IPrivateServerCredentialsCompView.IContextElement) getCurrentElement();
    }

    // ---- hooks ------------------------------------------------------------

    // ---- child nodes ------------------------------------------------------------

    /**
     * Returns the singleton child node DataSource.
     * @return the child node
     */
    public IPrivateServerCredentialsCompView.IDataSourceNode nodeDataSource() {
      return (IPrivateServerCredentialsCompView.IDataSourceNode) getChildNode(gen_delegate.infoDataSource);
    }

    /**
     * Returns the current (lead selection) element of the singleton child node
     * DataSource.
     * @return the child node element or <code>null</code> if no such element 
     *         exists
     */
    public IPrivateServerCredentialsCompView.IDataSourceElement currentDataSourceElement() {
      return (IPrivateServerCredentialsCompView.IDataSourceElement) nodeDataSource().getCurrentElement();
    }

    public IPrivateServerCredentialsCompView.IDataSourceElement createDataSourceElement() {
      return (IPrivateServerCredentialsCompView.IDataSourceElement) doCreateElement(gen_delegate.infoDataSource, null);
    }

    public IPrivateServerCredentialsCompView.IDataSourceElement createAndAddDataSourceElement() {
      return (IPrivateServerCredentialsCompView.IDataSourceElement)nodeDataSource().createAndAddElement();
    }

    /**
     * Returns the descendant node OrderedBy that is on the lead selection path.
     * @return the descendant node
     */
    public IPrivateServerCredentialsCompView.IOrderedByNode nodeOrderedBy() {
      IPrivateServerCredentialsCompView.IDataSourceNode node = nodeDataSource();
      return node != null ? node.nodeOrderedBy() : null;
    }

    /**
     * Returns the current (lead selection) element of the descendant node OrderedBy 
     * following the lead selection path to that node.
     * @return the lead selection element of the descendant node 
     */
    public IPrivateServerCredentialsCompView.IOrderedByElement currentOrderedByElement() {
      IPrivateServerCredentialsCompView.IOrderedByNode node = nodeOrderedBy();
      return node != null ? node.currentOrderedByElement() : null;
    }

    /**
     * Creates a new, unbound element for the descendant node OrderedBy. 
     * @return the newly created element 
     */
    public IPrivateServerCredentialsCompView.IOrderedByElement createOrderedByElement() {
      IPrivateServerCredentialsCompView.IOrderedByNode node = nodeOrderedBy();
      if (node == null)
        throw new ContextException(ContextException.NO_FACTORY_NODE, this, "OrderedBy");
      return (IPrivateServerCredentialsCompView.IOrderedByElement) node.createElement();
    }

    /**
     * Creates a new, bound element for the descendant node OrderedBy. 
     * @return the newly created element 
     */
    public IPrivateServerCredentialsCompView.IOrderedByElement createAndAddOrderedByElement() {
      IPrivateServerCredentialsCompView.IOrderedByNode node = nodeOrderedBy();
      if (node == null)
        throw new ContextException(ContextException.NO_FACTORY_NODE, this, "OrderedBy");
      return (IPrivateServerCredentialsCompView.IOrderedByElement) node.createAndAddElement();
    }

    /**
     * Returns the descendant node DeliverTo that is on the lead selection path.
     * @return the descendant node
     */
    public IPrivateServerCredentialsCompView.IDeliverToNode nodeDeliverTo() {
      IPrivateServerCredentialsCompView.IDataSourceNode node = nodeDataSource();
      return node != null ? node.nodeDeliverTo() : null;
    }

    /**
     * Returns the current (lead selection) element of the descendant node DeliverTo 
     * following the lead selection path to that node.
     * @return the lead selection element of the descendant node 
     */
    public IPrivateServerCredentialsCompView.IDeliverToElement currentDeliverToElement() {
      IPrivateServerCredentialsCompView.IDeliverToNode node = nodeDeliverTo();
      return node != null ? node.currentDeliverToElement() : null;
    }

    /**
     * Creates a new, unbound element for the descendant node DeliverTo. 
     * @return the newly created element 
     */
    public IPrivateServerCredentialsCompView.IDeliverToElement createDeliverToElement() {
      IPrivateServerCredentialsCompView.IDeliverToNode node = nodeDeliverTo();
      if (node == null)
        throw new ContextException(ContextException.NO_FACTORY_NODE, this, "DeliverTo");
      return (IPrivateServerCredentialsCompView.IDeliverToElement) node.createElement();
    }

    /**
     * Creates a new, bound element for the descendant node DeliverTo. 
     * @return the newly created element 
     */
    public IPrivateServerCredentialsCompView.IDeliverToElement createAndAddDeliverToElement() {
      IPrivateServerCredentialsCompView.IDeliverToNode node = nodeDeliverTo();
      if (node == null)
        throw new ContextException(ContextException.NO_FACTORY_NODE, this, "DeliverTo");
      return (IPrivateServerCredentialsCompView.IDeliverToElement) node.createAndAddElement();
    }

    /**
     * Returns the descendant node Product that is on the lead selection path.
     * @return the descendant node
     */
    public IPrivateServerCredentialsCompView.IProductNode nodeProduct() {
      IPrivateServerCredentialsCompView.IDataSourceNode node = nodeDataSource();
      return node != null ? node.nodeProduct() : null;
    }

    /**
     * Returns the current (lead selection) element of the descendant node Product 
     * following the lead selection path to that node.
     * @return the lead selection element of the descendant node 
     */
    public IPrivateServerCredentialsCompView.IProductElement currentProductElement() {
      IPrivateServerCredentialsCompView.IProductNode node = nodeProduct();
      return node != null ? node.currentProductElement() : null;
    }

    /**
     * Creates a new, unbound element for the descendant node Product. 
     * @return the newly created element 
     */
    public IPrivateServerCredentialsCompView.IProductElement createProductElement() {
      IPrivateServerCredentialsCompView.IProductNode node = nodeProduct();
      if (node == null)
        throw new ContextException(ContextException.NO_FACTORY_NODE, this, "Product");
      return (IPrivateServerCredentialsCompView.IProductElement) node.createElement();
    }

    /**
     * Creates a new, bound element for the descendant node Product. 
     * @return the newly created element 
     */
    public IPrivateServerCredentialsCompView.IProductElement createAndAddProductElement() {
      IPrivateServerCredentialsCompView.IProductNode node = nodeProduct();
      if (node == null)
        throw new ContextException(ContextException.NO_FACTORY_NODE, this, "Product");
      return (IPrivateServerCredentialsCompView.IProductElement) node.createAndAddElement();
    }

  }

  /**
   * Interface for the elements of the node Context.
   */
  public static class IContextElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement
  {
    private static final long serialVersionUID = 0x8818e05bda071811L;
    
    private InternalServerCredentialsCompView gen_delegate;

    IContextElement(InternalServerCredentialsCompView delegate, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo info) {
      super(info);
      gen_delegate = delegate;
    }

    // attribute "pdf"
    public final static String PDF = "pdf";

    /**
     * Returns the attribute pdf.
     */
    public byte[] getPdf() {
      return (byte[])gciGetObject(0);
    }

    /**
     * Sets the attribute pdf.
     * @param value the new value
     */
    public void setPdf(byte[] value) {
      gciSetObject(0, value);
    }

    // attribute "CredentialAlias"
    public final static String CREDENTIAL_ALIAS = "CredentialAlias";

    /**
     * Returns the attribute CredentialAlias.
     */
    public java.lang.String getCredentialAlias() {
      return gciGetString(1);
    }

    /**
     * Sets the attribute CredentialAlias.
     * @param value the new value
     */
    public void setCredentialAlias(java.lang.String value) {
      gciSetString(1, value);
    }

    // attribute "Reason"
    public final static String REASON = "Reason";

    /**
     * Returns the attribute Reason.
     */
    public java.lang.String getReason() {
      return gciGetString(2);
    }

    /**
     * Sets the attribute Reason.
     * @param value the new value
     */
    public void setReason(java.lang.String value) {
      gciSetString(2, value);
    }

    // attribute "contactInfo"
    public final static String CONTACT_INFO = "contactInfo";

    /**
     * Returns the attribute contactInfo.
     */
    public java.lang.String getContactInfo() {
      return gciGetString(3);
    }

    /**
     * Sets the attribute contactInfo.
     * @param value the new value
     */
    public void setContactInfo(java.lang.String value) {
      gciSetString(3, value);
    }

  }


  /**
   * Interface for the node 'DataSource'.
   *
   * singleton = true, cardinality = _1_1, selection = _0_1
   */
  public static class IDataSourceNode extends DataNode
  {
    private static final long serialVersionUID = 0xc15b1615a868da83L;
    
    private InternalServerCredentialsCompView gen_delegate;

    IDataSourceNode(InternalServerCredentialsCompView delegate, IGCINodeInfo nodeInfo, Node parent) {
      super(nodeInfo, parent);
      gen_delegate = delegate;
    }

    // ---- typed accessors --------------------------------------------------

    /**
     * Creates a new element for this node. The element is <b>not</b> bound 
     * to the node. Use {@link #bind(IDataSourceElement)} or 
     * {@link IWDNode#bind(Collection)} to bind it or {@link IWDNode#addElement(IWDNodeElement)}
     * to add it to the node. Alternatively use {@link #createAndAndDataSourceElement()}.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IDataSourceElement createDataSourceElement() {
      return (IPrivateServerCredentialsCompView.IDataSourceElement)createElement();
    }

    /**
     * Creates a new <b>bound</b> element for this node.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IDataSourceElement createAndAddDataSourceElement() {
      return (IPrivateServerCredentialsCompView.IDataSourceElement)createAndAddElement();
    }

    /**
     * Binds a single IDataSourceElement to the node.
     * @param element a node element for this node
     */
    public void bind(IPrivateServerCredentialsCompView.IDataSourceElement element) {
      bind(element == null ? java.util.Collections.EMPTY_LIST : java.util.Collections.singletonList(element));
    }

    /** 
     * Returns the element at the lead selection.
     * @return the element at the lead selection or <code>null</code> if the
     *         lead selection is not set
     */
    public IPrivateServerCredentialsCompView.IDataSourceElement currentDataSourceElement() {
      return (IPrivateServerCredentialsCompView.IDataSourceElement) getCurrentElement();
    }

    // ---- hooks ------------------------------------------------------------

    // ---- child nodes ------------------------------------------------------------

    /**
     * Returns the singleton child node OrderedBy.
     * @return the child node
     */
    public IPrivateServerCredentialsCompView.IOrderedByNode nodeOrderedBy() {
      return (IPrivateServerCredentialsCompView.IOrderedByNode) getChildNode(gen_delegate.infoOrderedBy);
    }

    /**
     * Returns the singleton child node DeliverTo.
     * @return the child node
     */
    public IPrivateServerCredentialsCompView.IDeliverToNode nodeDeliverTo() {
      return (IPrivateServerCredentialsCompView.IDeliverToNode) getChildNode(gen_delegate.infoDeliverTo);
    }

    /**
     * Returns the singleton child node Product.
     * @return the child node
     */
    public IPrivateServerCredentialsCompView.IProductNode nodeProduct() {
      return (IPrivateServerCredentialsCompView.IProductNode) getChildNode(gen_delegate.infoProduct);
    }

  }

  /**
   * Interface for the elements of the node DataSource.
   */
  public static class IDataSourceElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement
  {
    private static final long serialVersionUID = 0x25ab5a09905ad5a4L;
    
    private InternalServerCredentialsCompView gen_delegate;

    IDataSourceElement(InternalServerCredentialsCompView delegate, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo info) {
      super(info);
      gen_delegate = delegate;
    }

    // attribute "Date"
    public final static String DATE = "Date";

    /**
     * Returns the attribute Date.
     */
    public java.sql.Date getDate() {
      return (java.sql.Date)gciGetObject(0);
    }

    /**
     * Sets the attribute Date.
     * @param value the new value
     */
    public void setDate(java.sql.Date value) {
      gciSetObject(0, value);
    }

    // attribute "PONum"
    public final static String PO_NUM = "PONum";

    /**
     * Returns the attribute PONum.
     */
    public java.lang.String getPONum() {
      return gciGetString(1);
    }

    /**
     * Sets the attribute PONum.
     * @param value the new value
     */
    public void setPONum(java.lang.String value) {
      gciSetString(1, value);
    }

  }


  /**
   * Interface for the node 'OrderedBy'.
   *
   * singleton = true, cardinality = _1_1, selection = _0_1
   */
  public static class IOrderedByNode extends DataNode
  {
    private static final long serialVersionUID = 0xb7d27df81fbe4bedL;
    
    private InternalServerCredentialsCompView gen_delegate;

    IOrderedByNode(InternalServerCredentialsCompView delegate, IGCINodeInfo nodeInfo, Node parent) {
      super(nodeInfo, parent);
      gen_delegate = delegate;
    }

    // ---- typed accessors --------------------------------------------------

    /**
     * Creates a new element for this node. The element is <b>not</b> bound 
     * to the node. Use {@link #bind(IOrderedByElement)} or 
     * {@link IWDNode#bind(Collection)} to bind it or {@link IWDNode#addElement(IWDNodeElement)}
     * to add it to the node. Alternatively use {@link #createAndAndOrderedByElement()}.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IOrderedByElement createOrderedByElement() {
      return (IPrivateServerCredentialsCompView.IOrderedByElement)createElement();
    }

    /**
     * Creates a new <b>bound</b> element for this node.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IOrderedByElement createAndAddOrderedByElement() {
      return (IPrivateServerCredentialsCompView.IOrderedByElement)createAndAddElement();
    }

    /**
     * Binds a single IOrderedByElement to the node.
     * @param element a node element for this node
     */
    public void bind(IPrivateServerCredentialsCompView.IOrderedByElement element) {
      bind(element == null ? java.util.Collections.EMPTY_LIST : java.util.Collections.singletonList(element));
    }

    /** 
     * Returns the element at the lead selection.
     * @return the element at the lead selection or <code>null</code> if the
     *         lead selection is not set
     */
    public IPrivateServerCredentialsCompView.IOrderedByElement currentOrderedByElement() {
      return (IPrivateServerCredentialsCompView.IOrderedByElement) getCurrentElement();
    }

    // ---- hooks ------------------------------------------------------------

    // ---- child nodes ------------------------------------------------------------

  }

  /**
   * Interface for the elements of the node OrderedBy.
   */
  public static class IOrderedByElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement
  {
    private static final long serialVersionUID = 0xb70dc34662c3b0edL;
    
    private InternalServerCredentialsCompView gen_delegate;

    IOrderedByElement(InternalServerCredentialsCompView delegate, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo info) {
      super(info);
      gen_delegate = delegate;
    }

    // attribute "orderedBy"
    public final static String ORDERED_BY = "orderedBy";

    /**
     * Returns the attribute orderedBy.
     */
    public java.lang.String getOrderedBy() {
      return gciGetString(0);
    }

    /**
     * Sets the attribute orderedBy.
     * @param value the new value
     */
    public void setOrderedBy(java.lang.String value) {
      gciSetString(0, value);
    }

    // attribute "ContactName"
    public final static String CONTACT_NAME = "ContactName";

    /**
     * Returns the attribute ContactName.
     */
    public java.lang.String getContactName() {
      return gciGetString(1);
    }

    /**
     * Sets the attribute ContactName.
     * @param value the new value
     */
    public void setContactName(java.lang.String value) {
      gciSetString(1, value);
    }

  }


  /**
   * Interface for the node 'DeliverTo'.
   *
   * singleton = true, cardinality = _1_1, selection = _0_1
   */
  public static class IDeliverToNode extends DataNode
  {
    private static final long serialVersionUID = 0xe04a74d42b2e5207L;
    
    private InternalServerCredentialsCompView gen_delegate;

    IDeliverToNode(InternalServerCredentialsCompView delegate, IGCINodeInfo nodeInfo, Node parent) {
      super(nodeInfo, parent);
      gen_delegate = delegate;
    }

    // ---- typed accessors --------------------------------------------------

    /**
     * Creates a new element for this node. The element is <b>not</b> bound 
     * to the node. Use {@link #bind(IDeliverToElement)} or 
     * {@link IWDNode#bind(Collection)} to bind it or {@link IWDNode#addElement(IWDNodeElement)}
     * to add it to the node. Alternatively use {@link #createAndAndDeliverToElement()}.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IDeliverToElement createDeliverToElement() {
      return (IPrivateServerCredentialsCompView.IDeliverToElement)createElement();
    }

    /**
     * Creates a new <b>bound</b> element for this node.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IDeliverToElement createAndAddDeliverToElement() {
      return (IPrivateServerCredentialsCompView.IDeliverToElement)createAndAddElement();
    }

    /**
     * Binds a single IDeliverToElement to the node.
     * @param element a node element for this node
     */
    public void bind(IPrivateServerCredentialsCompView.IDeliverToElement element) {
      bind(element == null ? java.util.Collections.EMPTY_LIST : java.util.Collections.singletonList(element));
    }

    /** 
     * Returns the element at the lead selection.
     * @return the element at the lead selection or <code>null</code> if the
     *         lead selection is not set
     */
    public IPrivateServerCredentialsCompView.IDeliverToElement currentDeliverToElement() {
      return (IPrivateServerCredentialsCompView.IDeliverToElement) getCurrentElement();
    }

    // ---- hooks ------------------------------------------------------------

    // ---- child nodes ------------------------------------------------------------

  }

  /**
   * Interface for the elements of the node DeliverTo.
   */
  public static class IDeliverToElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement
  {
    private static final long serialVersionUID = 0x176e0eea577076e8L;
    
    private InternalServerCredentialsCompView gen_delegate;

    IDeliverToElement(InternalServerCredentialsCompView delegate, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo info) {
      super(info);
      gen_delegate = delegate;
    }

    // attribute "deliverTo"
    public final static String DELIVER_TO = "deliverTo";

    /**
     * Returns the attribute deliverTo.
     */
    public java.lang.String getDeliverTo() {
      return gciGetString(0);
    }

    /**
     * Sets the attribute deliverTo.
     * @param value the new value
     */
    public void setDeliverTo(java.lang.String value) {
      gciSetString(0, value);
    }

    // attribute "ContactName"
    public final static String CONTACT_NAME = "ContactName";

    /**
     * Returns the attribute ContactName.
     */
    public java.lang.String getContactName() {
      return gciGetString(1);
    }

    /**
     * Sets the attribute ContactName.
     * @param value the new value
     */
    public void setContactName(java.lang.String value) {
      gciSetString(1, value);
    }

  }


  /**
   * Interface for the node 'Product'.
   *
   * singleton = true, cardinality = _1_1, selection = _0_1
   */
  public static class IProductNode extends DataNode
  {
    private static final long serialVersionUID = 0xde027843c21e407bL;
    
    private InternalServerCredentialsCompView gen_delegate;

    IProductNode(InternalServerCredentialsCompView delegate, IGCINodeInfo nodeInfo, Node parent) {
      super(nodeInfo, parent);
      gen_delegate = delegate;
    }

    // ---- typed accessors --------------------------------------------------

    /**
     * Creates a new element for this node. The element is <b>not</b> bound 
     * to the node. Use {@link #bind(IProductElement)} or 
     * {@link IWDNode#bind(Collection)} to bind it or {@link IWDNode#addElement(IWDNodeElement)}
     * to add it to the node. Alternatively use {@link #createAndAndProductElement()}.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IProductElement createProductElement() {
      return (IPrivateServerCredentialsCompView.IProductElement)createElement();
    }

    /**
     * Creates a new <b>bound</b> element for this node.
     * @return an element for this node
     */
    public IPrivateServerCredentialsCompView.IProductElement createAndAddProductElement() {
      return (IPrivateServerCredentialsCompView.IProductElement)createAndAddElement();
    }

    /**
     * Binds a single IProductElement to the node.
     * @param element a node element for this node
     */
    public void bind(IPrivateServerCredentialsCompView.IProductElement element) {
      bind(element == null ? java.util.Collections.EMPTY_LIST : java.util.Collections.singletonList(element));
    }

    /** 
     * Returns the element at the lead selection.
     * @return the element at the lead selection or <code>null</code> if the
     *         lead selection is not set
     */
    public IPrivateServerCredentialsCompView.IProductElement currentProductElement() {
      return (IPrivateServerCredentialsCompView.IProductElement) getCurrentElement();
    }

    // ---- hooks ------------------------------------------------------------

    // ---- child nodes ------------------------------------------------------------

  }

  /**
   * Interface for the elements of the node Product.
   */
  public static class IProductElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement
  {
    private static final long serialVersionUID = 0xa045a11bd885a205L;
    
    private InternalServerCredentialsCompView gen_delegate;

    IProductElement(InternalServerCredentialsCompView delegate, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo info) {
      super(info);
      gen_delegate = delegate;
    }

    // attribute "itemNubmer"
    public final static String ITEM_NUBMER = "itemNubmer";

    /**
     * Returns the attribute itemNubmer.
     */
    public java.lang.String getItemNubmer() {
      return gciGetString(0);
    }

    /**
     * Sets the attribute itemNubmer.
     * @param value the new value
     */
    public void setItemNubmer(java.lang.String value) {
      gciSetString(0, value);
    }

    // attribute "itemDescription"
    public final static String ITEM_DESCRIPTION = "itemDescription";

    /**
     * Returns the attribute itemDescription.
     */
    public java.lang.String getItemDescription() {
      return gciGetString(1);
    }

    /**
     * Sets the attribute itemDescription.
     * @param value the new value
     */
    public void setItemDescription(java.lang.String value) {
      gciSetString(1, value);
    }

    // attribute "quantity"
    public final static String QUANTITY = "quantity";

    /**
     * Returns the attribute quantity.
     */
    public int getQuantity() {
      return gciGetInt(2);
    }

    /**
     * Sets the attribute quantity.
     * @param value the new value
     */
    public void setQuantity(int value) {
      gciSetInt(2, value);
    }

    // attribute "unitPrice"
    public final static String UNIT_PRICE = "unitPrice";

    /**
     * Returns the attribute unitPrice.
     */
    public int getUnitPrice() {
      return gciGetInt(3);
    }

    /**
     * Sets the attribute unitPrice.
     * @param value the new value
     */
    public void setUnitPrice(int value) {
      gciSetInt(3, value);
    }

    // attribute "amount"
    public final static String AMOUNT = "amount";

    /**
     * Returns the attribute amount.
     */
    public int getAmount() {
      return gciGetInt(4);
    }

    /**
     * Sets the attribute amount.
     * @param value the new value
     */
    public void setAmount(int value) {
      gciSetInt(4, value);
    }

  }

  /**
   * Returns the context root node.
   * @return the context root node.
   */
  IContextNode wdGetContext();

  /**
   * Method declared by application.
   */
  void applyServerSignature( );

  /**
   * Method declared by application.
   */
  void verifyServerSignature( );

  /**
   * Declared validating event handler. 
   * 
   * @param wdEvent generic event object provided by framework
   */
  void onActionCertifyDocument(IWDCustomEvent wdEvent );

  /**
   * Declared validating event handler. 
   * 
   * @param wdEvent generic event object provided by framework
   */
  void onActionVerifyServerCredential(IWDCustomEvent wdEvent );

  /** Gets action 'CertifyDocument'. */
  IWDAction wdGetCertifyDocumentAction();

  /** Gets action 'VerifyServerCredential'. */
  IWDAction wdGetVerifyServerCredentialAction();

  /** Enumeration of all available action event handlers. */
  public final class WDActionEventHandler extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIActionEventHandlerEnum
  {
    private static final long serialVersionUID = 0xe03ca118853c070L;

    public static final WDActionEventHandler CERTIFY_DOCUMENT = new WDActionEventHandler("onActionCertifyDocument", true, NO_PARAMETERS);

    public static final WDActionEventHandler VERIFY_SERVER_CREDENTIAL = new WDActionEventHandler("onActionVerifyServerCredential", true, NO_PARAMETERS);

    private WDActionEventHandler(String value, boolean isValidating, Object[] declaredParameters) {
      super(value, isValidating, declaredParameters);
    }
  }

  /**
   * Creates a new action for this controller.
   * @param eventHandler is the action's event handler with an appropriate signature
   * @param text is the text displayed in the UI element triggering this action
   */
  IWDAction wdCreateAction(WDActionEventHandler eventHandler, String text);

  /**
   * Creates a new action with the given name for this controller.
   * @param eventHandler is the action's event handler with an appropriate signature
   * @param name is the action's name
   * @param text is the text displayed in the UI element triggering this action
   */
  IWDAction wdCreateNamedAction(WDActionEventHandler eventHandler, String name, String text);

}
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demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPrivateServerCredentialsWindow.java// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator.
// DO NOT MODIFY! CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

/** Interface that is provided to application class. */

@SuppressWarnings("all")
public interface IPrivateServerCredentialsWindow extends com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPublicServerCredentialsWindow {

  /*
   * Event Handler identifiers.
   */ 
    
  /** Event handler constant. */
  public static IWDEventHandlerId WD_EVENTHANDLER_ON_PLUG_DEFAULT = new com.sap.tc.webdynpro.progmodel.gci.impl.GCIEventHandlerId("onPlugDefault", "ServerCredentialsWindow", "com.sap.demo.ifba_server_signatures.servercredentials.comp.ServerCredentialsComp");
  
  /** Declared event handler. */
  void onPlugDefault(IWDCustomEvent wdEvent );

  /** Enumeration of all available action event handlers. */
  public final class WDActionEventHandler extends com.sap.tc.webdynpro.progmodel.gci.impl.GCIActionEventHandlerEnum
  {
    private static final long serialVersionUID = 0xf4cd0975ae90b32fL;

    private WDActionEventHandler(String value, boolean isValidating, Object[] declaredParameters) {
      super(value, isValidating, declaredParameters);
    }
  }

  /**
   * Creates a new action for this controller.
   * @param eventHandler is the action's event handler with an appropriate signature
   * @param text is the text displayed in the UI element triggering this action
   */
  IWDAction wdCreateAction(WDActionEventHandler eventHandler, String text);

  /**
   * Creates a new action with the given name for this controller.
   * @param eventHandler is the action's event handler with an appropriate signature
   * @param name is the action's name
   * @param text is the text displayed in the UI element triggering this action
   */
  IWDAction wdCreateNamedAction(WDActionEventHandler eventHandler, String name, String text);

}
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demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsComp.java// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator.
// DO NOT MODIFY! CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

@SuppressWarnings("all")
public interface IPublicServerCredentialsComp {

  /**
   * Provides access to the generic API of this component.
   */
  IWDComponent wdGetAPI();


  /**
   * Interface for the node 'Context'.
   *
   * singleton = true, cardinality = _1_1, selection = _1_1
   */
  public static class IContextNode extends DataNode
  {
    private static final long serialVersionUID = 0xd96930a8150c969bL;
    
    private InternalServerCredentialsComp gen_delegate;

    IContextNode(InternalServerCredentialsComp delegate, IGCINodeInfo nodeInfo, Node parent) {
      super(nodeInfo, parent);
      gen_delegate = delegate;
    }

    protected com.sap.tc.webdynpro.progmodel.context.Node createNode(IGCINodeInfo nodeInfo, com.sap.tc.webdynpro.progmodel.context.Node parentNode, com.sap.tc.webdynpro.progmodel.context.NodeElement parentElement) {
      if (nodeInfo == gen_delegate.infoContext)
        return new IPrivateServerCredentialsComp.IContextNode(gen_delegate, nodeInfo, parentNode);
      return super.createNode(nodeInfo, parentNode, parentElement);
    }

    protected com.sap.tc.webdynpro.progmodel.context.NodeElement doCreateElement(IGCINodeInfo nodeInfo, Object reference) {
      if (nodeInfo == gen_delegate.infoContext) {
        return new IPrivateServerCredentialsComp.IContextElement(gen_delegate, nodeInfo);
      }
      return super.doCreateElement(nodeInfo, reference);
    }

    // ---- typed accessors --------------------------------------------------

    /**
     * Provides access to the generic context API as described by IWDContext.
     */
    public IWDContext wdGetAPI() {
      return getContext();
    }

    /**
     * Creates a new element for this node. The element is <b>not</b> bound 
     * to the node. Use {@link #bind(IContextElement)} or 
     * {@link IWDNode#bind(Collection)} to bind it or {@link IWDNode#addElement(IWDNodeElement)}
     * to add it to the node. Alternatively use {@link #createAndAndContextElement()}.
     * @return an element for this node
     */
    public IPrivateServerCredentialsComp.IContextElement createContextElement() {
      return (IPrivateServerCredentialsComp.IContextElement)createElement();
    }

    /**
     * Creates a new <b>bound</b> element for this node.
     * @return an element for this node
     */
    public IPrivateServerCredentialsComp.IContextElement createAndAddContextElement() {
      return (IPrivateServerCredentialsComp.IContextElement)createAndAddElement();
    }

    /**
     * Binds a single IContextElement to the node.
     * @param element a node element for this node
     */
    public void bind(IPrivateServerCredentialsComp.IContextElement element) {
      bind(element == null ? java.util.Collections.EMPTY_LIST : java.util.Collections.singletonList(element));
    }

    /** 
     * Returns the element at the lead selection.
     * @return the element at the lead selection or <code>null</code> if the
     *         lead selection is not set
     */
    public IPrivateServerCredentialsComp.IContextElement currentContextElement() {
      return (IPrivateServerCredentialsComp.IContextElement) getCurrentElement();
    }

    // ---- hooks ------------------------------------------------------------

    // ---- child nodes ------------------------------------------------------------

  }

  /**
   * Interface for the elements of the node Context.
   */
  public static class IContextElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement
  {
    private static final long serialVersionUID = 0x76f1d296694b8f6eL;
    
    private InternalServerCredentialsComp gen_delegate;

    IContextElement(InternalServerCredentialsComp delegate, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo info) {
      super(info);
      gen_delegate = delegate;
    }

  }

  /**
   * Returns the context root node.
   * @return the context root node.
   */
  IContextNode wdGetContext();

}
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demo.sap.com/ifba_server_signatures/_comp/gen_wdp/packages/com/sap/demo/ifba_server_signatures/servercredentials/comp/wdp/IPublicServerCredentialsWindow.java// ---------------------------------------------------------------------------
// This file has been generated by the Web Dynpro Code Generator.
// DO NOT MODIFY! CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
//
// $JL-GENERATED-SOURCE$
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp;

import com.sap.tc.webdynpro.progmodel.api.*;
import com.sap.tc.webdynpro.progmodel.gci.*;
import com.sap.tc.webdynpro.progmodel.context.*;

@SuppressWarnings("all")
public interface IPublicServerCredentialsWindow {

  /**
   * Provides access to the generic API of this controller.
   */
  IWDWindowController wdGetAPI();


  /**
   * Interface for the node 'Context'.
   *
   * singleton = true, cardinality = _1_1, selection = _1_1
   */
  public static class IContextNode extends DataNode
  {
    private static final long serialVersionUID = 0x67e4527e4a27e60L;
    
    private InternalServerCredentialsWindow gen_delegate;

    IContextNode(InternalServerCredentialsWindow delegate, IGCINodeInfo nodeInfo, Node parent) {
      super(nodeInfo, parent);
      gen_delegate = delegate;
    }

    protected com.sap.tc.webdynpro.progmodel.context.Node createNode(IGCINodeInfo nodeInfo, com.sap.tc.webdynpro.progmodel.context.Node parentNode, com.sap.tc.webdynpro.progmodel.context.NodeElement parentElement) {
      if (nodeInfo == gen_delegate.infoContext)
        return new IPrivateServerCredentialsWindow.IContextNode(gen_delegate, nodeInfo, parentNode);
      return super.createNode(nodeInfo, parentNode, parentElement);
    }

    protected com.sap.tc.webdynpro.progmodel.context.NodeElement doCreateElement(IGCINodeInfo nodeInfo, Object reference) {
      if (nodeInfo == gen_delegate.infoContext) {
        return new IPrivateServerCredentialsWindow.IContextElement(gen_delegate, nodeInfo);
      }
      return super.doCreateElement(nodeInfo, reference);
    }

    // ---- typed accessors --------------------------------------------------

    /**
     * Provides access to the generic context API as described by IWDContext.
     */
    public IWDContext wdGetAPI() {
      return getContext();
    }

    /**
     * Creates a new element for this node. The element is <b>not</b> bound 
     * to the node. Use {@link #bind(IContextElement)} or 
     * {@link IWDNode#bind(Collection)} to bind it or {@link IWDNode#addElement(IWDNodeElement)}
     * to add it to the node. Alternatively use {@link #createAndAndContextElement()}.
     * @return an element for this node
     */
    public IPrivateServerCredentialsWindow.IContextElement createContextElement() {
      return (IPrivateServerCredentialsWindow.IContextElement)createElement();
    }

    /**
     * Creates a new <b>bound</b> element for this node.
     * @return an element for this node
     */
    public IPrivateServerCredentialsWindow.IContextElement createAndAddContextElement() {
      return (IPrivateServerCredentialsWindow.IContextElement)createAndAddElement();
    }

    /**
     * Binds a single IContextElement to the node.
     * @param element a node element for this node
     */
    public void bind(IPrivateServerCredentialsWindow.IContextElement element) {
      bind(element == null ? java.util.Collections.EMPTY_LIST : java.util.Collections.singletonList(element));
    }

    /** 
     * Returns the element at the lead selection.
     * @return the element at the lead selection or <code>null</code> if the
     *         lead selection is not set
     */
    public IPrivateServerCredentialsWindow.IContextElement currentContextElement() {
      return (IPrivateServerCredentialsWindow.IContextElement) getCurrentElement();
    }

    // ---- hooks ------------------------------------------------------------

    // ---- child nodes ------------------------------------------------------------

  }

  /**
   * Interface for the elements of the node Context.
   */
  public static class IContextElement extends com.sap.tc.webdynpro.progmodel.context.DataNodeElement
  {
    private static final long serialVersionUID = 0xbf0df9b7ed9fb0fdL;
    
    private InternalServerCredentialsWindow gen_delegate;

    IContextElement(InternalServerCredentialsWindow delegate, com.sap.tc.webdynpro.progmodel.gci.IGCINodeInfo info) {
      super(info);
      gen_delegate = delegate;
    }

  }

  /**
   * Returns the context root node.
   * @return the context root node.
   */
  IContextNode wdGetContext();

}
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          // DO NOT MODIFY THE CODE BEYOND THIS POINT - 705.20060907075610.330312.330312 - ContainerFoundation_JS

// Log reporting levels.
const debugLogLevel = 0;
const debugLogLevelText = "debug";

const infoLogLevel = 1;
const infoLogLevelText = "info";

const errorLogLevel = 2;
const errorLogLevelText = "error";

// Idle timer for the dynamic PDF dirty flag for lock, unlock and setFieldState messages. 
// We need to assign the timer to a variable to avoid garbage collection.
var idleDirtyStateTimer = null; 

/**
 * Retrieve a pointer to the root global value DOM node. 
 * Global values are stored in a non-form data section of the DOM.
 * The root is created if it is not already defined.
 *
 * @return Root global value DOM node
 */
function getGlobalDataParent() {
	var globalDataParent = null;
	if((globalDataParent = xfa.datasets.ContainerFoundation_JS_Global_Values) == null) {
		globalDataParent = xfa.datasets.createNode("dataGroup", "ContainerFoundation_JS_Global_Values");
		xfa.datasets.nodes.append(globalDataParent);
	} 
	
	return globalDataParent;
}

/**
 * Convert the passed in value to a string.
 *
 * @param number The value to be converted to a string
 *
 * @return string representation of the passed in value
 */
function numberToString(number) {
	return number += "";
}

/**
 * Convert the passed in value to an integer.
 *
 * @param str The value to be converted to an integer
 *
 * @return integer representation of the passed in string
 */
function stringToInteger(str) {
	return parseInt(str);
}

/**
 * Checks to see if the global value data type is an integer.
 *
 * @param name Name of the global value type to check
 *
 * @return true if the global value data type is an integer, false otherwise
 */
// TODO: provide a better way to determine the global property data type then using names.
function isGlobalValueAnInteger(name) {
	return ((name == "lockRefCount") || 
	        (name == "setFieldStateRefCount") || 
	        (name == "logReportingLevel"));
}

/**
 * Checks to see if the global value data type is a boolean.
 *
 * @param name Name of the global value type to check
 *
 * @return true if the global value data type is a boolean, false otherwise
 */
function isGlobalValueABoolean(name) {
	return ((name == "processingValueHelp") || 
			(name == "isDirtyStateValid") ||
		   	(name == "pendingLock") ||
	   		(name == "pendingReadOnly") ||
	        (name == "processingF4HelpOpen"));
}

/**
 * Convert the named global value to a string representation for storage.
 * Curently only strings, booleans and integers are supported.
 *
 * @param name Name of the global value to convert
 * @param value Value to be converted
 *
 * @return string representation of the passed in value
 */
function convertGlobalValueForStorage(name, value) {
	var returnValue = value;

	if(isGlobalValueAnInteger(name)) {
		returnValue = numberToString(value);
	} else if(isGlobalValueABoolean(name)) {
		if(value == false) {
		 	returnValue = "false";
		} else {
			returnValue = "true";
		}
	}

	return returnValue;
}

/**
 * Convert the string representation to the native data type for the named global property.
 * Curently only strings, booleans and integers are supported.
 *
 * @param name Name of the global value to convert
 * @param value String representation to convert
 *
 * @return native data type for the named global property
 */
function convertGlobalValueForRetrieval(name, value) {
	var returnValue = value;

	if(isGlobalValueAnInteger(name)) {
		returnValue = stringToInteger(value);
	} else if(isGlobalValueABoolean(name)) {
		if(value == "false") {
		 	returnValue = false;
		} else {
			returnValue = true;
		}
	}

	return returnValue;
}

/**
 * Set a default value for the named global property. No action 
 * is taken if the named property is already defined. Curently 
 * only strings, booleans and integers are supported.
 *
 * @param name Name of the global property to set
 * @param value Default for the named property
 */
function setGlobalValueDefault(name, value) {
	var currentValue = getGlobalValue(name);
	if(currentValue == null) {
		setGlobalValue(name, value);
	}	
}

/**
 * Set a value for the named global property. The propery is 
 * created if it is not already defined. Curently only strings, 
 * booleans and integers are supported.
 *
 * @param name Name of the global property to set
 * @param value New value for the named property
 */
function setGlobalValue(name, value) {
	try {
		var globalData = getGlobalDataParent(); 
		if(globalData != null) {
			var valueNode = null;
			eval("valueNode = globalData." + name + ";"); 
			if(valueNode == null) {
				valueNode = xfa.datasets.createNode("dataValue", name);
				xfa.datasets.ContainerFoundation_JS_Global_Values.nodes.append(valueNode);				
			} 
			
			// The DOM can only store strings so conversion is needed.			
		    valueNode.value = convertGlobalValueForStorage(name, value);
		}		
	} catch (ex) {
		reportException("Error setting global value: " + name + " to: " + value, ex);
	}
}

/**
 * Retrieve current value of the named global property. Curently only strings, 
 * booleans and integers are supported.
 *
 * @param name Name of the global property to retrieve
 *
 * @return current value of global property if defined, null otherwise 
*/
function getGlobalValue(name) {
	var returnValue = null;
	
	try {
		var globalData = getGlobalDataParent();
		if(globalData != null) {
			var valueNode = null; 
			eval("valueNode = globalData." + name + ";");
			if(valueNode != null) {
				// The DOM can only store strings so conversion is needed.
				returnValue = convertGlobalValueForRetrieval(name, valueNode.value); 
			} 
		} 
	} catch(ex) {
		reportException("Error getting global value: " + name, ex);
	}

	return returnValue;
}

/**
 * Set the current log reporting level for the container. Called from 
 * the container when it requires more or less log information. 
 *
 * @param level New log reporting level
 */
function setLogReportingLevel(level) {
	if(level == errorLogLevelText) {
		setGlobalValue("logReportingLevel", errorLogLevel);
	} else if (level == infoLogLevelText) {
		setGlobalValue("logReportingLevel", infoLogLevel);
	} else if(level == debugLogLevelText) {
		setGlobalValue("logReportingLevel", debugLogLevel);
	} else {
		// remains unchanged
		SendLogMessage(event.target, errorLogLevel, "Invalid log level passed to setLogReportingLevel(): " + level);	
	}
}

/**
 * Return the log reporting level as text.
 *
 * @param level Log reporting level
 */ 
function getLogLevelText(level) {
	if(level == errorLogLevel) {
		return errorLogLevelText;
	} else if (level == infoLogLevel) {
		return infoLogLevelText;
	} else if(level == debugLogLevel) {
		return debugLogLevelText;
	} else {
		return "undefined";	
	}
}

/**
 * Report an exception to the container via an error log message.
 *
 * @param prefix Pre-exception message text.
 * @param exception Exception object to report.
 */
function reportException(prefix, exception) {
	var error = prefix + "\n";
	for(var i in exception) { 
		error += i + ":" + exception[i] + "\n";
	}
	SendLogMessage(event.target, errorLogLevel, error);
}

/**
 * Retrieve the Acrobat application name (i.e. Reader).
 *
 * @return name of current Acrobat application or "unknown". 
 */	
function getAcrobatApplicationName() {
	var application = "Unknown";
	switch (app.viewerType) {
		case "Reader":
			application = "Adobe Reader";
			break;

		case "Exchange":
			application = "Adobe Acrobat Standard";
			break;

		case "Exchange-Pro":
			application = "Adobe Acrobat Professional";
			break;
	}
	return application;
}	

/**
 * Send a log message to the containing application. We prefix the viewer name to 
 * the string to assist in debugging.  We also prefix the current date and time to 
 * the message.
 *
 * @param doc Document with host container object.
 * @param level Log reporting level for this message.
 * @param message The message sent to the container application.
 */
function SendLogMessage(doc, level, message) {
	var logReportingLevel = getGlobalValue("logReportingLevel");
	if(level >= logReportingLevel) {
		var application = getAcrobatApplicationName();

		// Timestamp message 
		var time = new Date();  // format 2005-06-01T09:33:28.376Z
		var timeAsString = time.getUTCFullYear() + "-" + adjustLogTimeField(time.getUTCMonth() + 1, 10) + "-" + 
						   adjustLogTimeField(time.getUTCDate(), 10) + "T" + adjustLogTimeField(time.getUTCHours(), 10) + 
						   ":" + adjustLogTimeField(time.getUTCMinutes(), 10) + ":" + adjustLogTimeField(time.getUTCSeconds(), 10) + 
						   "." + adjustLogTimeField(time.getUTCMilliseconds(), 100) + "Z";

		// Send to container logger.
		SendMessageToContainer(doc, "log", getLogLevelText(level) + ": " + application + ": " + timeAsString + ": " + message, "", "", "");
	}
}

/**
 * Add leading "0"s to the passed in value if it is less then the radix.
 *
 * @param value Value to pad with leading "0"s
 * @param radix Used to determine the number of leading "0"s
 * 
 * @return value with padded "0"s
 */
function adjustLogTimeField(value, radix) {
	if(value < radix) {
		return (((radix == 10) || ((radix == 100) && (value > 9))) ? "0" : "00") + value;
	} else {
		return value;
	}
}

/**
 * Install the embedded PDF message handler. This allows the PDF to
 * process messages from the container. It is not installed if we
 * are running on the server (i.e. PDFMM or XMLFM).

 * Store the document in the message handler so it can be accessed 
 * during message processing as this.doc.
 */
function RegisterMessageHandler() {
	/*****************************************************/
	/* Set up reasonable defaults for the global values. */
	/*****************************************************/
	 
	// Level of log information to return to the container.
	setGlobalValueDefault("logReportingLevel", errorLogLevel); 
	
	// Reference count lock/unlock calls.
	setGlobalValueDefault("lockRefCount", 0);
	
	// List of read-only/restore SOM expressions for fields with "open" access.
	setGlobalValueDefault("openFieldSOM", "");
	
	// List of lock/unlock SOM expressions for fields with "open" access.
	// This will disappear once the Reader user interface lock down call is supported.
	setGlobalValueDefault("openUIFieldSOM", "");

	// Reference count setFieldState readOnly/restore calls.
	setGlobalValueDefault("setFieldStateRefCount", 0);
	
	// SOM expression for the list type field currently being modified.
	setGlobalValueDefault("currentListTypeField", "");

	// Used by the SAP ValueHelpDropDown.xfo to avoid repeated processing in the PreOpen event.
	setGlobalValueDefault("processingValueHelp", false);
	
	// Used by the SAP Enumerated Drop-down list No S.xfo and EnumListDropDown.xfo
	// files to avoid repeated processing in the PreOpen event.
	setGlobalValueDefault("processingF4HelpOpen", false);
	
	// Pending lock or read-only operations.
	setGlobalValueDefault("pendingLock", false);
	setGlobalValueDefault("pendingReadOnly", false);
	
	// Coordinate reset of the dirty flag for lock, unlock and setFieldState messages.
	setGlobalValueDefault("isDirtyStateValid", true);
	
	/**********************************************************************/
	/* Register a message handler to process messages from the container. */
	/**********************************************************************/
	
	try {
		// Embedded PDF message handler.
		event.target.hostContainer.messageHandler = {

			doc: event.target, 
			
			onMessage: function(strings) {			
				// Always expect a string array. Each case below knows 
				// what the array contents should be.
				var operation = strings[0]; // Operation to perform.

				var logStr = "OnMessage received:\n";
				for(var i=0; i<strings.length; i++) {
					logStr += "[" + i + "] - " + strings[i] + "\n";
				}
				SendLogMessage(this.doc, debugLogLevel, logStr);

				// If new data was loaded into the form there might
				// be a pending lock or read-only to be performed.
				// This is checked here since the field event handlers
				// need to fire first, there may be scripts that
				// modify the access settings. Perform these pending
				// operations before processing the current message. 
				// Both pendings will never be true at the same time. 
				if(getGlobalValue("pendingLock") == true) {
					lockForm(this.doc, true);					
					setGlobalValue("pendingLock", false);
					setGlobalValue("pendingReadOnly", false);
				} else if(getGlobalValue("pendingReadOnly") == true) {
					setFormReadOnlyRestore(this.doc, "readOnly", true);
					setGlobalValue("pendingReadOnly", false);
					setGlobalValue("pendingLock", false);
				}

				switch (operation) {
 
					// This script is currently not required because we are 
					// relying on the default behavior of the viewer to set
					// the dirty flag only when necessary. If SAP does require
					// the ability to set the dirty flag manually in the future,
					// uncomment the code below.

					/*
					case "dirty": {
		   				SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to set the dirty state of the document.");
						try {
							this.dirty = eval(strings[1]);
						} catch (ex) {
							reportException("Error evaluating: " + strings[1]+ " while setting the document dirty flag:", ex);
						}
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to set the document dirty state: " + this.dirty);
						break;
					}
					*/
					
					// The container application is asking us to return the embedded acrobat object version number.
					
					case "getAcrobatVersion": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to retrieve the acrobat version.");
						SendMessageToContainer(this.doc, "acrobatVersion", getAcrobatApplicationName() + " " + xfa.host.version, "", "", "");
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to retrieve the acrobat version.");
						break;
					}

					// The container application is asking us to set the user interface focus on the provided field.
					
					case "setCursor" : {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to set the user interface focus to: " + strings[1] + ".");
						xfa.host.setFocus(strings[1]);
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to set the user interface focus to: " + strings[1] + ".");
						break;
					}
					
					// The container application is asking us to adjust the level of 
					// log informetion reported to it. The levels are "debug", "info"
					// and "error". The level remains unchanged if an invalid level is
					// specified.
					
					case "setLogReportingLevel": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to adjust the log level: " + strings[1] + ".");
						setLogReportingLevel(strings[1]);
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to adjust the log level: " + strings[1] + ".");
						break;
					}

					// The container application is requesting the current log reporting level.
					// The possible levels are "debug", "info" and "error". 
					
					case "getLogReportingLevel": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to return the current log reporting level.");
						SendMessageToContainer(this.doc, "logReportingLevel", getLogLevelText(getGlobalValue("logReportingLevel")), "", "", ""); 
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to return the current log reporting level.");
						break;
					}

					// The container application is asking us to retrieve data from  
					// the server and merge it into the document. The server will 
					// return a response containing the data to be merged. A 
					// "finishedSettingData" message is sent to the container when 
					// the operation is finished.

					case "getDataFromServer": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to retrieve data from server: " + strings[1] + ".");
						GetDataFromServer(this.doc, strings[1], strings[2]);
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to retrieve data from server: " + strings[1] + ".");
						break;
					}

					// The container application is asking us to submit the data 
					// (or the entire PDF if nedded) up to the server so it 
					// can be processed. The server will return a response to us 
					// which we will immediately forward back to the containing 
					// application as it will know what to do with it.

					case "sendDataToServer": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to submit the data to server: " + strings[1] + ".");
						SendDataToServer(this.doc, strings[1], strings[2], strings[3]);
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to submit the data to server: " + strings[1] + ".");
						break;
					}

					// One message that we must receive is to get whether or not the 
					// document is dirty.  This information is used to show the user 
					// a warning dialog if they are going to the next step in a workflow 
					// without submitting or saving their data.

					case "isDocDirty": {								
						isDocDirty(this.doc);
						break;
					}

					// The container application is asking us to return the active
					// document's view state. This is needed if the document is 
					// displayed in a portal and needs to be redisplayed after submiting
					// data to the server. A "setViewState" message will be sent when 
					// the document is redisplayed.
	
					case "getViewState": {
						var viewState = this.doc.viewState; 
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to retrieve the active document view state.");
						SendMessageToContainer(this.doc, "viewState", (viewState ? viewState : null), "", "", ""); // Object type should not be a problem with JS's weak type checking
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to retrieve the active document view state.");
						break;
					}

					// The container application is asking us to return the active
					// document to a previous view state. This is needed if the document 
					// is displayed in a portal and needs to be redisplayed after submiting
					// data to the server.
	
					case "setViewState": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to set the active document view state.");
						SetViewState(this.doc, strings[1]); // Object type should not be a problem with JS's weak type checking
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to set the active document view state.");
						break;
					}

					// The container application is asking us to set the document field 
					// level access. Only fields with open access are modified. This is 
					// closely tied into the lock/unlock SOM list and code.
					
					case "setFieldState": {
						setFormReadOnlyRestore(this.doc, strings[1], false);												
						break;
					}

					// The container application is asking us to lock the viewer application. For Acrobat 7 this
					// is limited to setting all the fields to read-only status. In Acrobat 8 we will lock the 
					// entire document and user interface.
			
					case "lock": {
						lockForm(this.doc, false);
						break;
					}

					// The container application is asking us to unlock the viewer application. See notes 
					// for the lock operation above.

					case "unlock": {
						unlockForm(this.doc, false);
						break;
					}					

					// Reset the values of the global properties to their default values.  Attempt to leave the form
					// unlocked after we are done.  The one argument should be true if the user wants an unlock to be
					// attempted (default is false).  Watson 1276182

					case "resetStateInformation": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to reset the state information: " + strings[1] + ".");

						// Check the lock status since the state information will not be available to keep track of it.
						var originalDirty = this.doc.dirty;

						if((strings[1] != undefined) && (strings[1] == "true")) {
							var openUIFieldSOM = getGlobalValue("openUIFieldSOM");
							if((openUIFieldSOM != null) && (openUIFieldSOM.length > 0)) {
								SendLogMessage(this.doc, infoLogLevel, "resetStateInformation attempting to revert from a previous lock.");
								SetFieldState("restore", openUIFieldSOM); // Only restore from a lock but not from a read-only.
								SendLogMessage(this.doc, infoLogLevel, "resetStateInformation finished attempting to revert from a previous lock.");
							}
						}

						setGlobalValue("lockRefCount", 0);
						setGlobalValue("openFieldSOM", "");
						setGlobalValue("openUIFieldSOM", "");
						setGlobalValue("setFieldStateRefCount", 0);
						setGlobalValue("currentListTypeField", "");
						setGlobalValue("processingValueHelp", false);
						setGlobalValue("processingF4HelpOpen", false);
						setGlobalValue("pendingLock", false);
						setGlobalValue("pendingReadOnly", false);
						setGlobalValue("isDirtyStateValid", true);
						
						// Reset dirty state valid flag for dynamic PDFs.
						idleDirtyStateTimer = null;

						// Output the info. log message before setting the log level to its default (error) level.
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to reset the state information.");

						setGlobalValue("logReportingLevel", errorLogLevel);

						// Reset the original form dirty state. Dynamic PDF needs a timer.
						if(this.doc.dynamicXFAForm == true) {
							setGlobalValue("isDirtyStateValid", false);
							var timeoutCode = 'this.dirty = ' + originalDirty + '; xfa.form.' + 
										  	  xfa.resolveNode("$data.nodes.item(0)").name + 
						                      '.variables.ContainerFoundation_JS.setGlobalValue("isDirtyStateValid", true);'; 							                      							                    
							idleDirtyStateTimer = app.setTimeOut(timeoutCode, 1); 
						} else {
							setGlobalValue("isDirtyStateValid", true);							
							this.doc.dirty = originalDirty;
						} 

						break;
					}

					// The container application is asking us to modify the value for an XML data node.
					// The viewer application will automatically update the form field to reflect the new value.

					case "setFieldData": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to modify field value: " + strings[1] + ".");
						SetFieldData(this.doc, strings[1], strings[2]);
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to modify field value: " + strings[1]);
						break;
					}

					// The container application is asking us to modify the values for an XML data node
					// associated with a form list type field. The viewer application will automatically 
					// update the form field to reflect the new values.

					case "setListData": {
						SendLogMessage(this.doc, infoLogLevel, "Got a message from the container to modify options for list field: " + strings[1] + ".");

						var options = strings.slice(3);
						var logStr = "New list field settings:\n";
						var slot = 0;
					    for (var i = 0; i < options.length; i+=2 ) {
					        logStr += "Option[" + slot + "] - " + options[i] + " Data[" + slot++ + "] - " + options[i+1] + "\n";
						}
						SendLogMessage(this.doc, debugLogLevel, logStr);

						SetListData(this.doc, strings[1], strings[2], options);
						SendLogMessage(this.doc, infoLogLevel, "Finished message processing to modify options for a list field.");
						break;
					}
				} // switch
			},

			// The function definition below will get called in response to any error
			// that occurs during the communication process to the containing
			// application.  All we are going to do is print it to the JavaScript
			// console.  We don't want to communicate back to the containing
			// application because if we do, we may encounter the same communication
			// issues, resulting in an infinite loop.

			onError: function(errorObj, stringArray) { 
				try {								   
					var errorString = "Error: " + errorObj.toString() + "\n";
			 		for (var i = 0; i < stringArray.length; i++ ) {
				        errorString += stringArray[i] + "\n";
					}
					console.println(errorString);
					xfa.host.messageBox(errorString);								
				} catch (ex) {
					// some error - see comments above about reporting errors here. 
				}
			},

			// Reader will only allow external applications to communicate with the
			// JavaScript contained within the document if the function below returns
			// true.  We will only allow the communication if the URL of the web page
			// trying to communicate with us comes from the same server that sent the
			// document to us.
			onDisclose: HostContainerDisclosurePolicy.SameOriginPolicy
		};			 
	} catch (ex) {
		reportException("Error installing message handler:", ex);
	}
}

/**
 * Return the dirty state value to the calling application. When lock, unlock and setFieldState
 * are called they should not affect the dirty state. For dynamic PDFs a timer and flag are used 
 * during idle processing to set the flag back to its original state.
 *
 * Reader needs to stop processing for the idle code segments to execute. This is done by converting 
 * the lock, unlock and setFieldState messages to a request/response pair that requires the container
 * application to wait for a response before issuing the next message.
 
 * @param doc Document with host container object reference
 */
function isDocDirty(doc) {
	var eval1 = "xfa.form." + xfa.resolveNode("$data.nodes.item(0)").name + 
    	        ".variables.ContainerFoundation_JS.getGlobalValue('isDirtyStateValid');";
	//xfa.host.messageBox("Eval1: " + eval1);
	//xfa.host.messageBox("Eval1 result: " + eval(eval1));    	        

	if((doc.dynamicXFAForm == true) && (eval(eval1) == false)) {
		// Recall this function in five milliseconds giving the lockForm(),
		// unlockForm() or setFormReadOnlyRestore() timers a chance to run. 
		// Those timers are set to one millisecond giving them higher priority.
		var timerCode = 'xfa.form.' + xfa.resolveNode("$data.nodes.item(0)").name + 
						'.variables.ContainerFoundation_JS.isDocDirty(this)';
		
		var eval2 = "xfa.form." + xfa.resolveNode("$data.nodes.item(0)").name + 
					".variables.ContainerFoundation_JS.idleDirtyStateTimer = app.setTimeOut('" + 
					timerCode + "', 5);";
							    
	    //xfa.host.messageBox("Eval2: " + eval2);  
		eval(eval2);
	} else {	
		var eval3 = "xfa.form." + xfa.resolveNode("$data.nodes.item(0)").name + 
		            ".variables.ContainerFoundation_JS.idleDirtyStateTimer = null;";
		//xfa.host.messageBox("Eval3: " + eval3);
		eval(eval3);
		var dirty = doc.dirty;
		SendLogMessage(doc, infoLogLevel, "Got a message from the container to see if the active document is dirty. Dirty status: " + dirty);
		SendMessageToContainer(doc, "dirtyState", (dirty ? "true" : "false"), "", "", ""); 
		SendLogMessage(doc, infoLogLevel, "Finished message processing to see if the active document is dirty.");
	}
}

/**
 * Lock the current form so that the user cannot interact with it.
 *
 * @param doc Current document reference.
 * @param forceOperation Perform the operation regardless of the reference counting.
 */
function lockForm(doc, forceOperation) {
	SendLogMessage(doc, infoLogLevel, "Got a message from the container to lock the viewer user interface.");

	var lockRefCount = getGlobalValue("lockRefCount");
	if((lockRefCount == 0) || (forceOperation == true)) {	
		var originalDirty = doc.dirty; 						
																							
		// If the read-only/restore list exists then the form is already read-only.
		var openFieldSOM = getGlobalValue("openFieldSOM");
		if((openFieldSOM != null) && (openFieldSOM.length > 0)) {
			SendLogMessage(doc, debugLogLevel, "The read-only/restore SOM list exists, clearing the UI SOM list");
			setGlobalValue("openUIFieldSOM", "");																					
		} else {
			SendLogMessage(doc, debugLogLevel, "The read-only/restore SOM list does not exist, building UI SOM list");
			var openUIFieldSOM = BuildReadOnlyArray();
			setGlobalValue("openUIFieldSOM", openUIFieldSOM);
			if((openUIFieldSOM!= null) && (openUIFieldSOM.length > 0)) {
				SetFieldState("readOnly", openUIFieldSOM); 								
			}
		}	
							
		// Reset the original form dirty state. Dynamic PDF needs a timer.
		// The result of this timer is checked in isDocDirty().
		if(doc.dynamicXFAForm == true) {
			setGlobalValue("isDirtyStateValid", false);
			var timeoutCode = 'this.dirty = ' + originalDirty + '; xfa.form.' + 
						  	  xfa.resolveNode("$data.nodes.item(0)").name + 
			                  '.variables.ContainerFoundation_JS.setGlobalValue("isDirtyStateValid", true);'; 
			idleDirtyStateTimer = app.setTimeOut(timeoutCode, 1); 
		} else {
			setGlobalValue("isDirtyStateValid", true);
			doc.dirty = originalDirty;
		}
	}
						
	setGlobalValue("lockRefCount", ++lockRefCount);
	SendLogMessage(doc, debugLogLevel, "Lock: lockRefCount: " + lockRefCount);
					
	SendMessageToContainer(doc, "lockFormComplete", "", "", "", "");					
	SendLogMessage(doc, infoLogLevel, "Finished message processing to lock the viewer user interface.");	
}

/**
 * Unlock the current form so that the user can interact with it.
 *
 * @param doc Current document reference.
 * @param forceOperation Perform the operation regardless of the reference counting.
 */
function unlockForm(doc, forceOperation) {
	SendLogMessage(doc, infoLogLevel, "Got a message from the container to unlock the viewer user interface.");
						
	var lockRefCount = getGlobalValue("lockRefCount");
	if((lockRefCount == 1) || (forceOperation == true)) {				
		var originalDirty = doc.dirty; 
											
		var openUIFieldSOM = getGlobalValue("openUIFieldSOM");
		if((openUIFieldSOM!= null) && (openUIFieldSOM.length > 0)) {
			SetFieldState("restore", openUIFieldSOM);  
		}
		setGlobalValue("openUIFieldSOM", "");	
							
		// If we are processing a "ValueHelp" request then the list field needs to be opened.
		var currentListTypeField = getGlobalValue("currentListTypeField");
		if((currentListTypeField != null) && (currentListTypeField.length > 0)) {
			SendLogMessage(doc, debugLogLevel, "Opening list object: " + currentListTypeField);
			try {
				xfa.host.openList(currentListTypeField); 
			} catch (ex) {
				reportException("Error opening list field: " + currentListTypeField + " :", ex);
			}
			setGlobalValue("currentListTypeField", "");	
			setGlobalValue("processingValueHelp", false);
		}
		// Used by the SAP Enumerated Drop-down list No S.xfo and EnumListDropDown.xfo 
		// files to avoid repeated processing in the PreOpen event. No need to open the list 
		// control since it will only have one option if depending on the HTML container 
		// to display a popup for option selection. If there is more then one option then 
		// the list is fully populated with no further HTML container interaction.
		setGlobalValue("processingF4HelpOpen", false);							
							
		// Reset the original form dirty state. Dynamic PDF needs a timer.
		// The result of this timer is checked in isDocDirty().
		if(doc.dynamicXFAForm == true) {
			setGlobalValue("isDirtyStateValid", false);
			var timeoutCode = 'this.dirty = ' + originalDirty + '; xfa.form.' + 
						  	  xfa.resolveNode("$data.nodes.item(0)").name + 
		                      '.variables.ContainerFoundation_JS.setGlobalValue("isDirtyStateValid", true);'; 							                      							                    
		  	idleDirtyStateTimer = app.setTimeOut(timeoutCode, 1); 
		} else {
			setGlobalValue("isDirtyStateValid", true);							
			doc.dirty = originalDirty;
		}
	} 

	lockRefCount--; if(lockRefCount < 0) {lockRefCount = 0;}
	setGlobalValue("lockRefCount", lockRefCount);
	SendLogMessage(doc, debugLogLevel, "UnLock: lockRefCount: " + lockRefCount);						

	SendMessageToContainer(doc, "unlockFormComplete", "", "", "", "");												
	SendLogMessage(doc, infoLogLevel, "Finished message processing to unlock the viewer user interface.");
}

/**
 * Toggle the form between read-only and edit mode.
 *
 * @param doc Current document reference.
 * @param mode Mode to set the form to.
 * @param forceOperation Perform the operation regardless of the reference counting.
 */
function setFormReadOnlyRestore(doc, mode, forceOperation) {
	SendLogMessage(doc, infoLogLevel, "Got a message from the container to set the document field states: " + mode + ".");

	var setFieldStateRefCount = getGlobalValue("setFieldStateRefCount");
	var originalDirty = doc.dirty;
	var resetDirtyFlag = false;
	if(mode == "readOnly") {
		if((setFieldStateRefCount == 0) || (forceOperation == true)) { 			
			// If the lock/unlock list exists then the form is already ready-only. 
			var openUIFieldSOM = getGlobalValue("openUIFieldSOM");
			if((openUIFieldSOM != null) && (openUIFieldSOM.length > 0)) {
				SendLogMessage(doc, debugLogLevel, "The UI SOM list exists, moving to read-only/restore SOM list");
				setGlobalValue("openFieldSOM", openUIFieldSOM);
				setGlobalValue("openUIFieldSOM", "");
			} else {	
				SendLogMessage(doc, debugLogLevel, "The UI SOM list does not exist, building read-only/restore SOM list");
				var openFieldSOM = BuildReadOnlyArray();
				setGlobalValue("openFieldSOM", openFieldSOM);
				if((openFieldSOM != null) && (openFieldSOM.length > 0)) {
					SetFieldState("readOnly", openFieldSOM);
				}
			}
			resetDirtyFlag = true;								
		}
		setFieldStateRefCount++;
	} else if(mode == "restore") {
		if((setFieldStateRefCount == 1) || (forceOperation == true)) {							
			// If the read-only/restore list then copy it to lock/unlock list. 
			var openFieldSOM = getGlobalValue("openFieldSOM");
			if((openFieldSOM != null) && (openFieldSOM.length > 0)) {
				if(forceOperation == true) {
					SetFieldState("restore", openFieldSOM);	
					setGlobalValue("openFieldSOM", "");					
				} else {
					setGlobalValue("openUIFieldSOM", openFieldSOM);
					setGlobalValue("openFieldSOM", "");
				}
			}
			resetDirtyFlag = true;						
		}
		setFieldStateRefCount--;
		if(setFieldStateRefCount < 0) {setFieldStateRefCount = 0;}
	}
						
	// Reset the original form dirty state. Dynamic PDF needs a timer.
	// The result of this timer is checked in isDocDirty().
	if(resetDirtyFlag == true) {
		if(doc.dynamicXFAForm == true) {
			setGlobalValue("isDirtyStateValid", false);
			var timeoutCode = 'this.dirty = ' + originalDirty + '; xfa.form.' + 
							  xfa.resolveNode("$data.nodes.item(0)").name + 
		        	          '.variables.ContainerFoundation_JS.setGlobalValue("isDirtyStateValid", true);'; 
			idleDirtyStateTimer = app.setTimeOut(timeoutCode, 1); 
		} else {
			setGlobalValue("isDirtyStateValid", true);
			doc.dirty = originalDirty;
		}
	}
					
	setGlobalValue("setFieldStateRefCount", setFieldStateRefCount);						
	SendLogMessage(doc, debugLogLevel, "SetFieldState: setFieldStateRefCount: " + setFieldStateRefCount);

	SendMessageToContainer(doc, "setFieldStateComplete", "", "", "", "");
	SendLogMessage(doc, infoLogLevel, "Finished message processing to set the document field states: " + mode + ".");
}

/**
 * Send a message to the containing application. The container message handler expects 
 * an array of Strings. The array should contain the operation in [0] and the operation 
 * parameters in [1] on.
 *
 * @param doc Document with host container object reference
 * @param type Type of message being sent to the container (i.e. "response").
 * @param payload1 First message parameter.
 * @param payload2 Second message parameter.
 * @param payload3 Third message parameter.
 * @param payload4 Fourth message parameter.
 */
function SendMessageToContainer(doc, type, payload1, payload2, payload3, payload4) {
	// Send response to container
	var strings = new Array();
	strings[0] = type;
	strings[1] = payload1;
	strings[2] = payload2;
	strings[3] = payload3;
	strings[4] = payload4;

	if(doc.hostContainer != undefined) {
		try {
			doc.hostContainer.postMessage(strings);
		} catch (ex) {
			reportException("Error while posting a message to the container: " + type +
		                	" param1: " + payload1 + " param2: " + payload2 +
		                	" param3: " + payload3 + " param4: " + payload4, ex);
		}
	}
}

/**
 * Extract the XML data from the document and return it as a string. Most
 * likely, the string will then be passed up to a server via HTTP.
 *
 * @param doc Active document reference.
 *
 * @return XML representation of data.
 */
function GetData(doc) {
	SendLogMessage(doc, infoLogLevel, "Start extraction of XML data from the active document.");
	
	var myDataNode = null;
	try {
		myDataNode = xfa.resolveNode("$data.nodes.item(0)");
	} catch (ex) {
		reportException("Error while resolving node: $data.nodes.item(0) for XML data extraction:" ,ex);
	}

	var xml = "";
	try {
		xml = myDataNode.saveXML();
	} catch (ex) {
		reportException("Error while extracting XML data from the active document:" ,ex);
	}

	SendLogMessage(doc, infoLogLevel, "Finished extraction of XML data from the active document.");
	return xml;
}

/**
 * Determine if the document has signature fields so we can make the proper 
 * decision as to which type of submission we should be making to the server.
 *
 * @param doc Active document reference.
 *
 * @return true if the document does have signature fields,false if otherwise
 */
function DoesDocHaveSignatureFields(doc) {
	SendLogMessage(doc, infoLogLevel, "Checking to see if the active document has signature fields.");

	// We must figure out if the document has signature fields by performing
	// the operation in two steps. We first figure out if there are signature 
	// fields in the pageArea then we search the non-pageArea.

	var hasSignatureField = false;
	
	var pageCount = 0;
	try {
		pageCount = xfa.layout.pageCount();
	} catch (ex) {
		reportException("Error determining the active document page count during a signature field search:", ex);
	}

	try {
		for (var i=0; !hasSignatureField && i < pageCount; i++) {
			var fields = xfa.layout.pageContent(i, "field", false);
			hasSignatureField = DoFieldsContainSignatureField(fields);

			if (!hasSignatureField) {
				fields = xfa.layout.pageContent(i, "field", true);
				hasSignatureField = DoFieldsContainSignatureField(fields);
			}
		}
	} catch (ex) {
		reportException("Error during the active document signature field search:", ex);
	}

	return hasSignatureField;
}

/**
 * Figure out if a signature field is present in the array of fields.
 *
 * @param fields The array of fields that we need to search for to figure out
 *        if one of them is a signature field or not.
 *
 * @return true if we have a signature field, false otherwise
 */

function DoFieldsContainSignatureField(fields) {
	for (var i=0; i < fields.length; i++) {
		var item = fields.item(i);

		if (item.isPropertySpecified("ui")) {
			var className = item.ui.oneOfChild.className;

			if (className == "signature") {
				return true;
			}
		}
	}

	return false;
}

/**
 * We need to do an HTTP POST of either the XML data or of the PDF document
 * depending on the type of data contained within it. We need to post the
 * data up to the server depending on the type of operation that needs to
 * occur (i.e. check, submit, etc). We will also handle the response by
 * forwarding the information back out to the containing application so it
 * can decide what to do.
 *
 * If the document has signatures, we will send the entire PDF document
 * because most likely the document will need to be archived in its entirety.
 * The document will also need to be checked to make sure that the data in the
 * signed document has not been tampered with since the signature has been
 * applied.
 *
 * @param doc The PDF document we want to extract the data from.
 * @param url The URL that the data should be sent to.
 * @param cookies Cookies for the server/browser.
 * @param dataType Type of data to send "pdf" or "xml".
 */
function SendDataToServer(doc, url, cookies, dataType) {
	SendLogMessage(doc, infoLogLevel, "About to send data to server: " + url + ".");

	// Async response function
	var oSendDataToServerHandler =
	{
	    response: function(resp, uri, exception)
	    { 
			var responseAsString = "";
			try {
				responseAsString = util.stringFromStream(resp, "utf-8"); 
			} catch (ex) {
				reportException("Error converting a \"SendDataToServer\" response from a stream to a string:", ex);
			}
			
			if(exception != undefined) {
	            reportException("SOAP response exception for \"SendDataToServer\":" , exception);
				SendMessageToContainer(doc, "errorFromServer", responseAsString, "", "", "");
	        } else {
				SendMessageToContainer(doc, "responseFromServer", responseAsString, "", "", "");
				SendLogMessage(doc, debugLogLevel, responseAsString);
	        }	
		}
	};

	var data = null;
	var contentType = "";

	// Determine if the entire PDF or just the XML data should be submitted.    
	if ((dataType == "pdf") || (DoesDocHaveSignatureFields(doc))) {
		SendLogMessage(doc, infoLogLevel, "The document has signature fields. Sending the entire PDF so the signature validity can be examined.");
		contentType = "application/pdf";
		try {
			data = Collab.documentToStream(doc);   
		} catch (ex) {
			reportException("Error while \"SendDataToServer\" convertion of the active document to a stream:", ex);
		}
	} else {
		SendLogMessage(doc, infoLogLevel, "Send the XML data from the form up to the server.");
		contentType = "text/xml";
		try {
			data = util.streamFromString(GetData(doc), "utf-8");
		} catch (ex) {
			reportException("Error while \"SendDataToServer\" convertion of the active document XML data to a stream:", ex);
		}
	}

	try {
		var sendingWithContentType = "xml";
		if(contentType == "application/pdf") {
			sendingWithContentType = "pdf";
		}
		SendMessageToContainer(doc, "sendDataToServerContentType", sendingWithContentType, "", "", "");
		
		SendLogMessage(doc, debugLogLevel, "Added \"SendDataToServer\" cookies: \"" + cookies + "\" for URL: " + url + ".");

		SOAP.request(
		{   
	    	cURL: url, 
	    	oRequest: data, 
	        cRequestStyle: SOAPRequestStyle.RawPost,
	        cContentType: contentType,
			oAuthenticate: {Cookies: cookies},
			oAsync: oSendDataToServerHandler 
		});
	} catch (ex) {
		reportException("\"SendDataToServer\" SOAP request exception while sending data to the server:", ex);
	}

	SendLogMessage(doc, infoLogLevel, "Finished sending data to server: " + url + ".");
}

/**
 * Do an HTTP GET to the server to get data to merge into the active document.
 * The data is always in the XML format. A "finishedSettingData" message is sent 
 * to the container application when the merge has completed.
 *
 * @param doc The PDF document we want to extract the data from.
 * @param url The URL where the data should be retrieved from.
 * @param cookies Cookies for the server/browser.
 */
function GetDataFromServer(doc, url, cookies) {
	SendLogMessage(doc, infoLogLevel, "About to retrieve data from server: " + url + ".");

	var oGetDataFromServerHandler =
	{
	    response: function(resp, uri, exception)
	    { 
	        if(exception != undefined) {
	            reportException("SOAP response exception for \"GetDataFromServer\":" , exception);
	        } else {
				var result = "";
				try {
					result = util.stringFromStream(resp, "utf-8");
				} catch (ex) {
					reportException("Error converting a \"GetDataFromServer\" response from a stream to a string:", ex);
				}

				try {
					// Restore the form's default access state since there may
					// be scripts that define a new default. Once the new 
					// form data is loaded the form will be relocked or set 
					// back to read-only on the next incoming message. 
					var uiSOMList = getGlobalValue("openUIFieldSOM");
					var sfsSOMList = getGlobalValue("openFieldSOM");
					if((uiSOMList != null) && (uiSOMList.length > 0)) {
						unlockForm(doc, true);
						setGlobalValue("pendingLock", true);
						setGlobalValue("pendingReadOnly", false);
					} else if((sfsSOMList != null) && (sfsSOMList.length > 0)) {
						setFormReadOnlyRestore(doc, "restore", true);
						setGlobalValue("pendingReadOnly", true);
						setGlobalValue("pendingLock", false);
					}
					
					// Load the new form data thus triggering the form field event handlers.
					xfa.datasets.data.loadXML(result, false, true);				
				} catch (ex) {
					reportException("Error loading retrieved \"GetDataFromServer\" XML data into the active document:", ex);
				}
				
				SendMessageToContainer(doc, "finishedSettingData", "", "", "", "");								
	        }
		}
	};

	try {
		SendLogMessage(doc, debugLogLevel, "Added \"GetDataFromServer\" cookies: \"" + cookies + "\" for URL: " + url + ".");

		SOAP.request(
		{  
	    	cURL: url, 
	    	oRequest: util.streamFromString("", "utf-8"), 
	        cRequestStyle: SOAPRequestStyle.RawPost,
	        cContentType: "text/plain",
			oAuthenticate: {Cookies: cookies},
			oAsync: oGetDataFromServerHandler 
		});
	} catch (ex) {
		reportException("\"GetDataFromServer\" SOAP request exception while retrieving data from the server:", ex);
	}

	SendLogMessage(doc, infoLogLevel, "Finished retrieving data from server: " + url + ".");
} 

/**
 *  Build a list of fields with access other then read-only. This is used to 
 *  set/reset the document to read-only and back.
 */
var getFieldsOpenFieldSOM = "";
function BuildReadOnlyArray() {
	var arrHandsOff = new Array();

	// Reset list before scanning fields.
	getFieldsOpenFieldSOM = "";
	
	// Get the non-pageArea fields.
	GetFields(false, arrHandsOff);	

	// Get the pageArea fields.
	GetFields(true, arrHandsOff);
	
	return getFieldsOpenFieldSOM ;
}

/**
 * Traverse the page and non-page area fields building a list of SOM expressions 
 * for the fields with access other then read-only.
 *
 * @param containerFlag Page or non-page search flag.
 * @param arrHandsOff Array of SOM expressions.
 */
function GetFields(containerFlag, arrHandsOff) {
	try {
		// Get the field containers from each page.
		for (var i = 0; i < xfa.layout.pageCount(); i++) {
			var oFields = xfa.layout.pageContent(i, "field", containerFlag);

			for (var j = 0; j < oFields.length; j++) {
				var oItem = oFields.item(j);

				// Retain the SOM expression of opened fields.
				if (oItem != this) {
					if (oItem.access == "open") {
						var bAdd = true;
						if (arrHandsOff.length != "0") {
							for (var k = 0; k < arrHandsOff.length; k++) {
								if (oItem.somExpression	== arrHandsOff[k].somExpression) {					
									bAdd = false;
									break;
								}
							}
						}
			
						if (bAdd == true) {	
							if(getFieldsOpenFieldSOM == "") {							
								getFieldsOpenFieldSOM +=  '"' + oItem.somExpression + '"';
							} else {							
								getFieldsOpenFieldSOM +=  ',"' + oItem.somExpression + '"';
							}
						}
					}
				}
			}	
		}
	} catch (ex) {
		reportException("Error while constructing a list of active document fileds with non read-only access:", ex);
	}
}

/**
 * Traverse the page and non-page area fields setting their access level to newState.
 * Only affects fields with non read-only access.
 *
 * @param newState New field level access state "readOnly" or "restore".
 */
function SetFieldState(newState, openFieldSOM) {
	try {
		var sArray = "new Array(" + openFieldSOM + ")";	// Build the string representation of the array.
		var newArray = eval(sArray);					// Evaluate the string.

		for (i = 0; i < newArray.length; i++) {	
			if(newState == "restore") {
				newState = "open";
			}

			var node = xfa.resolveNode(newArray[i]);
			if(node != null) {
				node.access = newState;
			}
		}
	} catch (ex) {
		reportException("Error while setting a field state access:", ex);
	}
}

/**
 * Update the XML value associated with a form field. The field should 
 * be automatically updated by the viewer application.
 *
 * @param somExpression Full pathway to the XML data node.
 * @param new Value Replacement value the XML data node.
 */
function SetFieldData(doc, somExpression, newValue) 
{
	SendLogMessage(doc, infoLogLevel, "About to modify the value for XML data node: " + somExpression);

	try {
		xfa.data.resolveNode(somExpression).value = newValue;
	} catch (ex) {
		reportException("Error resolving node: " + somExpression + " with new value:" + newValue + " :", ex);
	}

	SendLogMessage(doc, infoLogLevel, "Finished modifing the value for XML data node: " + somExpression);
}

/**
 * Update the XML values associated with a form list type field. The list type field should 
 * be automatically updated by the viewer application.
 *
 * @param somExpression Full pathway to the XML data node.
 * @param openList Flag to drop the list of options.
 * @param nameValuePairs Replacement values the XML data node.
 */
function SetListData(doc, somExpression, openList, nameValuePairs) 
{
	SendLogMessage(doc, infoLogLevel, "About to modify the value for XML data node: " + somExpression);
	
	var len = nameValuePairs.length;
	var myNode = FormNodeFromDataNode(somExpression);
	
	try {
		for (var i=0; i < len; i+=2) {
			myNode.addItem(nameValuePairs[i], nameValuePairs[i + 1]);
		} 
		
		// Sometimes the PDF is replaced in the portal and the valueHelp droplist 
		// must be opened right away since now unlock call will be made.
		if(openList == "true") {
			SendLogMessage(doc, debugLogLevel, "Opening list object: " + myNode.somExpression);
			try {
				xfa.host.openList(myNode.somExpression); 
			} catch (ex) {
				reportException("Error opening list field: " + currentListTypeField + " :", ex);
			}
			setGlobalValue("currentListTypeField", "");	
			setGlobalValue("processingValueHelp", false);
		} else {
			// ValueHelp llist will be opened by the unlock call.
			setGlobalValue("currentListTypeField", myNode.somExpression);
		}
	} catch (ex) {
		reportException("Error while updating options for field: " + myNode.somExpression + " :", ex);
	}
	
	SendLogMessage(doc, infoLogLevel, "Finished modifing the value for XML data node: " + somExpression);
}

/**
 * Return the form node based on the data DOM node. This is needed to relate fields
 * with their associated data values. 
 *
 * @param somExpression Full pathway to the XML data node.
 */
function FormNodeFromDataNode( somExpression ) 
{
	var dataNode = null;
	try {
		dataNode = xfa.data.resolveNode(somExpression);
	} catch (ex) {
		reportException("Error while resolving data node: " + somExpression + " :", ex);
	}

	var formNodes = null;
	try {
		formNodes = xfa.form.formNodes(dataNode); 
	} catch (ex) {
		reportException("Error while resolving form node: " + dataNode.somExpression + " :", ex);
	}
	
	return formNodes.item(0);
}			

/**
 * Set the active document view state when the document is being redisplayed. For example, if the 
 * document is displayed in a portal and is submited to the server it will need the same view state
 * when redisplayed in the portal. 
 *
 * @param newViewState Previous view state.
 */
function SetViewState(doc, newViewState) {
	SendLogMessage(doc, infoLogLevel, "About to set the document view state: " + newViewState);
	
	try {
		doc.viewState = newViewState;
	} catch (ex) {
		reportException("Set document view state error:", ex);
	}
	
	SendLogMessage(doc, infoLogLevel, "Finished modifing the document view state: " + newViewState);
}

// END OF DO NOT MODIFY
      
       
          // DO NOT MODIFY THE CODE BEYOND THIS POINT - 705.20060907075610.330312.330312 - FormReady

//////////////////////////////////////////////////////////
// Register the message handler if running on the client.
//////////////////////////////////////////////////////////
 
// If this object exists, then we are not being rendered by the XML Form Agent 
if(xfa.host.name == "Acrobat") {
	// Check to make sure we are not running in PDFMM - only under Acrobat Reader/Pro/Std 
    if (xfa.host.appType != "Adobe PDF Library") {
    	// Make sure the form is embedded.
		if(event.target.hostContainer != undefined) {
			ContainerFoundation_JS.RegisterMessageHandler();
		} 	
	}
}

// END OF DO NOT MODIFY
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		 // ---------------------------------------------------------------------------
// This file has been generated partially by the Web Dynpro Code Generator.
// MODIFY CODE ONLY IN SECTIONS ENCLOSED BY @@begin AND @@end,
// ALL OTHER CHANGES WILL BE LOST IF THE FILE IS REGENERATED.
// SECTIONS ENCLOSED BY $$begin AND $$end ARE MANAGED BY
// DEVELOPER STUDIO WIZARDS AND MUST NOT BE CHANGED EITHER.
// ---------------------------------------------------------------------------
package com.sap.demo.ifba_server_signatures.servercredentials.comp;

// 
// IMPORTANT NOTE: 
// _ALL_ IMPORT STATEMENTS MUST BE PLACED IN THE FOLLOWING SECTION ENCLOSED
// BY @@begin imports AND @@end. FURTHERMORE, THIS SECTION MUST ALWAYS CONTAIN
// AT LEAST ONE IMPORT STATEMENT (E.G. THAT FOR IPrivateServerCredentialsCompView).
// OTHERWISE, USING THE ECLIPSE FUNCTION "Organize Imports" FOLLOWED BY
// A WEB DYNPRO CODE GENERATION (E.G. PROJECT BUILD) WILL RESULT IN THE LOSS
// OF IMPORT STATEMENTS.
//
//@@begin imports
import java.io.ByteArrayOutputStream;
import java.io.IOException;

import com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsCompView;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocument;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentAccessibleContext;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentCertificate;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentHandler;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.IWDPDFDocumentSignature;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.WDPDFDocumentCertificatePermission;
import com.sap.tc.webdynpro.clientserver.adobe.pdfdocument.api.WDPDFDocumentFactory;
import com.sap.tc.webdynpro.services.sal.um.api.WDClientUser;
import com.sap.tc.webdynpro.services.sal.um.api.WDUMException;

//@@end

//@@begin documentation
//@@end

public class ServerCredentialsCompView implements java.io.Serializable 
{
  private static final long serialVersionUID = 0x92ad3acbd35cb549L;
  
  /**
   * Logging location.
   */
  @SuppressWarnings("unused")
  private static final com.sap.tc.logging.Location logger = 
    com.sap.tc.logging.Location.getLocation(ServerCredentialsComp.class);
  
  static 
  {
    //@@begin id
    String id = "$Id$";
    //@@end
    com.sap.tc.logging.Location.getLocation("ID.com.sap.tc.webdynpro").infoT(id);
  }

  /**
   * Private access to the generated Web Dynpro counterpart 
   * for this controller class. <p>
   *
   * Use <code>wdThis</code> to gain typed access to the context,
   * to trigger navigation via outbound plugs, to get and enable/disable
   * actions, fire declared events, and access used controllers and/or 
   * component usages.
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsCompView for more details
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsCompView wdThis;

  /**
   * Root node of this controller's context. <p>
   *
   * Provides typed access not only to the elements of the root node 
   * but also to all nodes in the context (methods node<i>XYZ</i>()) 
   * and their currently selected element (methods current<i>XYZ</i>Element()). 
   * It also facilitates the creation of new elements for all nodes 
   * (methods create<i>XYZ</i>Element()). <p>
   *
   * @see com.sap.demo.ifba_server_signatures.servercredentials.comp.wdp.IPrivateServerCredentialsCompView.IContextNode for more details.
   */
  @SuppressWarnings("unused")
  private final IPrivateServerCredentialsCompView.IContextNode wdContext;

  /**
   * A shortcut for <code>wdThis.wdGetAPI()</code>. <p>
   * 
   * Represents the generic API of the generic Web Dynpro counterpart 
   * for this controller. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDViewController wdControllerAPI;
  
  /**
   * A shortcut for <code>wdThis.wdGetAPI().getComponent()</code>. <p>
   * 
   * Represents the generic API of the Web Dynpro component this controller 
   * belongs to. Can be used to access the message manager, the window manager,
   * to add/remove event handlers and so on. <p>
   */
  @SuppressWarnings("unused")
  private final com.sap.tc.webdynpro.progmodel.api.IWDComponent wdComponentAPI;
  
  public ServerCredentialsCompView(IPrivateServerCredentialsCompView wdThis)
  {
    this.wdThis = wdThis;
    this.wdContext = wdThis.wdGetContext();
    this.wdControllerAPI = wdThis.wdGetAPI();
    this.wdComponentAPI = wdThis.wdGetAPI().getComponent();
  }

  //@@begin javadoc:wdDoInit()
  /** Hook method called to initialize controller. */
  //@@end
  public void wdDoInit()
  {
    //@@begin wdDoInit()
//	  this.wdContext.currentDataSourceElement().setCredentialAlias("DocumentCertification");
	  this.wdContext.currentDataSourceElement().setPONum("1234567890");
	  this.wdContext.currentDataSourceElement().setDate(new java.sql.Date(System.currentTimeMillis()));
	  this.wdContext.currentOrderedByElement().setOrderedBy("San Jose, CA");
	  this.wdContext.currentOrderedByElement().setContactName("Adobe");
	  this.wdContext.currentDeliverToElement().setDeliverTo("Palo Alto, CA");
	  this.wdContext.currentDeliverToElement().setContactName("SAP");
	  
	  //product
	  this.wdContext.currentProductElement().setItemNubmer("011-1234");
	  this.wdContext.currentProductElement().setItemDescription("Adobe Designer");
	  this.wdContext.currentProductElement().setUnitPrice(200);
	  this.wdContext.currentProductElement().setQuantity(3);
	  
	  
    //@@end
  }

  //@@begin javadoc:wdDoExit()
  /** Hook method called to clean up controller. */
  //@@end
  public void wdDoExit()
  {
    //@@begin wdDoExit()
    //@@end
  }

  //@@begin javadoc:wdDoModifyView
  /**
   * Hook method called to modify a view just before rendering. <p>
   *
   * This method conceptually belongs to the view itself, not to the
   * controller (cf. MVC pattern).
   * The Web Dynpro programming model recommends that UI elements can
   * only be accessed by code executed within the call to this hook method. <p>
   *
   * @param view The view's generic API, as provided by Web Dynpro.
   *        Provides access to UI elements.
   * @param firstTime Indicates whether the hook is called for the first time
   *        during the lifetime of the view.
   */
  //@@end
  public void wdDoModifyView(com.sap.tc.webdynpro.progmodel.api.IWDView view, boolean firstTime)
  {
    //@@begin wdDoModifyView
    //@@end
  }
  
  //@@begin javadoc:wdOnContextMenu
  /**
   * Handles context menu event.
   * 
   * @param contextMenuManager the context menu manager
   * @param event the context menu event
   */
  //@@end
  public final void wdOnContextMenu
  (
    final com.sap.tc.webdynpro.clientserver.uielib.standard.api.IWDContextMenuManager contextMenuManager,
    final com.sap.tc.webdynpro.progmodel.api.IWDContextMenuEvent event 
  )
  {
    //@@begin wdOnContextMenu
    //@@end
  }

  //@@begin javadoc:wdDoBeforeAction
  /**
   * Hook method called for additional validation of user input. <p>
   *
   * @param validation Interface for reporting validation errors
   */
  //@@end
  public void wdDoBeforeAction(com.sap.tc.webdynpro.progmodel.api.IWDBeforeAction validation)
  {
    //@@begin wdDoBeforeAction
    //@@end
  }

  //@@begin javadoc:applyServerSignature() IGNORE
  /**
   * Method declared by application.
   */
  //@@end
  public void applyServerSignature( )  {
    //@@begin applyServerSignature()
    /**
     * Demonstrates, how to apply certification on an existing PDF document.
     */
    
	try {  
	      
	// Get the alias name, provided at input field in this example.
	String credentialAlias = wdContext.currentContextElement().getCredentialAlias();
	// Additional information that could be stored along with the credential in the signature field.
	//Reason for signing
	String reason = wdContext.currentContextElement().getReason();    
	//Locale
	String location = WDClientUser.getCurrentUser().getLocale().toString(); 
	//Contact information 
	String contactInfo = wdContext.currentContextElement().getContactInfo(); 
	
	//set the signature field permission. 
	WDPDFDocumentCertificatePermission permission = WDPDFDocumentCertificatePermission.CERT_DEFAULT_PERMISSION;
	
     /*
      * Get Interactive Form context. Because, we want to apply the certification 
      * on the PDF document represented by the interactive form UI element on the 
      * page.
      */
	IWDPDFDocumentAccessibleContext iFormContext = WDPDFDocumentFactory.getDocumentHandler().getDocumentAccessibleContext();

	//Get the PDF from the InteractiveForm UI element
	byte[] pdf = wdContext.currentContextElement().getPdf();
	
	/**
	 * Byte array based access.
	 * Set the PDF to the Document Accessible Context   
	 */
	iFormContext.setPDF(pdf);
	
	 /*
	  * Get document context and then set certification on that. You need a credential
	  * to certify a PDF document. Please, consult your ADS administrator for the
	  * same. Default credential (DocumentCertification) will be used if you do not specify one.
	  */
	 iFormContext.setCertification(credentialAlias, "SignatureField1", reason, location, contactInfo, null, permission);

     IWDPDFDocument pdfDocument = iFormContext.execute();
      
  	 //Set the signed PDF back to the InteractiveForm UI element      
     wdContext.currentContextElement().setPdf(pdfDocument.getPDF());
      
	} catch (Exception _e) {
		wdThis.wdGetAPI().getComponent().getMessageManager().reportException(_e.getCause().getMessage());
	}
	
    //@@end
  }

  //@@begin javadoc:verifyServerSignature() IGNORE
  /**
   * Method declared by application.
   */
  //@@end
  public void verifyServerSignature( )  {
    //@@begin verifyServerSignature()
    /*
     * This action demonstrates how to use PDF document API in stand alone mode.
     * Assumed that, you have a PDF document in hand and you need to verify whether
     * the document has been certified or not. Note, the difference between the 
     * API usage. You deal with an instance of type IWDPDFDocumentHandler when
     * you want to handle the operation on your own. But, you deal with an
     * instance of IWDPDFDocumentInteractiveFormHandler, when you want to deal
     * with the InteractiveForm UI element.
     */
	    
	// Get PDF document handler.
    IWDPDFDocumentHandler pdfDocumentHandler = WDPDFDocumentFactory.getDocumentHandler();
	    
	/*
	 * Get accessible context. The other available context under this mode is 
	 * creation context. Since, we are going to deal with an existing PDF document
	 * here, we need to have an accessible context.
	 *  
	 * @see onActionCreatePDFStandalone for the usage of creation context.
	 */    
	IWDPDFDocumentAccessibleContext accessibleContext = pdfDocumentHandler.getDocumentAccessibleContext();
	    
	// Set PDF stream. 
	byte[] pdfStream = wdContext.currentContextElement().getPdf();
	ByteArrayOutputStream outPDF = new ByteArrayOutputStream();
	try {
	   outPDF.write(pdfStream);
	} catch (IOException e) {
	  e.printStackTrace();
	}
	    
	accessibleContext.setPDF(outPDF);
	    
	/*
	 * We need to have the certificate in response. Hence we need to instruct the
	 * server to send us back the certificate and the related certification 
	 * information attached with the document. Add the GetCertification task to 
	 * the server process. The same holds true for signatures also. 
	 */
	 accessibleContext.getTaskSetter().addGetCertificationTask();

	/*
	 * We need to verify whether the existing PDF document has been signed or not.
	 * To do so, we need to instruct the server process to send us back all the
	 * signatures attached with the document and its related info along with the
	 * document.
	 */
	 accessibleContext.getTaskSetter().addGetSignatureTask();
	 /*
	  * Execute. Note that IWDPDFDocument contains pdf binary (byte array) and 
	  * data implicitly. Special task like GetCertification, GetSignature needs to be
	  * added explicitly.
	  */ 
	 IWDPDFDocument pdfDocument = accessibleContext.execute();
	   
	 // GetCertification
	 IWDPDFDocumentCertificate certificate = pdfDocument.getCertification();

	 //Get all signature fields
	 IWDPDFDocumentSignature[] signatures = pdfDocument.getSignature();
	 
	 if(null == certificate){
		wdThis.wdGetAPI().getComponent().getMessageManager().reportWarning(
		"This document has not been certified.");          
 	 }else{
 		wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Certificate Status: " + certificate.getStatus().toString());
		wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Certificate Validity: " + certificate.isValid());
 	 }
	 
	 if(null == signatures){ 
			wdThis.wdGetAPI().getComponent().getMessageManager().reportWarning(
			"The application is not called though SSL or the document has not been signed.");          
		}else{
		wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Number Of Signature Fields attached: " + signatures.length);
		wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Accessing signature details one by one: ");
		for(int i=0; i<signatures.length; i++){
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Field: " + signatures[i].getField());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Status: " + signatures[i].getStatus().toString());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Signer: " + signatures[i].getSigner());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Location: " + signatures[i].getLocation());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Date: " + signatures[i].getDate());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Contact Info: " + signatures[i].getContactInfo());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("Reason: " + signatures[i].getReason());
			wdThis.wdGetAPI().getComponent().getMessageManager().reportSuccess("isValid: " + signatures[i].isValid());
		}
	 }  
		
    //@@end
  }

  //@@begin javadoc:onActionCertifyDocument(ServerEvent) IGNORE
  /**
   * Declared validating event handler. 
   * 
   * @param wdEvent generic event object provided by framework
   */
  //@@end
  public void onActionCertifyDocument(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent wdEvent )
  {
    //@@begin onActionCertifyDocument(ServerEvent)
    //$$begin Action Button(-1185906832)
    applyServerSignature();

    //$$end

    //@@end
  }

  //@@begin javadoc:onActionVerifyServerCredential(ServerEvent) IGNORE
  /**
   * Declared validating event handler. 
   * 
   * @param wdEvent generic event object provided by framework
   */
  //@@end
  public void onActionVerifyServerCredential(com.sap.tc.webdynpro.progmodel.api.IWDCustomEvent wdEvent )
  {
    //@@begin onActionVerifyServerCredential(ServerEvent)
    //$$begin Action Button0(1211015419)
    verifyServerSignature();

    //$$end

    //@@end
  }

  /*
   * The following code section can be used for any Java code that is 
   * not to be visible to other controllers/views or that contains constructs
   * currently not supported directly by Web Dynpro (such as inner classes or
   * member variables etc.). <p>
   *
   * Note: The content of this section is in no way managed/controlled
   * by the Web Dynpro Designtime or the Web Dynpro Runtime. 
   */
  //@@begin others
  //@@end
}

// ---- content of obsolete user coding area(s) ----
//@@begin obsolete:applyCredential()
//	//this.wdContext.currentDataSourceElement().setCredentialAlias("Document");
//@@end
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